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Introduction

The problem of insider threats in critical infra-
structure organizations (energy, transporta-
tion, finance, IT) is not new [1] and remains 

one of the most acute problems in the field of modern 
security. Research data indicates that a significant por-
tion of incidents, including data leaks, sabotage, and 
corruption, is caused by the actions of insiders [2]. The 

scale and complexity of these threats have multiplied 
with the development of digital technologies. Accord-
ing to IBM Security, most data leaks in the energy sec-
tor are related to the human factor, including employee 
errors and malicious actions [3]. In Russia, according 
to a study by “Rostelecom-Solar,” 45% of companies 
face incidents caused by unreliable personnel, with 
22% of these incidents leading to catastrophic conse-
quences [4].
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In response to growing threats, states are tightening 
regulatory requirements. In the EU, Directive NIS2 
obliges companies to implement employee vetting sys-
tems, including social media analysis and polygraph 
tests. In Russia, Federal Law No. 152-FZ “On Per-
sonal Data” and Government Decree No. 1119 regulate 
the collection and processing of candidate information 
but leave gaps regarding the use of AI algorithms. In 
the USA, for example, the Cybersecurity Act requires 
companies in the energy sector to conduct annual per-
sonnel audits for connections with extremist groups. 
In Russia, as noted by “HeadHunter,” every second 
organization conducts preliminary candidate checks, 
yet only 27% have an in-house security service [5].

Traditional candidate assessment methods, such 
as resume analysis, interviews, or reference checks, 
prove ineffective in identifying complex, multi-stage, 
and intentionally concealed threats. Their key limi-
tation is the fragmentation of data and the lack of 
semantic integration of heterogeneous information 
sources: biographical, behavioral, financial, and 
digital traces of a candidate. This leads to a reac-
tive, rather than predictive, approach to personnel 
security, which, given the high cost of insider inci-
dents (including both direct and reputational losses), 
becomes an unacceptable risk to the sustainable func-
tioning of organizations.

In response to this challenge, technological solu-
tions using artificial intelligence (AI), psychometric 
testing, and automated data verification are emerg-
ing in scientific literature and on the market [6–10]. 
However, their application often remains isolated, 
failing to solve the problem of comprehensive candi-
date assessment. Moreover, the creation of centralized 
intelligent systems aggregating confidential personal 
data generates new, systemic risks. These include 
both ethical-legal dilemmas – questions of fairness, 
discrimination, privacy, and the right to explanation 
of automated decisions [11, 12] – and unique cyber 
threats aimed at compromising the semantic knowl-
edge base and assessment algorithms themselves.

Thus, the relevant scientific and practical task is the 
development not just of another vetting tool, but of 
a holistic methodology for designing systems for pro-
active personnel risk assessment. Such a methodology 
should ensure the semantic integration of heterogene-
ous data to identify complex threat scenarios, while 
being embedded within strict ethical-legal frameworks 
and considering cybersecurity requirements for the 
designed system itself.

The aim of this article  is to analyze the key meth-
odological, ethical, legal, and architectural require-
ments for building an intelligent risk assessment sys-
tem for personnel recruitment in critical infrastructure 
facilities. The focus is not on a detailed description of 
the internal ontological model (which is the subject of 
a separate study), but on the systemic constraints and 
conditions under which its implementation would be 
correct, safe, and lawful.

The scientific novelty of the work lies in the synthe-
sis of three aspects usually considered in isolation: 

1)	 a comparative analysis of the technological compo-
nents of a multi-level assessment system (AI, psy-
chometrics, data verification); 

2)	 a comprehensive analysis of ethical-legal dilemmas 
and regulatory requirements; 

3)	 proactive modeling of cybersecurity threats inherent 
to the ontological system itself and the formulation 
of architectural countermeasures based on Security 
by Design and Privacy by Design principles.

The structure of the article reflects the logic of the 
sequential formation of system requirements. The first 
section examines the ethical and legal aspects that 
define the fundamental design boundaries. The second 
section is dedicated to analyzing new vectors of cyber 
threats and the resulting architectural requirements 
for system security. The third section contains a com-
parative analysis of existing technological assessment 
methods (documentary verification, psychometric 
testing, AI analysis), justifying the need for their inte-
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gration within a unified methodology. The conclusion 
formulates the main findings and defines directions for 
further research.

1. Ethical and legal aspects  
of applying an ontological approach  

in candidate assessment

The shift to comprehensive candidate assessment 
systems based on semantic integration of heterogene-
ous data and artificial intelligence methods gives rise to 
a number of ethical and legal dilemmas [13]. Balancing 
organizational security with the protection of individ-
ual rights requires careful analysis prior to the design 
and implementation of such systems.

Key moral and ethical dilemmas.

The principle of fairness and non-discrimination. 
Automated systems based on historical data can 
reproduce and amplify existing societal biases. For 
example, identifying “potentially unreliable” candi-
dates based on analysis of social activity can lead to 
discrimination based on indirect attributes (political 
views, religious affiliation, social status). This contra-
dicts both ethical norms and labor legislation.

The right to privacy and digital autonomy. Integrat-
ing data from open sources (social networks, forums, 
etc.) with data from corporate and state databases 
contributes to creating an exhaustive digital profile of 
an individual without their explicit consent for creat-
ing such a profile and without informing the poten-
tial candidate about it. The question arises about the 
boundaries of permissible surveillance: where does 
the employer’s legitimate interest in a candidate’s 
reputation end, and where does unacceptable intru-
sion into private life begin?

The right to explanation. A hiring decision based on 
the output of an ontological model and AI algorithms 
may, not without reason, be perceived by a candi-
date as unfair and unexplainable, as most machine 

learning models operate as “black boxes.” In accord-
ance with evolving legal doctrine (e.g., the “right to 
explanation” in GDPR), a candidate should have the 
opportunity to challenge an automated decision and 
receive a meaningful explanation of its reasons.

System requirements and constraints imposed by leg-
islation.

Transparency and controllability of ontological tools. 
In the context of Russian legislation (Federal Law 
No. 152-FZ “On Personal Data”), data processing 
must be specified, limited to stated purposes, and 
understandable to the data subject. This generates a 
systemic requirement for the ontology: its structure 
and key logical rules must be available for review by 
both the candidates themselves (in the part concern-
ing them) and regulatory bodies. An organization 
may be required to disclose not the specific settings 
of generative AI (as a trade secret), but at least the 
principles, categories, and attributes upon which the 
assessment is built.

Limitations on the content and structure of ontologies. 
Legislation does not directly regulate the structure of 
ontologies, but the basic principles of personal data 
processing (lawfulness, purpose limitation, and data 
minimization) impose serious constraints on it:

	♦ the ontology should not include redundant classes 
and properties that do not have a direct and provable 
relation to professional qualities and risks for a spe-
cific position (e.g., sexual orientation, philosophical 
beliefs, etc.);

	♦ ogical rules and the risk scenarios themselves must be 
justified and documented by research or statistics to 
exclude arbitrary and discriminatory interpretation.

The requirement of human control. The final hiring 
decision, especially one based on an assessment of 
“unreliability,” cannot be fully automated. The sys-
tem should provide results as a recommendation, and 
the final decision must be made by a human (HR spe-
cialist or manager), who bears responsibility for it.
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The established ethical-legal frameworks define 
conceptual constraints for the ontological model. 
However, their practical implementation and ensur-
ing compliance with the requirements that an intel-
ligent decision support system for personnel recruit-
ment must satisfy are impossible without considering 
a new class of applied tasks – namely, the tasks of 
ensuring the cybersecurity of the designed intelligent 
system itself. A centralized knowledge base accu-
mulating confidential personal profiles becomes, in 
itself, an object of critical importance and generates 
unique attack vectors. A comprehensive analysis of 
these threats and the architectural countermeasures 
necessary to protect the integrity, confidentiality, and 
availability of the ontology constitutes the subject of 
separate consideration in the next section.

2. Current threats  
and additional requirements  

for ensuring information security  
in the implementation  

of ontological modeling

Creating a unified ontological knowledge base, 
accumulating confidential biographical, financial, 
and behavioral data about candidates, transforms the 
threat landscape for an organization. The integrated 
ontology, being the core of the decision support sys-
tem, itself becomes a holistic object of high value and, 
consequently, a priority target for cyberattacks. This 
imposes specific constraints on its architecture, con-
tent, and management processes.

Classification of new vectors of cyber threats.

Compromise of the ontology. Unlike fragmented 
data, a compromised ontology allows a malicious 
actor to:

	♦ make unauthorized changes to ontological relation-
ships between specific concepts to systematically and 
purposefully reduce the system’s sensitivity to certain 
threats;

	♦ add false facts or entire scenarios to the ontology 
aimed at discrediting specific candidates (targeted 
“black PR”) or, conversely, concealing their real 
risks.

Leakage of the confidential semantic network – the 
foundation of the ontology. The theft of the knowledge 
base is equivalent to obtaining a structured dossier on 
all candidates who have undergone vetting. In this case, 
not only candidate attributes (experience, education) 
are disclosed, but also logical connections between 
them (e.g., “Candidate A is connected to Company B, 
which participated in a dubious tender”), which also 
represents a leakage of contextual information.

Insider misuse of access to the ontology. A security 
service employee or knowledge engineer with rights to 
modify the ontology can manipulate it for corrupt or 
other unlawful purposes, remaining “in the shadows” 
due to the complexity of verifying semantic changes.

Architectural constraints and countermeasures. To 
counter the indicated threats, the system architecture 
must be based on the “Security by Design” principle 
(an approach to software development where security 
is built into the product at the concept stage, not added 
post facto [14]):

	♦ all operations modifying the ontology (adding classes, 
properties, individuals, rules) must be recorded in a 
structure resistant to tampering. The use of block-
chain technologies or similar distributed ledgers to 
create a verifiable and irrefutable change log can be 
recommended, which directly contributes to proving 
insider actions within the organization’s infrastruc-
ture [15]. This imposes an architectural constraint: 
the ontology management system must be integrated 
with a secure logging module;

	♦ the ontology itself should be used to model security 
policies. It is necessary to introduce, for example, 
classes such as AuditEvent, SystemUser, AccessRole 
and relationships like hasPermission, performedAc-
tion. This should allow, using the same ontology, 
to describe, control, and audit data access within 
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the system, implementing the RBAC (Role-Based 
Access Control) concept;

	♦ personal data, being particularly sensitive, should be 
stored in encrypted form, and the ontology should 
operate only with their cryptographic hashes or 
tokens to establish semantic links, without the need 
for constant decryption and access to the semantics 
of facts.

Cybersecurity requirements directly affect the 
implementation of ontological modeling as well. The 
ontology should not contain redundant data. For 
example, to establish a fact of “financial unreliability,” 
in some cases, the presence of the attribute “hasCred-
itDelinquencyStatus = true” may be sufficient, with-
out the need to store detailed delinquency history in 
the ontology itself. This reduces the damage in case of 
its compromise.

It is also recommended to design the ontology as 
several linked but physically or logically separated 
modules. Public data (from social networks and other 
publicly available resources) can reside in one mod-
ule, while sensitive data (polygraph results, connec-
tions with law enforcement) – in another, with stricter 
access control. This limits potential risks and damage 
in case of compromise.

The ontology population process should include a 
stage of mandatory verification of scenarios and fea-
tures entered by expert analysts. A cross-validation sys-
tem is proposed, where a new inference rule, scenario, 
or class is activated only after confirmation by several 
independent experts. This should counteract the risk of 
“semantic sabotage.”

Thus, the design of an ontological system for risk 
assessment in personnel recruitment must take into 
account that the designed tool for risk management 
itself becomes a source of new, systemic vulnerabili-
ties, creating the possibility of new cyber threats. The 
response to this challenge is the implementation of a 
multi-layered security architecture based on the prin-

ciples of continuous and comprehensive auditing, 
strict access segregation, end-to-end encryption, and 
minimal sufficiency of ontological models. Only such 
comprehensive protection should make it possible to 
mitigate the risks inherent in centralized repositories 
of confidential data and intelligent decision support 
systems based on them.

The proposed ontological approach should be imple-
mented not as a closed system in terms of the method-
ology for making decisions to reject a candidate, but as 
a transparent decision support tool embedded within 
ethical-legal frameworks. This requires designing the 
ontology considering “Privacy by Design” princi-
ples (an approach where privacy and data protection 
considerations are integrated into the design phase of 
any system, service, product, or process), implement-
ing explainability mechanisms (Explainable AI, XAI), 
and ensuring the ability to audit all its modifications. 
Only under these conditions can a balance be achieved 
between the operational security of an organization 
and fundamental human rights.

3. A multi-level system  
for personnel risk assessment  

in critical infrastructure:  
an ontological approach,  

psychometric testing,  
and AI analysis

Without claiming universality, the focus should be 
on the following key risks associated with hiring new 
employees:

1.	 Professional incompetence. According to Check-
ster, 78% of candidates provide false information 
about skills and experience, increasing the risk of 
errors in critical projects.

2.	 Connections with criminal structures. Undetected 
employee connections can lead to data leaks or 
sabotage.

3.	 Drug and other addictions. Employees with addic-
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tions more frequently violate security protocols, 
as confirmed by Russian Ministry of Internal 
Affairs statistics.

4.	 Financial problems. Indebtedness makes candi-
dates vulnerable to corruption, as noted in studies 
by credit bureaus.

Review of existing approaches: documentary veri-
fication and psychometric testing. Modern personnel 
vetting methods can be divided into two main categories: 
documentary verification and psychometric testing. 
Various technological solutions can be applied in this 
context.

Documentary verification.

Verification of work history and education. Using state 
databases (Pension Fund, Ministry of Internal Affairs) 
and university APIs. For example, the “SearchInform” 
platform automates requests to 98% of Russian edu-
cational institutions, reducing verification time from 7 
to 2 days. In Russia, 67% of companies use the Uni-
fied Register of Diplomas from the Ministry of Educa-
tion and Science, which allows detecting 18% of forged 
documents. However, the system has limitations: uni-
versities often process requests for up to 14 days; 32% 
of educational institutions do not update information 
about graduates. In 2023, 12% of resumes contained 
false data about education, as noted in the 2023 report 
on resume falsifications by the Russian Union of 
Industrialists and Entrepreneurs.

Direct contact with previous employers helps clarify 
actual achievements. According to MIT, 30% of refer-
ences contain hidden negative assessments.

Social Media Monitoring. Various tools can be 
applied for social media monitoring (depending on 
countries, social networks, etc.). For example, plat-
forms like SocialIntelligence Corp analyze publica-
tions for radical views. In 2023, 7% of candidates in the 
energy sector were screened out due to posts on Tel-
egram supporting extremist groups.

Psychometric testing.

MMPI and BigFive questionnaires. The MMPI-2 has 
been used for quite some time [16] and identifies ten-
dencies toward manipulation (Scale L) and aggression 
(Scale Pd). In an MIT study, the test identified 80% 
of candidates with criminal inclinations. For instance, 
9.7% of those convicted for terrorism showed clini-
cal scales above the norm. Big Five: the assessment of 
Conscientiousness correlates with employee reliability 
(r = 0.62, p < 0.01) [17].

Stress resistance assessment. Application of case tech-
niques simulating emergency situations. For example, 
a case method from “Media Netology” facilitates pre-
dicting behavior in crisis situations, and the “Crisis 
Management” test from PwC reduced staff turnover by 
25% in the energy sector.

Various technological solutions with certain advan-
tages and disadvantages can be applied during docu-
mentary verification and psychological testing. Some 
of them are considered below.

Ontological models.

These models [11, 18] can be used for semantic anal-
ysis of resumes and cross-referencing their data with 
incident databases. The Palantir system is used in the 
USA to identify candidates connections with terrorist 
organizations, demonstrating 85% accuracy, and can 
also correlate candidates’ employment periods, for 
example, with cyber incidents in the CISA database.

AI-algorithms.

NLP analysis of resumes [12] allows, for example, 
identifying contradictions in dates and facts (IBM 
Watson algorithms reduce errors by 40% and detect 
date contradictions with 93% accuracy).

Computer vision: analysis of video interviews 
[19] for micro-expressions (e.g., the HireVue plat-
form analyzes micro-expressions (frequent blinking  
(>20 times/min) correlates with secretiveness 
(r  =  0.71)) predicts candidate reliability with 78% 
accuracy).
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Polygraph.

Used for candidates with “red flags” [20, 21].

In some cases, conducting additional in-depth 
checks may be required:

	♦ verification of professional competence (e.g., the 
CISSP exam for cybersecurity specialists confirms 
knowledge of security standards);

	♦ analysis of credit (financial) history (Equifax and 
NBKI services identify financial vulnerability of can-
didates. A Deloitte study shows that 33% of employ-
ees with a credit burden >50% of income are involved 
in fraud and/or corruption. In 40% of cases, debts 
exceeding income are identified);

	♦ blockchain for transaction verification (the Chainal-
ysis service tracks candidates cryptocurrency trans-
fers. In 2023, 5 cases of money laundering among top 
managers, 12 candidates with connections to sanc-
tioned wallets were identified), as well as for logging 
and proving insider actions within the organization’s 
infrastructure [22].

At the same time, it should be noted that, at pre-
sent, there is a lack of integration between the con-
sidered methods. For example, AI does not consider 
polygraph results, leading to fragmented assessment; 
ontological models are rarely used and even more 

rarely integrated with psychological tests. Polygraph 
examinations are quite expensive per candidate and 
are inaccessible for small businesses.

Comparative analysis of approaches. A compara-
tive analysis of the effectiveness of candidate assess-
ment methods was conducted during the research 
(Table 1). The data presented in Table 1 were 
obtained as a result of a comprehensive analysis of 
open scientific publications, reports from consult-
ing companies, and the HR technology market, and 
the approximate implementation cost was estimated 
based on an analysis of the average service cost on 
the market in 2025 [23–28]. Naturally, within the 
analysis that was conducted, the complexity of the 
methods (e.g., MMPI, Big Five questionnaires) and 
the need to involve qualified specialists to inter-
pret the results were not assessed. It is well known 
that the quality of polygraph examinations heavily 
depends on the expert conducting them, which cer-
tainly affects the final implementation cost. When 
conducting AI analysis, it is difficult for a non-spe-
cialist to correlate the quality of the applied models 
and candidate testing results, so the average market 
service cost must be considered. However, it was 
revealed that ontological models are not popular, 
and their implementation cost cannot be estimated 
as there are no similar offerings on the service mar-

Table 1.
Comparative analysis of approaches

Method Accuracy, % False positives, % Implementation cost, USD/cand.

Documentary verification 60–68 22–28 8–15

Psychometric testing 75–80 15–20 18–50

AI analysis 85–90 8–12 50–100

Polygraph 81–91 12–18 70–110
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ket, which limits the understanding of their contri-
bution to identifying unreliable employees.

Various combinations of the approaches we con-
sidered are successfully applied by organizations in 
different countries. For example, the CLEAR sys-
tem for civil servants (USA) combines credit history 
and social media checks and reduced hiring risks in 
the public sector by 40% (CLEAR Program Annual 
Report. U.S. Department of Homeland Security). 
In China, social credit scores are analyzed along-
side transaction analysis on Alipay; however, this 
approach is criticized for privacy violations (in 2019, 
over 10,000 officials voluntarily confessed to corrup-
tion under pressure from the system). In Germany, 
the Xayn platform uses Federated Learning to analyze 
data without centralization, complying with GDPR.

Conclusion

This research was dedicated to solving the relevant 
task of forming systemic foundations for design-
ing intelligent systems for proactive personnel risk 
assessment in critical infrastructure organizations. 
The work justifies the necessity of shifting from frag-
mented checks to a comprehensive approach capable 
of identifying complex insider threats.

The main results obtained within this article are 
as follows:

1.	 Key ethical-legal frameworks have been defined, 
serving as mandatory context for any technologi-
cal development in this field. Dilemmas of fairness, 
privacy, and explainability, as well as specific leg-
islative requirements imposing constraints on the 
collection, processing, and interpretation of candi-
date data, have been analyzed.

2.	 Specific cybersecurity requirements arising from 
the creation of a centralized ontological knowl-
edge base have been formulated. A set of archi-
tectural countermeasures based on Security by 

Design and Privacy by Design principles is pro-
posed to protect the integrity, confidentiality, 
and availability of the assessment system itself.

3.	 A comparative analysis of technological compo-
nents (documentary verification, psychometric 
testing, AI analysis) has been conducted, and the 
methodological necessity of their deep semantic 
integration for transitioning from reactive to pre-
dictive risk assessment models has been proven.

Thus, the practical significance of the work lies 
in creating a comprehensive set of requirements and 
constraints for architects and developers of intelli-
gent systems for proactive personnel risk assessment 
in organizations. The proposed approach allows us to 
design systems where technological efficiency does 
not contradict legal norms, ethical principles, and 
fundamental information security requirements.

Directions for future research. Further work 
involves transitioning from the formulated systemic 
requirements to concrete implementation, focus-
ing on developing and verifying a formal ontologi-
cal model intended for semantic data integration and 
identifying risky candidate behavior scenarios. For 
this, it is necessary:

	♦ to classify suspicious actions of candidates for 
vacant positions and types of threats originating 
from them;

	♦ to develop a methodology for constructing scenar-
ios based on justified ontological relations;

	♦ to consider issues of integrating the model with the 
upper-level UFO ontology to ensure methodologi-
cal rigor.

As envisioned, this will allow us to move from the 
conceptual foundations outlined in the article to cre-
ating practical tools for intelligent decision support 
systems for proactive personnel risk assessment in 
critical infrastructure organizations. 
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