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Аbstract

This study presents the analysis of one of the major contemporary transformational forces – the 
Internet of Things (IoT), which signifi cantly infl uences the future development of all spheres of life. The 
purpose of the research is to identify the potential economic eff ects of IoT implementation in diff erent 
markets. To achieve this goal, the following tasks are consistently solved in the study: identifi cation 
and classifi cation of the main IoT applications markets; detection, assessment and analysis of the 
economic eff ects of the IoT in the selected segments within the proposed classifi cation; formation of 
future directions of IoT development. Based on the combination of such methodological approaches 
as technology life cycle and technology adoption life cycle, perspectives of the IoT development are set 
out. The technology life cycle is viewed through the prism of the methodology of the research company 
Gartner (the Gartner Hype Cycle for Emerging Technologies), based on establishing a consensus 
among a wide range of assessments of leading experts in the fi eld of information and communication 
technologies. Comparison of the two methods and expert assessments allows us to conclude that, 
according to the methodology of technology adoption life cycle, the Internet of Things is of interest 
only for a group of “early adopters.” 
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Introduction

О
n the threshold to the fourth indus-

trial revolution, we see a fusion of 

technology and the blurring of dis-

tinctions between physical, digital and biologi-

cal spheres. Similar to previous revolutions, 

the explosive growth of innovative technolo-

gies should give impetus to the development 

of various spheres of public life. The Internet 

of Things (IoT) has become a large business 

and technology area with ever-growing mar-

ket potential. The IoT technology market is 

expected to grow from $176 Billion in 2016 to 

$639.74 Billion by 2022, at a CAGR (Com-

pound Annual Growth Rate) of 25.1% between 

2017 and 2022 [1].

Largely due to the spread and penetration 

of information and communication tech-

nologies (ICT), the speed of technological 

innovation in all spheres of life is increasing 

exponentially today. In the coming 10–15 

years, the next radical leap that will be asso-

ciated with the introduction of the Internet 

of Things is expected [2]. As various house-

hold devices (for example, robotic complexes 

on digital production) equipped with sensors 

and connected to the Internet begin “to com-

municate” among themselves without human 

intervention, the main sectors of the economy 

are transformed (industrial production, trans-

port, medicine, agricultural industry, etc.), 

and the model of interaction between people 

and machines will be reversed. The economic 

effect of the Internet of Things is estimated 

to grow from $2.7 trln to $6.2 trln annually 

till 2025 [3]. By 2030, the contribution of the 

Industrial Internet of Things to the global 

economy can be about $14 trln [4]. The num-

ber of connected devices in OECD countries 

will increase from 1 bln in 2016 to 14 bln by 

2022 [5].

Fig. 1. Publications devoted to the IoT (based on Web on Science)
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1. Review of literature

Nowadays there is a growing interest in the 

Internet of Things technologies as evidenced 

by the growth of scientific publications in this 

field of research (Figure 1).

The first reference to the Internet of Things 

can be attributed to Schoenberger and Upbin 

[6], who described the impact of the Inter-

net of Things technologies on the economy 

and society. Interest in this issue is not sur-

prising, because in 2002 Amazon launched 

the first cloud web service, marking the start 

of cloud computing and providing impetus to 

the development of IoT technologies. Fur-

ther, in 2004 Gershenfeld et al. (Massachu-

setts Institute of Technology) published an 

article devoted to a wide range of aspects of 

IoT development [7]. The authors mention 

the benefits of the objects’ ability to connect 

to data networks: optimization of the configu-

ration of lights and switches at home, reduc-

tion of the cost and complexity of building 

construction, assisting with home health care. 

Nevertheless, they stressed the importance of 

solving the problem of standardization [7–9]. 

It is worth noting that nowadays this remains 

one of the key challenges for IoT development 

which can be overcome by the interaction of 

public authorities, as well as by the formation 

of consortiums of the Internet of Things.

The evolution of IoT requires the devel-

opment of a bridging point (i.e., gateway) 

between the sensor infrastructure network and 

the Internet. Rahmani et al. [10] consider that 

it is necessary to develop the concept of Fog 

Computing in IoT systems by formation of a 

Geo-distributed intermediary layer of intel-

ligence between sensor nodes and the Cloud. 

Also Cavalcante et al. [8] claim that Cloud 

Computing has been advocated as a promising 

approach to tackle some of the existing chal-

lenges in IoT which prevent exploiting its full 

potential and promoting tangible benefits to 

society, environment, economy and individ-

ual citizens.

One more challenge associated with IoT is 

noted by Bello et al. [11]. They explore the 

challenges of integration and interoperability 

of device to device communication technol-

ogies by focusing on network layer functions 

such as addressing, routing, mobility, security 

and resource optimization. The limitations 

of the current TCP/IP architecture of the 

Internet of Things environment require the 

development of a low-power wide-area net-

work (LPWAN) which coincides with the fact 

that the IoT technologies are on the peak of 

inflated expectations according the Gartner’ 

technologies’ life cycle [12]. 

The development of IoT faces a great chal-

lenge – ensuring cybersecurity. Thereby Weber 

and Studer [13] offer applicable international 

regulations of a legal cybersecurity environ-

ment in the Internet of Things context and 

alternative approaches to addressing the secu-

rity issues in IoT. Development of the Inter-

net of Things in the future is directly related 

to standardization of this field. Park et al. [9] 

notice that collaboration between standards’ 

bodies to provide interoperability is a key to the 

success of IoT, because nowadays IoT devices 

use different standards and are deployed in a 

large numbers in different domains.

Despite all the difficulties of IoT develop-

ment, the Internet of Things is an emerging 

technology demanded in all sectors of the 

economy that can drive production to a new 

level, improve the quality of life and more. 

So the purpose of the research is to identify 

the economic effects of IoT implementa-

tion in different sectors. To achieve this goal, 

the following research questions are consist-

ently solved in the study: to identify and clas-

sify the main IoT applications markets; to 

assess the economic effects of using the Inter-

net of Things in the selected segments. Based 

on the combination of such methodological 

approaches as technology life cycle and tech-

nologies adoption life cycle, a scenario of IoT 

development is set out.

INTERNET TECHNOLOGIES



BUSINESS INFORMATICS No. 3(45) – 2018

65

The working paper structure consists of the 

following parts: a description of the method-

ology of the study, assessments of the impact 

of the IoT on the economy, a forecast of the 

development of the Internet of Things on the 

basis of theories in the field of technology life 

cycles, the conclusion and the list of refer-

ences. 

2. Methodology

As the Internet of Things is an emerging 

technology, it seems relevant to define the 

segments of the IoT market in the absence of 

a generally accepted classification. Therefore, 

the first stage of the study is devoted to the 

identification of the IoT segments and perfec-

tion of existing classifications. The author’s 

classification is used to reveal the impact of 

the Internet of Things in each segment.

Prediction of the development path of IoT 

technologies is based on the identification 

of the level of readiness of IoT technologies 

through the construction of a timeline. The 

timeline is a common tool for scientific and 

technological forecasting and is widely used 

in Foresight and roadmaps. Similar stud-

ies were conducted by Utterback and Aber-

nathy [14], who proposed the dynamic model 

of process and product innovation present-

ing the close relationship between innova-

tion (the end product), the innovation pro-

cess and the company’s strategy. The dynamic 

model of innovation is a combination of the 

product life cycle model, the process life cycle 

model and various competitive strategies. The 

authors identified three phases. Each differ-

ently affects individual companies, the market 

and the resources required to create innova-

tion. Gartner’s methodology was chosen as a 

theoretical basis because of the availability of 

expert assessments of the emerging technolo-

gies’ development. Based on a joint analysis of 

Gartner’s Hype Cycle for Emerging Technol-

ogies and the technology adoption life cycle, 

prospects for IoT development were brought 

into focus.

Gartner’s methodology for visualization, the 

“emerging technology hype cycle,” is widely 

used both in corporate and public environ-

ments for more precise decisions concerning 

the future development of technologies, speed 

of their adoption, mutual influence and com-

petition of various technologies. The vertical 

axis on the graph illustrating the Gartner’s 

hype cycle of emerging technologies denotes 

evolving expectations. Until 2009, the ordi-

nate axis had a different name – visibility, 

but later that was replaced by “expectations” 

as a more suitable characteristic. The latter 

approach includes the attitude of both poten-

tial and actual users to the innovative technol-

ogy, as well as investment decisions regarding 

its further development [15].

Gartner’s methodology includes five key 

stages: scenarios, surveys, pattern recogni-

tion, “stalking horse” and verification. At the 

first stage it is necessary to establish research 

objectives using a survey method exploring 

tough situations or outcomes that other firms 

might not want to use. By analyzing data from 

multiple sources such as analytical reports, 

scientific articles, monographs, statistic col-

lections and others, emerging patterns on 

markets are identified [16]. Further, there 

is a need to modify assumptions and update 

the scenarios. At the fourth stage, a “stalking 

horse” is a position released into the analyst 

community to be examined and debated from 

various viewpoints. Finally, findings are vali-

dated against multiple internal and external 

sources.

Concerning the influence of technology on 

the economy, the technology adoption life 

cycle has presented even greater interest [17]. 

The logic of the life cycle of the new technol-

ogy adoption is based on the fact that technol-
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ogy is perceived by any community in stages in 

keeping with the psychological and social por-

traits of various segments of this community. 

According to this approach, the population is 

divided into five groups up to the degree of new 

technology adoption: innovators, early adop-

ters, early majority, late majority, laggards.

By combining the two approaches outlined 

above, it is possible to determine which group 

of consumers should be oriented by the com-

panies developing marketing strategy for pro-

motion of the products from the IoT market. 

The method was described by several scholars 

[18; 19].

This approach allowed the authors to deter-

mine the portrait of the consumer of prod-

ucts and services created with the Inter-

net of Things technologies. Thus, using this 

approach, the authors were able to identify a 

group of consumers for which decisions of the 

Internet of Things are of the greatest interest 

at present and a potential group of consumers 

in the short-term period. The combination of 

theoretical approaches allowed the authors to 

transfer the results of the extensive expert poll 

of Gartner to the field of another theoretical 

concept (technology adoption life cycle, for 

which such large-scale expert surveys are not 

conducted) and to analyze the phenomenon 

of the Internet of Things through the given 

prism.

3. Internet of Things market

Based on the analysis of different practices 

(Gartner, IDC, McKinsey, Forrester, IoT Ana-

lytics, Rostelecom, etc.), an author’s classifi-

cation of the IoT market was made. The cri-

terion of this classification is the actors of the 

market: business, consumers, government. The 

consumer segment of the Internet of Things 

includes product solutions used by consum-

ers in everyday life based on the technologies 

of IoT. The Industrial Internet of Things covers 

various branches of the economy where the use 

of IoT technologies can radically change busi-

ness processes, increase productivity and oper-

ational efficiency. Using IoT in the government 

segment is aimed at improving public safety 

including re-offense prediction. The informa-

tion and communication technologies are dis-

tinguished by their interdisciplinary nature and 

relevance in all the afore-mentioned segments, 

including cloud computing, big data, IoT plat-

form technologies and sensor technologies. 

The author’s classification of the IоT market 

reveals potential prospective segments of the 

implementation of IoT technologies attracting 

a wider range of consumers.

Given the ubiquity of digitalization and auto-

mation, when the organizational units of the 

enterprise are integrated into a single network 

many production and administration processes 

can be managed online using cloud comput-

ing and IoT systems. According to Verizon, the 

Internet of Things market in the business seg-

ment (Industrial Internet of Things, IIoT) will 

reach 5.4 billion devices by 2020 [20; 21].

The Industrial Internet of Things transforms 

business processes, increases the effectiveness 

of the whole value chain, ultimately leading to 

the formation of new business models and mar-

kets. The main directions of IoT technologies 

application are effective supply management, 

freight and asset management, machine diag-

nostics, machine telemetry, inventory control, 

industrial automation control, real-time mon-

itoring of equipment, etc. The greatest effect 

from the spread of the Internet of Things in 

Russia will be observed in the following sectors: 

health (74% of Russian respondents – repre-

sentatives of companies from various sectors 

of the economy); manufacturing (56%); the 

energy sector (32%) according to the survey 

conducted by Accenture [4]. Table 1 presents 

estimates of economic effects from the imple-

mentation of the IIoT in various sectors of the 
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Table 1. 

Economic eff ects of the Industrial Internet of Things

B2B Industrial IoT (IIoT)

Manufacturing Logistics Energy Mining

• 2,5–5% saving in operational costs, 
including maintenance and input 
efficiencies;

• 30% improvement of time-to-market;

• 40% reduction in planning and 
equipment costs;

• 10–25% increase in manufacturing 
productivity;

• 40% reduction in factory equipment 
maintenance costs;

• 50% reduction in equipment downtime;

• 5% reduction in capital equipment 
investment costs;

• 20–50% reduction in factory inventory 
carrying costs 

• 30% reduction in labor 
costs;

• 30% reduction 
in the time of order 
processing;

• 12% reduction in the 
repair expenses;

• 30% reduction in 
overall maintenance 
costs;

• 70% reduction in the 
downtime 

• 2–4% 
reduction 
in demand 
peaks in 
the grid 

• 5–10% 
saving in op-
erating costs 
from produc-
tivity gains;

• $3.7 trln 
economy 
in global 
mining 
operating 
costs up 
to 2025

Agriculture Transport Construc-
tion Finance

• 25% reduction in cost of vehicle 
damage from collision avoidance and 
increased security;

• $1.2–1.3 trln in agricultural production 
(wheat, maize, rice, soybeans, barley);

• 20–40% adoption of advanced 
irrigation systems and precision 
farming;

• 10–20% increase in yields from 
precision application of fertilizer
 and irrigation

• $28 mln in value over 
10 years with smart 
buses;

• $53 mln in value over 
10 years with smart 
parking;

• 20–25% savings 
in fuel costs;

• 79% reduction 
of crashes;

• 40% reduction 
in vehicle wait time;

• 26% reduction 
in travel time 

• 20% 
reduction 
in total 
life-cycle 
costs of 
a project

• 30% 
reduction 
in building 
management 
system 
deployment 
and 
operating 
expense 
in financial 
organizations
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economy: manufacturing, logistics, energy, 

mining, agriculture, transport, construction, 

finance (based on [22–26]). 

Using IIoT technologies provides the 

opportunity to bring manufacturing to a qual-

itatively new level. As a result, it becomes pos-

sible to integrate flexible production systems 

as well as digital control systems into manu-

facturing, all of which makes it easier to con-

trol production, accelerate it and significantly 

increase its flexibility. In this regard, it is nec-

essary to introduce promising technologies in 

a timely manner and, due to the high cost, the 

effective use of funds becomes a key issue. It is 

also important to pay enough attention to the 

competence of employees and promote their 

skills [27].

Maximum automation of routine manufac-

turing operations (advanced manufacturing) 

through the implementation of IIoT technol-

ogies will help to link the activities of various 

divisions (including suppliers, logistics, mar-

keting and even involve consumers in the pro-

duction process by obtaining product infor-

mation from them in real time) through the 

creation of a single information field. That 

will help to increase the flexibility of produc-

tion, the speed of the product’s release to mar-

ket, as well as the optimization cost. Develop-

ment of IoT technologies in Russia is based on 

strong competencies of the specialists in the 

field of algorithms and software. This provides 

good opportunities for equal participation of 

Russian organizations in international con-

sortiums and projects related with Internet of 

Things [28].

There are plentiful examples of the imple-

mentation of the Industrial Internet of Things 

at the nation level, for example, Smart meter-

ing in Germany [29] and also at the enterprise 

level – the ERP system for creating a smart 

factory in B&R Industrial Automation in Aus-

tria and etc. [30]. 

The Internet of Things in a consumer seg-

ment contributes to the improvement of the 

quality of life due to automation of many rou-

tine household operations, release of free time, 

and granting new opportunities previously 

inaccessible to consumers (Table 2, based on 

[25; 26; 31–43]). Self-driving cars are one 

prospective application of IoT technologies. 

According to the forecasts of Hitachi, by 2020 

90% of new cars in Europe will be connected 

to the Internet (versus 30% in 2016). Comple-

mentary technologies for self-driving cars are 

the intellectual transport systems created for 

these vehicles. Since 2011, in Moscow there is 

an intelligent transportation system under con-

struction, including management of the tech-

nical means of regulating and organizing traf-

fic, controlling parking, photo-video fixation 

of violations of traffic regulations, monitoring 

of traffic flow parameters, control and regula-

tion of traffic organization [44].

The technologies of the “smart” home are 

aimed at providing the most comfortable 

accommodation, safety and resource-savings. 

By 2022, the “smart” home market is expected 

to reach $121.7 bln, CAGR – 14.1% [45]. The 

“smart” home market includes lighting con-

trol, security & access control, HVAC control, 

entertainment & controls, home healthcare, 

and the smart kitchen. 

The technologies of the Internet of Things are 

in demand in the sphere of utilities, and their 

use facilitates the reduction of costs to the gen-

eral population for electric power, water and 

heating. Such saving of resources has a posi-

tive effect on the environment due to reduced 

consumption of natural resources including 

non-renewables. By 2050, a 55% increase in 

demand for water resources is projected. Fur-

thermore the demand for energy resources will 

increase for 37% by 2040 [46]. In this regard, 

the need for resource-saving and energy effi-

cient technologies becomes more acute every 

year.
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Table 2. 

Economic eff ects of IoT in the consumer segment

Сonsumer segment of Internet of Things (B2C)

Smart city Wearable smart devices, healthcare Smart home

• 10–20% reduction in average 
travel time through control of 
traffic and congestion; 

• 10–20% reduction in water 
consumption and leaks with 
smart meters and demand 
control; 

• 10–20% reduction in cost of 
waste handling; 

• 60% energy savings by 
moving to smart street
lighting;

• 20% reduction in water 
losses; 

• 30% reduction in street 
crime

• 10–20% cost reduction in chronic disease 
treatment through remote health 
monitoring; 

• 80–100% reduction in drug counterfeiting; 

• 0.5–1 hour time saved per day by nurses; 

• the value of improved health of chronic 
disease patients through remote
monitoring could be as much as $1.1 trln 
per year in 2025;

• 25% reduction in costs from clinical 
and operations inefficiencies (or about 
$100 bln per year); 

• 50% reduction in mean time required 
to repair connected devices; 

• $2,000 reduction in service costs for each 
problem resolved remotely; 

• 20% fewer technician dispatches
worldwide

• 30–50% reduction 
in water usage;

• $50–90 reduction per 
water bill;

• 88% reduction in 
power consumption; 

• 96% of construction 
waste is recycled;

• 30–50% reduction per 
energy bill (extra $198 
per year or $16.5 per 
month)

Trade and repair Sports, leisure, entertainment Education

• 1.5–7% increased sales;

• 99.5% inventory accuracy; 

• 50% reduction 
in out-of-stocks; 

• 25% reduction in operational expenses • 60% of energy can be 
saved from IoT 
connected smart 
devices in schools/
colleges 

One more benefit of applying IoT technol-

ogies in the utilities sector is time saving for 

paperwork (filing receipts, collection of infor-

mation about monthly expenditure of water 

and electric power). Release from repeat-

ing routine transactions is possible due to the 

establishment of “smart” counters adjusted to 

the water, electric power and heat meters via 
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IoT connections capable of sending notifica-

tion about the payment to smartphones [44].

The additional possibility of power con-

sumption control relates to “smart” home 

appliances (washing and dishwashers, dryers, 

etc.) using built-in sensors and applications 

of the Internet of Things that can turn them 

on automatically during the period of lowest 

daily tariffs. In addition, they can notify the 

owner about undesirable starts in case of the 

maximum rate applied.

Numerous “smart” home systems’ applica-

tions require particular attention and research 

as they have significant gaps and shortcom-

ings. These issues are related to security sys-

tems, safety, energy consumption, market-

ing and device interoperability. Furthermore, 

the use of IoT gadgets and IT infrastruc-

ture deserves special mention. It is necessary 

to conduct more research on practical use 

of new-generation built-in sensors that are 

equipped with electrical devices as noted in 

the works of Alaa et al. [47].

IoT technologies in the urban environ-

ment are aimed at the development of inno-

vative solutions for infrastructure, energy sav-

ing, construction and organization of public 

space. Thus, connection of the installed sen-

sors on vehicles and roads makes possible real 

time traffic control. In addition, the develop-

ment of similar city infrastructure increases 

the probability of detection of the stolen cars. 

In the future, traffic information about vehi-

cles will be generated by intellectual transport 

systems. It will be the means of urban trans-

port system’s operation and will lead to the 

reduction of difficulties with traffic on roads, 

to decreases in CO
2
 emissions, etc.

The strategic direction called “Smart Urban 

Mobility” was developed within the frame-

work of Singapore’s Smart Nation initiative. 

Implementation of the projects is aimed at 

improving the system of public transport by 

introducing digital technologies and the use 

of data generated by various devices [48]. 

In Singapore, the development of the Inter-

net of Things is stimulated by providing soft-

ware development companies with access 

to a system of sensors deployed throughout 

the city. Thus, data, IoT platforms and APIs 

are becoming open and enabling creation of 

innovative products and services within the 

ecosystem of the Internet of Things.

The technology of the Internet of Things in 

healthcare can exert an enormous effect not 

just on the quality of medical services but also 

on the capabilities of modern medicine. Use 

of sensors can detect disease at early stages. 

The diagnosis of sharp respiratory infections 

by means of “pocket” biosensors will lead to 

the reduction of costly treatment and reduced 

losses from disability. IoT technologies in 

healthcare aim at forming steady demand for 

a new quality of life. Medical biotechnology 

and personalized medicine services may sig-

nificantly increase the life expectancy of the 

population, as well as achieve significant pro-

gress in treating cancer, cardiovascular and 

infectious diseases [46].

The Internet of Things opens new opportu-

nities in retail and finance activities. Monitor-

ing information on movements of goods using 

“smart” packaging with an RFID tag (Radio 

Frequency IDentification) will let produc-

ers develop more efficient marketing strate-

gies (develop various loyalty programs, indi-

vidual offers for clients, increase the average 

sales value).

The Internet of Things also impacts on the 

scope of penetration of financial services due 

to the use of contactless payments made pos-

sible by the technology of wireless high-fre-

quency communication with small radius of 

action (to 10 cm) – NFC (Near Field Com-

munication) supported by smartphones. 

Moreover, in banking it is also possible to 
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deepen the customization and personaliza-

tion of services based on analysis of data con-

solidated in the development of the IoT tech-

nologies.

Media and the entertainment are chang-

ing as a result of the development of IoT tech-

nologies. Improvement in the quality of tele-

com services opens the possibility to use media 

with high resolution at any time and in any cir-

cumstances. Virtual reality accessible through 

mobile devices and applications affects almost 

all social activities. Virtual reality is becom-

ing not just the popular way of social interac-

tion but also one of the forms of entertainment. 

Virtual and augmented reality technologies 

assume immersion of the user inside content 

directly working with his or her emotions. The 

viewer will watch a movie and becomes a kind 

of participant in the story. There is the possi-

bility to act inside the movie, select the view or 

hero on behalf of the narrator or in the manner 

he or she wants to act. Virtual and augmented 

reality technologies are most widely applied in 

the consumer segment (54%), while the share 

of government and business segment accounts 

for only 46% [49]. 

New directions of IoT concept development 

in the Social Internet of Things (SIoT) rep-

resent an integration of IoT and social net-

works. The synthesis of two these phenomena 

provides users with an opportunity to access 

direct “smart” things (without an intermedi-

ary). Thus, the IoT become social. Moreo-

ver, in SIoT smart devices are able to establish 

social links and communicate with each other, 

just as people do in a social network. This is 

made possible by the Search Social Internet of 

Things model (the SSIoT model), where the 

search engine serves as the medium between 

two elements of integration. Correspondingly, 

the SSIoT influences significantly SIoT capa-

bilities and specifications while at the same 

time it contributes to the speed-up of mali-

cious code propagation which is emphasized 

in the study of Fu et al. [50].

The new paradigm of the Social Internet 

of Things (SIoT) has great potential for IoT 

applications and various networking services 

which increase the efficiency, speed of devel-

opment and spread of this innovation. The 

types and the characteristics of the social rela-

tions which can be installed by technologies 

in the SIoT have been identified: OOR rela-

tionships (Ownership Object Relationship), 

SOR relationships (Social Object Relation-

ship) and C-WOR  relationships (Co-work 

object relationship). In accordance with dif-

ferent types of relationships, the Social Inter-

net of things will have a different architecture, 

mobility and scalability [51].

IoT smart objects provide people with a per-

fect opportunity to transfer the reality into the 

virtual dimension in online protected mode 

and create augmented reality. In the IoT, 

smart devices are able not only to be part of 

people’s social network but they are capable 

of creating their own “social” network. This 

state of affairs can lead to development of new 

complex effective services and apps for peo-

ple. Correspondingly, in the framework of 

IoT a new concept of the Web of Things has 

appeared. This paradigm relates to the ability 

to automatically post various information and 

data on social network sites. The problem lies 

in the management of numerous devices and 

web application architecture [52].

One of the most effective systems for provid-

ing public services electronically in the gov-

ernment segment of Internet of Things is the 

Estonian X-Road platform through which cit-

izens can perform almost any operation [53]. 

Cybersecurity of the X-Road is based on block-

chain technology (KSI blockchain), which 

allows the user to track any interaction with the 

system [54]. Such convergence of the Internet 

of Things and blockchain technologies will 
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improve the security of IoT-devices and also 

increase the scalability of the IoT-system and 

the speed of interaction of devices included in 

it. Nowadays there are plans to attract small 

and medium-sized enterprises to use the plat-

form as well as to expand its borders by involv-

ing B2B and B2C segments [55].

For faster penetration of the Internet of 

Things concept, it is necessary to strengthen 

the activity in various fields. First of all, this 

means improving the ICT infrastructure as 

well as strengthening public support for the 

introduction of new technologies. For exam-

ple, in the UK IoTUK Boost launched a pro-

gram aimed at deployment of IoT networks 

that can be used by small and medium-sized 

enterprises [56].A successful example of the 

deployment of the Internet of Things infra-

structure is Estonia, where the international 

IoT operator Sigfox has created a national 

IoT network, access to which is planned 

to be provided for the entire population of 

Estonia. 

Due to digitalization, companies need to 

revise the formats of partnerships, expand 

access to information and provide a new level 

of decentralization of the working environ-

ment. For more effective interaction between 

counterparts, new types of organizational 

structures will be required at the enterprise 

level, including those based on platform tech-

nologies. Moreover, it will be necessary to 

develop and implement new standards for 

interoperability and cybersecurity [21; 57].

Despite effective, dynamic technological 

progress and outcomes, an IoT vision has not 

been generated yet. It will be quite difficult 

for realization, since it is necessary to develop 

the technological infrastructure and social 

Internet culture. But due to this, it is indis-

pensable to create and establish criteria and 

unique standards for the IoT. Consequently, 

there are not only technical challenges but 

political, economic, human and social prob-

lems. Within the escalating number of users, 

the variety of mechanisms and usage scenar-

ios will increase as well. It is necessary to con-

sider the evolution of the Internet of Things 

in connection with the interoperability of 

human activities and electronic devices. The 

current state of affairs involves solving a num-

ber of problems and conducting social, eco-

nomic and technological research [58].

The development of the Internet of Things 

is inextricably linked with the need to increase 

consumer confidence in new, innovative 

products and services, based on confidential-

ity and security of data generated from various 

devices [59]. 

A significant initiative in this direction is the 

activity of the ITU. In 2012, the International 

Telecommunication Union issued its Recom-

mendation ITU-T Y.2060 with the object in 

mind to lead standardization in the area of 

IoT. It explains the definition and the ambit of 

the IoT, determinates key characteristics, fea-

tures and high-level direction and objectives 

for IoT. A reference model IoT is described. 

Ecosystem and business models are presented 

as well. Thus, the implementation of these 

standards has led to the unification of require-

ments, interoperability of smart objects, the 

expansion of the range and an increase in the 

scope of technology and solving the problem 

of heterogeneity in computing systems [60].

In order to solve IoT problems, various 

international organizations are developing 

recommendations and standards in this field. 

Indeed, the CSA Mobile Working Group 

issued an IoT Initiative – Security Guid-

ance. The manual in this document was cre-

ated in such a way as to provide useful guid-

ance in different sectors. It was achieved by 

researching data and architectures in different 

industries and screening the security controls 

that would able to support any one industrial 
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sector. In order to avoid duplication, efforts 

were made to promote and harmonize work-

ing groups of the various sectors [59]. 

The common world practice is to unite 

efforts aimed at stimulating innovation by 

forming global, voluntary standards devel-

oped by regulatory bodies or industry con-

sortiums necessary to ensure interopera-

bility and the growth of the IoT ecosystem. 

Among the key characteristics of consorti-

ums, we can single out the following: pro-

totyping and increasing the scale of produc-

tion as the main line of business; the network 

principle of interaction; self-repayable (after 

the end of budget financing) and an indefi-

nite type of activity based on the cooperation 

of businesses (including small and medium-

sized enterprises), scientific and educational 

organizations. In March 2014, the Indus-

trial Internet Consortium was founded, with 

Intel, IBM, Cisco, GE and AT&T among its 

participants. The main objective of the IIC is 

to unite organizations to promote and accel-

erate the growth of the Industrial Internet of 

Things by identifying, collecting and sharing 

best practices1.

There is also a consortium in the field in Rus-

sia – the Russian Association of the Industrial 

Internet2. The majority of its members is rep-

resented by the information technology sector 

(55.6%), but representatives of such sectors as 

telecommunication services, aerospace, elec-

trical equipment and commercial services are 

also available (11.1% each). This indicates 

importance of Internet of Things technolo-

gies for various sectors of the economy. 

Analysis of the members of the Industrial 

Internet Consortium visually demonstrates 

those sectors of the world economy that are 

already showing an interest in solutions based 

on IoT technologies. In addition to IT com-

panies, scientific organizations, research and 

consulting companies also are participating in 

the development and standardization of the 

Internet of Things. Unlike the foreign consor-

tiums under analysis, Russian scientific organ-

izations are not participants of the RAII. In 

this regard, as measures to develop the Inter-

net of Things in Russia, authors would like to 

recommend that scientific organizations take 

a proactive stance and get involved in the work 

on the development and standardization of 

the Internet of Things within the framework 

of the Russian consortium, as well as compa-

nies from other sectors such as energy, finance 

and machinery.

4. Prospects for IoT development

Regarding the supply side of the IoT mar-

ket, there is the very important question to be 

answered: how the suppliers on the IoT mar-

ket can improve their performance? The cor-

relation between Gartner’s 2015 Hype Cycle 

for Emerging Technologies and the technology 

adoption life cycle was investigated to deter-

mine the target group of population with most 

likely potential as IoT market consumers.

Comparison of the two afore-mentioned 

methods [18; 19] shows that IoT solutions are 

attractive to early adopters who understand 

the advantages of the new technology, evaluate 

them and link potential benefits of the IoT with 

their interests. Their decision to buy something 

will be based on the degree of this commonality. 

Because early adopters do not rely on author-

ities for purchasing decisions, they use their 

own intuition and foresight. So they a play key 

role in opening any new digital technologies 

market segment. According to the technology 

adoption life cycle, there is a challenging goal 

1  https://www.iiconsortium.org/members.htm2016, No. 1758
2  http://iotunion.ru/en/uchastniki?limitstart=0
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to overcome the “chasm” stage and attract the 

“early majority” group interested in IoT tech-

nologies. 

Conclusion

The rate and efficiency of IoT development 

within the coming 15 years will to a large extent 

depend on further distribution of fixed and 

mobile broadband communication and reduc-

tion in the cost of connected devices [5; 28]. 

Moreover, development of the IoT potential 

is possible thanks to the development and use 

of processing technologies and big data anal-

ysis generated from various sensors and other 

devices. Skills for data analysis are the key asset 

for the future. In this regard, there is the possi-

bility to increase social inequality: some part of 

the population will take advantage of the new 

opportunities opened by the Internet of Things 

improving their quality of life while for others 

these benefits are unavailable [46].

For further research, it seems interesting to 

compile socio-psychological portraits of con-

sumers for each segment of the IoT market 

directly affecting the economy. Identification 

of these groups of consumers will be impor-

tant for marketing departments of companies, 

for the Internet of Things providers, as well as 

for government.

Concluding the research, it is worth men-

tioning that some people do not notice how 

the technologies of the IoT are becoming part 

of their daily lives. When buying a new apart-

ment, consumers often already are acquiring 

IoT solutions aimed at saving electricity, water 

and heating. It is necessary to inform the pop-

ulation about the new opportunities open-

ing up for Internet of Things users in order to 

stimulate the demand for IoT solutions.

It should be stressed that the Internet of 

Things is one of the key technologies of the 

fourth industrial revolution, similar to the 

case of previous industrial revolutions and so 

it has an impact on the labor market. The latter 

aspect could be a prospective field for further 

research. On the one hand, there is growing 

demand for highly qualified specialists particu-

larly in the field of cloud computing and big 

data. But on the other hand, the spread of the 

Internet of Things leads to a reduction in the 

demand for low skilled labor. In order to set-

tle the social problems which arise, it is neces-

sary to carry out programs to improve the skills 

of employees both at the governmental level 

and at the micro (enterprise) level. Therefore, 

it is necessary to expand the intake of univer-

sity applicants in ICT technologies, to open 

new programs within the bachelor’s and mas-

ter’s programs aimed at training highly qual-

ified specialists in the field of the Internet of 

Things, cloud computing, big data, distributed 

computing, etc. For example, in the USA more 

than half a million students with a specialty in 

STEM (science, technology, engineering and 

mathematics) graduate from educational insti-

tutions each year and in China – 4.7 mln stu-

dents [61]. In addition, at the micro level com-

panies need to improve the skills of employees 

in order to remain competitive on modern 

dynamically changing markets. 
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