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Abstract

Currently the use of bots, i.e. auto-accounts in social networks which are managed with special 
programs but disguised as ordinary users, has serious consequences. For example, bots have been 
used to influence political elections, distort information on the Internet and manipulate prices on the 
stock exchange. Many research teams concerned with the detection of such accounts have made use 
of machine learning methods. However, the practical results of detecting social network bots indicate 
significant limitations because the methodological tools used have language limitation and ineffective 
criteria for detection. This article presents improved countermeasures in a methodological approach 
to develop a universal social network account classifier for minimizing the average risk of errors in 
bot detection. The application of an assembly of classifiers united by a data adaptation criterion and 
results from the variance of each model found the formation of a universal classifier for social network 
accounts. The main results obtained by the authors consist of the criteria system and the categorical 
(nominal) features transformation approach for the formation of the special ensemble of classifiers. 
In practice, use of the ensemble of classifiers allows us to increase the effectiveness of bot detection 
compared to other approaches.
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Introduction

The detection of bots on social networks 
has been a subject of research for over 
a decade [1] due to their active use 

for political propaganda purposes. However, 
to date, no unambiguous interpretation of the 
term “social network bot” has been formed 
[1]. In this research, a bot will be understood 
as a special page (account) of a social network 
disguised as an ordinary user, which automati-
cally and/or according to a schedule performs 
actions to publish, promote and comment on 
materials aimed at achieving certain propa-
ganda or political (economic) goals. Depend-
ing on the scope of application, several charac-
teristic goals can be distinguished, as presented 
in Table 1.

Table 1. 
Informational purposes  

for using social network bots

No Applications Informational purposes

1. political

promoting ideology; 
the imposition of political views; 
agitation; propaganda; 
to draw the attraction  
of the electorate

2. economic
advertising of goods and services; 
increasing brand awareness

3. social
increasing personality recognition; 
black, gray and white PR

4. moral
propaganda and change  
of ideological stereotypes

In modern conditions, the use of bots of social 
networks has become a threat  aimed at dis-
crediting the legitimate government and wors-
ening the controllability of social processes and 
organizations [2]. Currently, according to the 
number of bots and the consequences of their 
actions, the social network Twitter stands out: 
it has more than a million such accounts [3], 
and individual botnets contain up to half a mil-
lion accounts [4].

Many organizations are interested in the 
development and improvement of means of 
countering the use of bots [5, 6], for iden-
tifying bots, evaluating the results of their 
actions, and neutralizing the consequences. 
Analysis of the published research results on 
this topic [7–22] shows that machine learn-
ing and neural networks are widely used to 
detect bots of social networks. There are two 
main approaches to detect bots of social net-
works: based on the processing of materials 
published by users (Table 2) and based on the 
processing of the quantitative and qualitative 
characteristics of the accounts themselves 
(Table 3).

Despite the achievement of good results of 
the approaches developed [1, 7–16], the fol-
lowing disadvantages can be identified:

 lack of a sufficiently complete set of data 
to check the quality of detection of social net-
work bots;

 linguistic limitations of the methods used.

In connection with the above disadvan-
tages, as well as to ensure universality, it is 
advisable to detect bots based on the results 
of the analysis of quantitative and qualitative 
characteristics of accounts, which are inter-
preted by some authors as “meta-features” 
[3, 6–8, 11].

As the algorithms that control social net-
working bots become more sophisticated, 
so too have algorithms for detecting bots. 
In studies [17–22], bot detection models 
range from the simplest [17–19], designed 
to analyze a single piece of meta-features, 
to models that use ensemble approaches to 
analyze large data sets, including a combina-
tion of meta-features, actions of social net-
work accounts and content [20–22]. Model 
ensembles can detect new bot behavior that 
cannot be detected by individual models 
since the latter can only detect bots that are 
sufficiently similar to the data used for train-
ing [17].
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1. Statement of the research problem

The sets of accounts of the social network A 

and their states  Y = {0, 1} are given, and there 

is a statistical function  : A  Y, the values of 

which y
i
 = y * (a

i 
) are known only on a finite 

subset of objects {a
1
, a

2
, ... a

n
,}  А, and for  

y
i
 = 1 the account is a bot, and for y

i
 = 0 it is 

an ordinary user. The “object-state” pairs  are 

use cases. The set of pairs (a
i 
, y

i 
) of precedents 

 is a training set for restoring the 

dependence y *.

Table 2. 
Results of analysis of approaches and effectiveness  

of bots detection in social networks  
(based on the processing of materials published by users)

No Authors Approach Effectiveness Language Note

1.

A. Bacciu, 
M. La Morgia, 
A. Mei, 
E. Nerio Nemmi, 
V. Neri, 
J. Stefa [7]

latent semantic 
analysis  
of tweets

accuracy  
greater than 0.9 English, Spanish

The research was 
conducted on data 

provided at the  
conference  
PAN 2019

2. P. Gamallo, 
S. Almatarneh [8] Bayesian classifier accuracy for English – 

0.81, for Spanish – 0.88 English, Spanish PAN 2019

3. I. Vogel, 
P. Jiang [9]

principal component 
analysis, N-gram

accuracy for English – 
0.92, for Spanish – 0.91 English, Spanish PAN 2019

4. A. Mahmood, 
P. Srinivasan [10] TF-IDF accuracy – 0.91 English

5.
M. Farber, 
A. Qurdina, 
L. Ahmedi [11]

neural network 
(CNN) accuracy – 0.9 English PAN 2019

Table 3. 
Results of analysis of approaches and effectiveness  

of bot detection in social networks  
(based on processing the quantitative  

and qualitative characteristics of the accounts)

No Authors Approach Effectiveness

1. J. Lundberg, J. Nordqvist, M. Laitinen [12] random forest accuracy greater than 0.9

2. S.R. Sahoo, B.B. Gupta [13] Petri nets accuracy – 0.9916

3. J. Novotny [14] random forest accuracy – 0.9

4. A. Davoudi, A. Z Klein, A. Sarker, G. Gonzalez-Hernandez [15] Botometer F-score – 0.7

5. M.Mazza, S. Cresci, M. Avvenuti, W. Quattrociocchi,  
M. Tesconi [16]

neural network 
(LSTM) F-score – 0.87
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The problem of social networks bot detection 
is to construct a decision function z : A  Y, as 
close as possible to y *(a

 
), and not only on the 

objects of the training set but also on the entire 
set A. In other words, it is necessary to determine 
the state of an arbitrary social network account a 
 A. In this case, the probability of correct clas-

sification and the probability of errors define the 
average risk of detecting bot error:

 ,            (1)

where H – the risk of detecting bot error;

 [E] – the mathematical expectation of 
detection errors;

E – the detection errors set; 

 – the detection errors; 

i – the number of states classes of social net-
works accounts; 

p
o
 – the probability of a correct decision;

 – the probability of errors.

Thus, the task of detecting social network 
bots is to form a decision on the state of a social 
networks account at the observed moment in 
time. In turn, the requirements for the quality 
of the decision are determined in the form of 
requirements to minimize the risk associated 
with making the wrong decision:

    ,          (2)

where H –  the risk of detecting bot errors;

 [E] – the mathematical expectation of 
detection errors;

p
1
 – the probability of type 1 errors, i.e. when 

a user account is mistakenly classified as a bot; 

p
2
 – the probability of type 2 errors, i.e. when 

the bot skips.

2. Methods
2.1. Social networks bot  

detection criteria

It should be noted that it is not recommended 
to detect social network bots only by one indi-
cator (for example, only by the number of pub-

lications or the number of subscribers) [22]. A 
combination of such features as the thematic 
relationship of accounts, activity, anonym-
ity, and, in some cases, data inconsistency is 
important.

Thematic relationship of accounts. The 
presence of links, subscriptions or other 
actions by multiple accounts on a specific the-
matic cluster of accounts (or on one account) 
is a sign of using bots since one of the main 
tasks of bots is to “amplify the signal” of other 
users, not only by commenting and quoting 
them. In social networks, a ranking system is 
used that increases the degree of distribution 
of account materials, depending on the num-
ber of not only subscribers but also those who 
passively view the material or simply navigate 
to the pages.

Activity. The most obvious sign of a bot is 
its activity. This feature can be determined by 
open data (for example, the number and fre-
quency of posts and subscriptions since the 
creation of the account).

Anonymity. The third important feature is 
the degree of account anonymity. In general, 
the less personal information an account has, 
the more likely it is a bot. Also, a bot feature is 
the configured privacy for the page.

The inconsistency of the data may lie in the 
inconsistency of the language of the materials 
and the place of the account foundation, the 
place of the account foundation and the time 
zone of the account.

2.2. Formation  
of an initial data set

The use of social network bots attracted par-
ticular public attention in South Africa when 
Bell Pottinger used social media to spread neg-
ative content. [23] Among the subscribers to 
the accounts of South African politicians there 
were bots that followed and moderated their 
tweets on their pages [24].
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Analysis of data from two accounts of the 
South African politicians (Paul Mashatile, 
chairman of the African National Congress 
(ANC) in Gauteng province [25], and Ayanda 
Dlodlo, a member of the ANC [26]), col-
lected in September 2018, showed that out of 
12,000 active subscribers 863 subscribers are 
shared (Figure 1). Of this category of users, 121 
accounts were clearly used to increase the rat-
ing of propaganda material. They were selected 
for the following indicators: the account dis-
tributed more than 100 messages per day and 
was also distinguished by high activity, ano-
nymity, and data inconsistency.

2.3. Description  
of the methodology  

for using a special assembly  
of classifiers

The methodological sequence for identify-
ing social network bots includes the following 
stages: searching and saving data from social 
network accounts, preprocessing data, select-

ing and training individual machine learning 
models, combining them (models), determin-
ing the state of social network accounts.

Stage 1. Search and save data from social 
network accounts. This phase is aimed at col-
lecting all available information about social 
network accounts using the API (application 
program interface) methods of the social net-
work Twitter [27]. The data description is pre-
sented in Table 4.

Stage 2. Preprocessing data. This stage 
includes filling in empty (incorrect) rows, as 
well as transforming categorical (nominal) fea-
tures [28].

Feature f of the object a  A (where A is the 
set of social network accounts) is the result of 
evaluating some characteristic of the object 
[28]. Formally, a feature is a function f : A  D

f 
,  

where D
f
 is the set of valid feature values. If 

D
f 
 is a finite set, then f is a nominal feature, 

and  f
1
(a), ..., f

n
(a) is a feature description of the 

object a  A. For the research, we will assume 
that . 
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Fig. 1. Posting frequency analysis of common active subscribers  
of two members of the African National Congress
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To transform categorical (nominal) features, 
we use the hot coding technique [28], which 
allows all categories to be represented as dis-
crete values. Let us assume that the categorical 
variable d

i
  D

f (cat)
, i = 1, ..., k for a given similar-

ity of categories sim(d
i 
, d

j 
): D

f (cat)
  D

f (cat)
 
 
→ [0, 1] 

after that the set of values of the feature f sim  R 
is determined in the form:

 f sim  = [sim(d
i 
, d

1 
), ... sim(d

i 
, d

k 
)],           (3)

where d
k 
  D

f (cat)
 – the set of all categories.

The categorical feature transformation 
approach avoids performing one of the laborious 
stages of training machine learning models – 
normalizing records in databases [29].

Stage 3. Selection and training of models. 
The approach developed is focused on the use 
of an ensemble of classifiers. Ensembles are 
well known for their effect of improving the 
accuracy and generalization of a solution, as 

well as providing parallelism. They have been 
successfully used in various problems of binary 
classification [30]. Since the activity of social 
network bots includes categorical features, 
adaptation to the initial data is necessary to use 
ensembles of models (Stage 2). A particularity 
of the special association of classifiers is that 
the classifier union is a wrapper for many dif-
ferent models that operate in parallel (Figure 2) 
to take advantage of the different strengths of 
each model [31].

Creation of the special association of clas-
sifiers consists in performing the following 
actions:

1. Development of  separate models, each 
of which has its own values of detection accu-
racy. Since each model is trained with multiple 
partitions of the data sample for sliding control, 
the value of the number of models ( ) depends 
on the statistical robustness of the results and 
the improvement of the solution.

Table 4. 
Accessible Twitter account information

No Name Definition Type Example

1 ID identification number string 4452841

2 Screen name display name string sToneBirD

3 Date of creation account creation date date 2007-04-13 04:33:54

4 Favorites pages that are followed int 43

5 Followers followers int 386

6 Friends friends int 798

7 GEO geographic settings category True

8 Lang language category En

9 List lists int 18

10 Location location category Doha, Qatar

11 Protected privacy category False

12 Status count number of posts int 3770

13 Time zone Time zone category Seoul

14 URL address string http://pbs.twimg.com//...

15 Verified verification category False
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2. Train each model separately. The learning 
from the precedents of each model is reduced 
to the selection of the best value of the mod-
el’s hyperparameters (controllers, external) 
[32]. For example, in a polynomial regression 
model, an attempt to optimize the degree of 
the polynomial over the training sample will 
result in the selection of the maximum possible 
degree and overfitting.

3. Combining models and improving the 
values in the final classifier by the following 
method: the vector of the error probability over 
the entire set of precedents for each predicted 
class (for all classifiers) is summed up and aver-
aged. The value of the class is revealed while 
minimizing the average risk of detection error 
(expression (2)):

 

             (4)

where z(a) – the class value; 

 – the number of models in the final clas-
sifier; 

 – the risk associated with errors of 
the first and second type.

Stage 4. Determining the state of social 
network accounts. The class value (bot or valid 
account) is chosen by opposing the models to 
each other, taking into account the weights. For 
example, suppose that there are three models 
in the ensemble, the output of which is the fol-
lowing values:

z
1
(a) = 0, while H = (0,1; 0,1),

z
2
(a) = 0, while H = (0,5; 0,5),

z
3
(a) = 1, while H = (0,9; 0,9).

In the output of classification presented, the 
model doing the union of the solutions can 
interpret this result as y * (a) = 0, but assign-
ing the weights to the models {0,1, 0,1, 0,8} 
will predict y * (a) = 1. Note that the possibil-
ity of such a choice is a significant difference 
between the methods for combining solutions 
based on multi-tiered generalization from 
other approaches, for example, from meth-
ods in which the final solution is always chosen 
from the set of solutions proposed by the basic 
classifiers [33, 34].

The advantage of the proposed approach is 
that the ensemble of models can be more eas-
ily trained on small input datasets and will 
improve the bot detection performance com-
pared to any single model.

3. Results

In scientific research on machine learning 
[35, 36], it is customary to present the results 
of testing the proposed new method in com-
parison with other methods on a representa-
tive set of problems. The comparison should 
be carried out under equal conditions using the 
same methodology (especially if it is a sliding 
control). Table 5 shows the result of comparing 
the developed approaches to machine learning 
models suitable for binary classification and 
input data into the final classifier.

models

results

Final results

Accounts features

Fig. 2. Functional diagram  
of the special association of classifiers

(D
f1
   ...  D

fn
 – the set of features,   

 M
1
, ..., M

n
   – the set of models, 

(p
1
, p

2
) – the detection errors)

Class of account
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Such an increase in the classification accu-
racy can be explained by the fact that each 
model has a weight characterizing the impor-
tance of the contribution to the overall solu-
tion, which is calculated by the formula (3). 
The contribution of each classifier can be inter-
preted as an assessment of his competence used 
to scale the outputs (work results) of the classi-
fiers, thereby increasing or decreasing the con-
tribution of each classifier to the overall solu-
tion.

Figure 3 shows the variance of the classi-
fication results (accuracy) of the developed 
approach and individual models included in 
the final ensemble obtained with sliding con-
trol.

4. Discussion

To assess the quality of the approach we devel-
oped, we define the validation part as equal 

to 0.3 of the total data set (clause 1.2), which 
includes 47 records for bots and 242 records for 
real accounts.

To assess the quality of the output data, let us 
construct the bot detection confusion matrix 
shown in Figure 4a.

The confusion matrix displays the number of 
correct and incorrect detections compared to 
the actual data:

 (0,0) – correctly identified real social net-
works accounts;

 (1,1) – correctly identified bots;

 (0,1) – for ordinary accounts, it was 
decided that they are bots;

 (1,0) – the decision was made for bots that 
they are real accounts.

These probabilities of the first and second 
type can be calculated as the probability of 
the random variable z falling into the range 

Table 5. 
The comparison of model results  
for detecting social network bots

No Model Learning 
time

Prediction 
time Accuracy Precision Recall F1-score AUC-ROC

1 The model proposed 0.003908 0.006760 0.994577 0.991750 0.986458 0.994471 0.999306

2 Logistic regression 0.003907 0.003127 0.949845 0.921635 0.872000 0.946988 0.872000

3 Random forest 0.010161 0.008214 0.941092 0.925735 0.815792 0.936246 0.964767

4 K-neighbors 0.000000 0.012502 0.939055 0.896358 0.864667 0.938098 0.936906

5 Linear discriminant 
analysis (LDA) 0.087689 0.012163 0.866311 0.433155 0.500000 0.804308 0.506250

6 Support vector  
machines (SVM) 0.002342 0.005471 0.858846 0.753099 0.841125 0.872463 0.908184

7 Multinomial  
naive Bayes (NB) 0.00424 0.01271 0.807822 0.750054 0.803255 0.842993 0.807844

8 Quadratic discriminant 
analysis (QDA) 0.001763 0.004887 0.740661 0.678199 0.809625 0.777933 0.933076
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Our model        Log.reg.            SVC                   LDA                   QDA          Random forest           NB            K-Neighbors
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Fig. 3. The contribution of classifiers to the overall solution

Fig. 4. The confusion matrix of bot detection among subscribers  
of the South African politicians accounts:  

a) using the proposed approach; b) using the CatBoost
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approach we developed for identifying bots in 
social networks is the recommended com-
bination of a number of features: thematic 
relationship of accounts, activity, anonymity 
and data inconsistency. A particularity of this 
approach is taking into account the growing 
trend of using one set of bots to achieve dif-
ferent information goals.

The practical significance of the study lies 
in the possibility of applying the proposed 
approach in the substantiation and develop-
ment of technical solutions for information 
security.

The approach we developed to identifying 
bots in Twitter based on a special combina-
tion of classifiers has an advantage in terms 
of efficiency compared to modern machine 
learning algorithms and reduces errors in 
detecting bots. Since the activity of bots in 
social networks includes categorical features, 
adaptation to the original data is necessary to 
use the ensemble of models.

However, despite the advantages of 
machine learning, one of the main disad-
vantages of the developed approach may 
be its impracticality if there are too many 
unique records, for example, if the string 
representations of categorical features dis-
play typos or combinations of several data in 
the same records.

As directions for the further development 
of this study, the following can be distin-
guished:

 research into the collection of additional 
data on social network accounts;

 analysis of the impact of data imbalance on 
training models;

 research into the possibilities of improving 
the performance of detecting social network 
bots;

 development of technical solutions to 
improve services for detecting bots of different 
types. 

DECISION MAKING AND BUSINESS INTELLIGENCE

of acceptable values of the classes of social 
networks accounts, that is, p

1
 = P (0,1) and  

p
2
= P (1,0). Substituting these values from the 

confusion matrix into formula (1), we get:

,

where H – the risk of detecting bots error;

 – the mathematical expectation of 
detection errors.

Let us compare the average risk obtained 
with the results of the CatBoost model [37] 
developed by the Russian company Yandex 
(Figure 4b). It is based on gradient boosting 
with the implementation of the categorical 
(nominal) feature transformation approach:

,

where H
CatBoost

 – the risk of detecting bots error 
of the CatBoost model;

 – the mathematical expectation of 
detection errors of the CatBoost model.

We also compare this result with the result 
obtained on the basis of the average risk of a 
random choice:

,

where H
random

 – the risk of random detecting 
bots error;

 – the mathematical expectation of 
random detection errors.

Thus, the proposed approach showed the 
best result, which characterizes an increase 
in the quality of detecting social network 
bots.

Conclusion
The development of new approaches to 

improve the security of government organiza-
tions and users of information web-systems is a 
constant and urgent task.

An element of the scientific novelty of the 
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