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Abstract

Supply chain is one of the main pillars of manufacturing and industrial companies whose smartness can 
help business to be intelligent. To this end, the use of innovative technologies to make it smart is always 
a concern. The smart supply chain utilizes innovative tools to enhance quality, improve performance and 
facilitate the decision-making process. Internet of things (IoT) is one of the key components of the IT 
infrastructure for the development of smart supply chains that have high potential for creating sustainability 
in systems. Furthermore, IoT is one of the most important sources of big data generation. Big data and 
strategies for data analysis as a deep and powerful solution for optimizing decisions and increasing 
productivity are growing rapidly. For this reason, this paper attempts to examine informative supply chain 
development strategies by investigating the supply chain in FMCG industries as a special case and to 
provide a complete analytical framework for building a sustainable smart supply chain using IoT-based big 
data analytics. The proposed framework is based on the IoT implementation methodology, with emphasis 
on the use of input big data and expert reviews. Given the nature of the FMCG industry, this can lead to 
better production decisions.
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Introduction 

An intelligent supply chain is an innovative supply 
chain that utilizes information technology and other 
technology tools to improve efficiency, improve pro-
cesses and increase service levels. In today’s world, 
the modern business environment is dealing with data 
and this has created many challenges and opportuni-
ties. The volume of date produced in various sectors 
is enormous, and their analysis requires specific capa-
bilities and technologies. These technologies include 
information technology, robotics, internet technolo-
gies, commercial automation, Augmented reality (AR) 
and Virtual Reality (VR) technologies among others. 
These developments are known as the digital economy 
or industry 4.0. This provides a great deal of demand 
for supply chain management by increasing consum-
ers’ expectation of service level and delivery time [1]. 
The advent of IoT and ICT has changed many of the 
concepts so that the “smart supply chain” can be one 
of them [2]. Therefore, these supply chains (which ac-
tually make business smarter) use information technol-
ogy to be intelligent and efficient in using resources to 
maximize the quality of businesses. IoT is one of the 
key components of the information technology infra-
structure in smart supply chain management due to its 
high potential for increasing the sustainability of the 
business environment [3]. IoT is associated with big 
data analytics, which is clearly leveraging many areas 
of the business to optimize energy efficiency and re-
duce effects damaging to the environment [4]. Data-
driven applications and IoT have a huge impact on fa-
cilitating and improving the sustainable development 
process of the environment [5]. In general, the devel-
opment of IoT, as a computational paradigm and ana-
lytical process of big data, promotes sustainable smart 
city initiatives and programs in the environmental and 
technological fields of developed countries [6]. In the 
context of a sustainable smart supply chain, the volume 
of data produced is beyond the imagination that is pro-
duced using different technologies. IoT technologies 
include a variety of sensors, data processing systems, 
wireless communication networks, and system activa-
tors in the physical environment [5]. Despite increas-
ing research on IoT and big data related applications, 
most research on IoT has focused more on urban de-
velopment, and the applications of these technologies 
in businesses are often less considered. Therefore, the 
main question of the present study is how and to what 
extent can the information perspective of a sustainable 
smart supply chain be enhanced by the use of IoT and 
big data processing?

Of course, in recent years, with the development 
of the concept of IoT and its close relationship with 
data analytics, there has been a great deal of research 
in this field and this research is growing. To this end, 
some researchers have tried to show that using IoT 
data can improve port-based intermodal supply chain 
performance [7]. Other research also addressed the 
role and impact of using IoT and blockchain in supply 
chain management in industries such as agriculture. 
Research has shown that the use of these technologies 
can fundamentally change the economics of these in-
dustries [8]. Although the challenges and opportuni-
ties for using IoT-derived big data in the manufactur-
ing industry have also been addressed in research [9], 
but so far, there has been no framework for using the 
big data coming from connected devices. At the mo-
ment, there is a lack of innovative solutions based on 
big data and IoT. Therefore, in this study, we try to 
explore supply chain informative improvement solu-
tions using IoT. The supply chain of the FMCG (fast-
moving consumer goods) industry was considered as 
a special case in this research. These industries are of 
great importance due to the nature of production as 
well as the distribution of products. So, in addition 
to reviewing the literature and previous research, the 
opinions of experts active in FMCG industries were 
also used for this research. In this regard, this paper 
presents an analytical framework and describes the 
ways of generating big data in the field of sustainable 
intelligent supply chain (in the FMCG supply chain). 
This framework is based on the 4-step process of IoT 
implementation in intelligent business. This frame-
work illustrates how the use of Big Data Input based 
on IoT devices can be used to make decisions in the 
supply chain in the FMCG industries. This frame-
work illustrates the direct relationship between data 
entry (derived from IoT) and final decision-making in 
the FMCG supply chain network. This work provides 
a basis for supply chain researchers to develop analyti-
cal frameworks for future research. The framework in-
troduced here can be developed, tested and evaluated 
in empirical research and will lead to deeper studies of 
the smart supply chain.

The rest of the paper is organized as follows. Sec-
tion 1 presents a review of the literature in terms of 
big data and the internet of things. Section 2 presents 
smart businesses. The smart supply chain is illustrated 
in Section 3 considering supply chain and IoT and big 
data in the FMCG supply chain. In Section 5 a sus-
tainable smart supply chain framework is provided, 
and lastly, the conclusions are presented. 
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1. Literature review

In order to illustrate the effects of big data and IoT 
concepts on supply chain management, a literature re-
view of big data and IoT technologies is provided in this 
section.

1.1. Big data 

The term ‘big data’ was first proposed by Cox and 
Ellsworth in 1997 as an interesting challenge for com-
puter systems, when data sets do not fit in main memory 
or when they do not fit even on local disk or remote disk 
[10]. In recent decades, ‘big data’ concept refers to great-
ly increased amounts of data that are constantly gener-
ated in various fields. Generally, big data could be de-
fined as the datasets that could not be captured, stored, 
managed and analyzed by IT systems of an organization 
within a particular time frame [11]. It is assumed that 
as technology advances over time, the size of datasets 
that qualify as big data will also increase and it will vary 
by sectors, in many of which big data can range from 
a few dozen terabytes to multiple petabytes [12]. Some 
scholars use the notation of ‘V’ for some characteristics 
to describe ‘big data’. Some of them [13–16] defined big 
data in terms of 3 Vs, Velocity, Variety and Volume, in 
which ‘velocity’ refers to the speed of data generation 
and/or frequency of data delivery, ‘variety’ represents 
a large variety of sources and formats from which data 
are generated, and ‘volume’ denotes the large amount 
of data [14]. In some definitions of big data, another V 
has been added (known by 4 Vs) as Value referring to the 
significance of extracting economic benefits from the big 
data [17, 18]. Furthermore, White [19] proposed an ad-
ditional characteristic as Veracity, in order to stress the 
importance of sufficient quality of the data and the level 
of trust in different data sources. In addition, three main 
characteristics of ‘big data’ were identified by IDC [20] 
as the data itself, its analytics and the presentation of the 
results obtained by analytics. Boyd and Crawford [21] 
suggested a more holistic description of ‘big data’ that 
includes a cultural, technological, and scholarly phe-
nomenon that rests on the interplay of technology, anal-
ysis, and mythology. In this definition, the technology 
aspect refers to storage and computation power to pro-
cess and analyze datasets, the analysis aspect is related to 
patterns identification for economic, social, technical, 
and legal claims or the type of analysis implemented on 
datasets, and the mythology aspect includes the wide-
spread belief that the big data offers a higher form of in-
telligence. Therefore, ‘big data’ can be defined as an ap-
proach to manage and analyze the V’s characteristics to 

establish competitive advantages as well as creating sus-
tained value delivery and measuring performance [18]. 
Typically, the 5 Vs model or its derivations is known as 
one of the most common definitions of the ‘big data’ [9].

Big data analytic (BDA) is defined as one of the key 
foundation technologies including analytics research, 
alongside Text Analytics, Web Analytics, Network Ana-
lytics and Mobile Analytics, and is applied to describe 
data mining and statistical analysis using business in-
telligence and analytics technologies [22]. Beyond data 
analytics decisions in customer marketing and customer 
research, Big Data Analytics (BDA) has increasingly 
changed the business value propositions of product busi-
nesses and services by increasing the efficiency of physi-
cal products and providing personalized services [23]. In 
this case, security is certainly one of the most important 
issues in the production and use of critical big data. But 
research shows that data security concerns are not key 
factors in the use of big data analytics [24]. For this rea-
son, a growing number of firms are accelerating the de-
ployment of big data analytics plans aimed at developing 
critical insights that can ultimately provide them with 
competitive advantage [25].

Some scholars described BDA as the “fourth para-
digm of science” [26] or even “the next frontier for in-
novation, competition, and productivity” [12]. In fact, 
BDA can enable data miners and researchers to analyze 
a large volume of data that may not be tackled by apply-
ing traditional tools [27]. BDA can be employed in vari-
ous tools such as social media, portable devices like lap-
tops and smartphones, automatic identification systems 
enabling the IoT and cloud-enabled platforms in order 
to support all organizational business processes [28].

The extensive applications of IoT have made BDA 
challenging due to the processing and collecting of data 
from different sensors in the IoT environment. So, in 
the IoT big data analytics perspective, a variety of IoT 
data are examined to reveal trends, unseen patterns, 
hidden correlations, and new information [27, 29]. As 
recognized by statistics, the number of sensors will be 
increased by 1 trillion in 2030 [30] that can be led to 
the growth of big data and subsequently huge resourc-
es will be required. To effectively communicate among 
various deployed applications, IoT services can provide 
appropriate resources and intensive applications of the 
platforms. It is found that the integration of IoT and 
big data can help address issues on storage, processing, 
data analytics, and visualization tools [31]. In accord-
ance with the requirements of IoT applications, differ-
ent analytic types are used including real-time, off-line, 
memory-level, business intelligence, and massive level 
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analytics categories [32]. Real-time analytics is usually 
implemented on data collected from sensors, according 
to parallel processing clusters using traditional relation-
al databases and memory-based computing [31, 33]. If 
there is no need for a quick response, off-line analyt-
ics can be applied and when the size of data is smaller 
than the cluster’s memory, memory-level analytics is 
employed [32]. Business intelligence (BI) analytics is 
utilized when the size of data is larger than the memory, 
so data can be imported to the BI analysis environment 
[34]. Additionally, if the size of data is much greater than 
the whole capacity of the BI analysis product in addi-
tion to the traditional databases, massive analytics is 
used [35]. Big data analytics together with the IoT con-
cept are usually employed to improve decision making. 
So, increasing the amount of data in IoT applications 
can lead to development of big data analytics. Moreover, 
employing big data technologies in IoT can facilitate fu-
ture research advances and business models of IoT [31].

The IoT-based data in a supply chain are definitely 
considered as big data, satisfying the sufficient condi-
tions in terms of the V’s characteristics. In general, IoT 
data is constantly generated in real time within the sup-
ply chain processes in addition to providing a variety of 
data formats [36]. Moreover, when a large number of 
tags and sensors are connecting through the internet, 
an unprecedented number of transactions and amounts 
of data are generated [37, 38]. In this regard, BDA by 
representing a critical source of meaningful information 
can help supply chain stockholders to improve their in-
sights for competitive advantage [39] in addition to re-
ducing their exposure to various risks [40]. Furthermore, 
it was reported that BDA can lead to increasing the ef-
ficiency and profitability of supply chains by maximizing 
speed and visibility, improving supply chain stakehold-
ers’ relationships, and enhancing supply chain agility 
[41]. In addition, BDA results in faster time to market 
and the potential for superior revenue recognition [28]. 
It is found from a survey within 720 firms that, although 
64% of respondents were planning to invest in BDA pro-
jects, less than 8% of them had actually deployed a solu-
tion [42].

Recent research in recent years has addressed the is-
sue of big data and its impact on the supply chain from 
multiple angles. Some research has specifically provided 
frameworks for evaluating supply chain performance us-
ing big data [43] and some research has addressed the 
effects of agility using big data [44]. But in operational 
terms, most academic papers in this field focus on de-
scribing the term and its key factors as well as making 
predictions about the level of impact it will have in cer-

tain sectors in the future [45–47]. There are a limited 
but growing number of publications concentrated on in-
dustrial cases, education, sports, public sector, mining 
and logistic [48–52]. However, there is still a lack of case 
studies of big data analysis in IoT supply chain manage-
ment especially in FMCG industries.

1.2. Internet of things 

The term ‘internet of things’ (IoT) was coined 
by Kevin Ashton in the late 1990s in order to exam-
ine work concerning Radio-Frequency Identification 
(RFID) infrastructure [53, 54]. Subsequently, the new 
concept of sensors and actuators through a wireless 
sensor network came to sense and monitor objects [55]. 
In recent decades, the modern concept of IoT includes 
GPS devices, smartphones, social networks, cloud 
computing and data analytics [56]. In general, not only 
IoT tracks the objects and collects the new data but also 
combine them to generate a greater level of informa-
tion [54]. The IoT concept has developed to describe a 
global network of infrastructure where things, wireless 
networks, and computing abilities combine to form a 
network of information [57]. So that, the recent adop-
tion of IoT has witnessed smart cities with regard to 
developing intelligent systems, such as smart energy, 
smart office, smart agriculture, smart water, smart re-
tail, smart transportation, smart healthcare, etc. [58]. 
The rapidly growing number of interlinked “things” in 
the so called industrial internet of things (IIoT) offers 
various options for connecting the physical and digi-
tal spheres together [59]. In Europe, IoT is one of the 
founding technologies of Industry 4.0 as the integration 
of information and communications technologies with 
industrial technology [60]. The ‘things’ in IIoT can in-
clude smart machines, smart products, and smart ser-
vices. IoT can be applied in an incredibly wide range of 
application scenarios [61]. Some instances of physical 
items that IoT connects to the digital worlds include 
actuators, sensors, electronic toll devices in vehicles, 
washing machines, lighting systems, front door locks, 
thermometers, air conditioning units and much more 
[54, 57, 62–64]. 

Recent data IoT protocols are specifically designed for 
IoT devices that use low-power wide-area networks to 
connect at a low bit rate a wide variety of devices with 
low cost and minimum energy consumption [65]. Lee 
and Lee [66] presented that IoT technologies, as es-
sential parts in the deployment of successful IoT-based 
products and services, are classified into five categories 
as radio-frequency identification, wireless sensor net-
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works, middleware, cloud computing, IoT applications. 
On the other hand, it is recognized that IoT are faced 
with several challenges such as scalability, self-Organ-
izing, data volumes, data interpretation, interoperabil-
ity, automatic discovery, software complexity, security 
and privacy, fault tolerance, power supply, and wireless 
communications [67, 68]. However, it is important for 
new designs to support the development of smart and 
connected products in order to expand opportunities 
for new functionalities and increase capabilities that 
cut across and transcend traditional product bounda-
ries [69]. In Figure 1, the architecture of the internet 
of things is shown. As can be seen in the figure, this ar-
chitecture has four stages. In summary, these four steps 
include data acquisition, data analysis, data processing 
and computation, and ultimately the use of data to im-
prove performance. This model can be the basis for pre-
senting industrial frameworks in different industries or 
different organizational units.

In light of the future of IoT that can enable every-
one to access and contribute rich information about 
things and locations, several developments towards the 
IoT have concentrated on the combination of Auto-ID 
and networked infrastructures in logistics and product 
life cycle applications [70]. Sun [71] claimed that en-
terprises with IoT can monitor their every product in 
real time. Therefore, due to analyzing the information 
generated from every procedure as well as more accu-
rate forecasting, the abilities of enterprises for respond-
ing to the market can be improved [71]. Wortmann and 
Fluchter [64] discussed that existing business models 
may have to be adapted or re-defined based on a new 
positioning of products in the IoT and even entire in-
dustry boundaries may need to be re-assessed in today’s 

competitive marketplace. Moreover, it was argued that 
the IoT promises future new technologies when related 
to big data, cloud and distributed computing in order 
to develop smarter applications as soon [72]. It can be 
seen that this concept is expanding day by day and pro-
vides high value for all activities in life and business. 
In recent years this concept has been more broadly re-
ferred to as the internet of everything (IoE). The IoE 
connects people, organizations, and smart things, and 
also promises to fundamentally change the way we live, 
work and interact, and may redefine a wide range of 
industry segments [73].

The application of IoT in supply chain management 
consists of several areas such as cost-saving, inventory 
accuracy and product tracking [56]. In order to moni-
tor the good, it should be tracked in both indoors by 
developing RFID system, and outdoors by mainly us-
ing GPS [74]. Tao et al. [75] designed an IoT-based 
framework to achieve intelligent perception and ac-
cess of various manufacturing resources. Gnimpieba et 
al. [76] proposed the architecture of a platform based 
on advanced technologies related to IoT for a bet-
ter collaboration and interoperability enhancement 
in supply chain. Verdouw et al. [77] provided a refer-
ence architecture for IoT-based supply chain infor-
mation systems in the agricultural industry. Decker et 
al. [78] described several benefits of IoT connected to 
sourcing and examined the impact of the cost of sen-
sors and alerts on the unit purchase cost. It was found 
that smart manufacturing can lead to smarter decisions 
and more efficient operations in the factory and supply 
chain visibility based on real-time information [56]. 
Xu [79] believed that successful supply chain quality 
management depends on more sophisticated systems. 

Fig. 1. Four-layer architecture of internet of things
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Chen [80] proposed the intelligent IoT-enabled system 
in green supply chain to simulate complex system by 
linked physical and digital objects with relationships. 
Yan et al. [81] illustrated an intelligent supply chain in-
tegration and management system to provide flexible 
and agile approaches to facilitate the resource sharing 
and participant collaboration in the whole life cycle of 
supply chain. Parry et al. [82] demonstrated how the 
IoT may be operationalized in the domestic setting to 
capture data on a consumer’s use of products and the 
implications for reverse supply chains. Kang et al. [36] 
proposed a sensor-integrated RFID data repository-
implementation model that can integrate and store 
a large amount of IoT-generated data collected from 
supply chain processes. Thoben et al. [83] indicated 
that smart manufacturing can include different tech-
nologies such as IoT, robotics/automation, big data 
analytics and Cloud computing.

Therefore, due to lack of academic publications that 
address big data analysis of a smart supply chain in an 
IoT environment, it is important to investigate the ap-
plications and interactions of the concepts of BDA and 
IoT in supply chain management.

2. Smart businesses 

Organizations are pursuing new technologies in their 
business for a variety of reasons, including facilitating 
activities, reducing human errors, decreasing costs and 
speeding up services and product deliveries [2]. One of 
the latest computer-related technologies, also referred 
to as information technology developments, is IoT, 
which creates value for both businesses and customers 
[84]. IoT enables the fabrication of digital and physical 
structures and provides a whole new level of complete 
applications and services that must be used with regard 
to environmental sustainability. In the context of sus-
tainable smart businesses, increasing the volume of data 
production is beyond imagination and the sheer volume 
of current available information from various business 
areas are so valuable to be used by IT planners and IT 
professionals in order to promote environmental sus-
tainability. This phenomenon has created a huge revo-
lution in industry [85]. IoT is one of the major sources 
of big data generation. As mentioned in the previous 
section, IoT technologies include a variety of sensors, 
data processing systems, wireless communication net-
works, and system activators in the physical environ-
ment [5]. Moreover, IoT can improve the performance 
of value chain management and smart commerce by 
implementing functional technologies and transform-

ing product and other artifacts into smart items in all 
parts of the value chain (suppliers, manufacturers and 
retailers), which in turn leads to flexibility, high reli-
ability, and proper information monitoring throughout 
the supply chain [86]. So a smart business can be intro-
duced as a large, organic system that integrates many 
subsystems and components. In other words, busi-
ness intelligence combines the enhancing and effective 
digital telecommunications networks (nerve), embed-
ded information (brain), sensors and labels (senso-
ry organs) and software (knowledge and cognitive 
competence). Figure 2 shows an example of an IoT-
based smart business [2]. As can be seen in Figure 2,  
the relationship between the market, suppliers as well 
as manufacturers is based on local as well as wireless 
communication in smart business. In this case, the 
integration and refinement and optimization of data 
from these sources ensure system intelligence. A smart 
business can have many benefits, some of which are 
[87–90]:

 decreasing the use of vital resources and water;

 reduction of the air pollution;

 proper use of the existing fundamental constraints 
and then increasing personal satisfaction and reduc-
ing the need for conventional venture capitalists;

 how to deal with many abuses;

 increasing business investment by disseminating 
continuous information about activity in different 
geographic areas. 

The IoT-based supply chain is then discussed as one of 
the most important pillars of smart businesses.

Fig. 2. Smart business based on IoT
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3. Smart supply chain

3.1. Supply chain and IoT 

Supply chain management integrates supply and de-
mand processes throughout the organization. Supply 
chain management claims to offer solutions to help 
industry professionals better manage the entire supply 
chain from suppliers to end customers. Supply chain 
systems have been empowered using the internet and 
this has led to increased efficiency and productivity 
in the supply chain. In traditional supply chain man-
agement systems, there exist several problems such 
as overstocking, delivery delays and stock out. These 
problems return to several factors such as complexity 
and uncertainty as exist in real supply chains [91]. IoT 
technology can help the industrial system to manage 
these uncertainties and improve supply chain efficien-
cy [92]. The benefits of managing an electronic supply 
chain can include operational and strategic improve-
ment in communications, collaboration and coordi-
nation to meet organizational barriers [93]. Thus, IoT 
smart devices enable supply chain companies to reduce 
the costs of the knowledge acquisition process. Using 
IoT in supply chain management makes it smarter and 
has the following features [91]:

 the entire system must connect through the use of 
intelligent objects and IT systems; 

 their performance is optimized by large-scale deci-
sion making; 

 all processes must be automated and therefore less 
efficient resources will be lost;

 all stages of the supply chain are integrated;

 new values evolve through solutions to meet new 
needs.

Firms will put resources into the IoT to build deceiv-
ability of materials stream as well as decreasing the loss 
of materials, and lower circulation costs. This is delin-
eated in Figure 3.

In the current paper, we selected the FMCG (fast-
moving consumer goods) supply chain as a special 
case. So in the following, the term ‘supply chain’ refers 
to the supply chain of FMCG industries.

Due to the nature of products in the FMCG industry, 
supply chain management has a special place in this in-
dustry. Usually the products in these industries can be 
perishable and therefore the distribution and delivery 
system in a given time is of great importance. Freight 
tracking links and interconnections with suppliers and 
end users are other features of the supply chain in these 
industries. As the FMCG products meet many people’s 

daily needs, so their demands are high, and meeting the 
demands at the right time is another important com-
ponent of the supply chain in these industries. There-
fore, IoT, as one of the most important solutions for 
the production, maintenance and tracking of data, 
can have a huge impact on the supply chain of these 
companies and can have many effects. A simple dia-
gram of FMCG supply chain management is presented 
in Figure 4. Supply chain improvement is essential for 
FMCG companies. Supply chain innovation is defined 
as the change in a supply chain network, supply chain 
technology or supply chain process or a combination of 
these that can be incorporated into the functions of a 
company, an entire company, industry or supply chain 
to enhance new value for stakeholders [95]. Network 
information of warehouse, production, distribution 
and other communications are gradually generated by 
the system of sensors, RFID tags, meters, actuators, 
GPS and various frameworks. Companies will put re-
sources into the IoT to build deceivability of materials 
stream in addition to decreasing the loss of materials, 
and lower circulation costs. As IoT comes to the core 
business forms, a large number of corporate resources 
are converted into green store networks, and the use of 
IoT will become a matter of great excitement for bosses 
[96]. But security risks analysis on the IoT should al-
ways be considered.

One of the most important things about the IoT is that 
it is one of the largest data producers for an intelligent 
system created from internet-related tools. So gadgets are 

Fig. 3. The applications of IoT in the supply chain [94]
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very helpful in using them. Although gadgets and systems 
are physically available, IoT applications reinforce gadg-
et communication together as well as gadget and human 
communication in a robust way. IoT applications in the 
context of gadgets should ensure that information is ac-
cessed and tracked appropriately. For example, transpor-
tation and coordination programs that show the status of 
goods shipped (for example organic products, meat and 
dairy or even medicine). For proper transportation, the 
status of raw materials as well as products such as temper-
ature, humidity, etc. will be checked and appropriate so-
lutions to reduce the amount of waste as well as reducing 
air pollution are also adopted. IoT devices can enhance 
supply chain capability in terms of sustainability as well 
as greenness (such as green transportation and cold and 

green storage) [97] and there are, of course, many ob-
stacles in this way for the supply chain [98]. Innovative 
developments, communications and IoT capabilities are 
on the rise and are increasingly open and flexible, so this 
makes the use of IoT be a welcome addition. IoT supply 
chain gadgets generate huge amounts of data that need to 
be collected and phased in to provide information about 
the status, area, usefulness and status of items and man-
agement. Therefore, intelligent information regulation 
enables powerful sensors and gadgets to use specific data 
and can be used to collect and decode data. These data 
are very big and therefore have their own way of analysis. 
In the following, big data is described as one of the capa-
bilities and outputs of IoT.

3.2. Big data  
in the FMCG supply chain

Big data generation in industrial IoT (IIoT) is evident 
due to the widespread deployment of IoT sensors and 
devices. However, processing big data is challenging due 
to the limited computing, networking and storage re-
sources at the end of the IoT device [99]. The FMCG 
industry supply chain is a changing organizational sys-
tem that encompasses individuals, information, activi-
ties and resources in the manufacturing and production, 
processing and distribution of products from raw mate-
rial supplier to consumer [100]. Big data is used in the 
production, packaging, sales and consumption of prod-
ucts. Figure 5 shows the big data rotation network in the 
FMCG supply chain. In the supply chain (as presented 
by Figure 4) manufacturers track large volumes of useful 
data to gain a better understanding of customers’ desired 
values, then process that data and enter them in new 
product design cycles to optimize production. Retailers 
can use this big data to categorize and differentiate cus-
tomer types and use this information for accurate sales 
plan, timely marketing, and customer loyalty develop-

Fig. 5. Big data in FMCG network

Fig. 4. FMCG supply chain
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ment. By the generated data, customers can also make 
more precise decisions to buy products. It should be 
noted that every year hundreds of billions value are gen-
erated by big data in the FMCG supply chain and that 
illustrates the importance of big data in this industry.

Logistical data is provided by distribution activities 
and people involved in processes as well as government 
information. But one of the most important benefits of 
using big data for the FMCG industry is that it can be 
used to enhance the ability of distributors and the timely 
delivery of goods and products to customers. In addi-
tion, companies can optimize many of their activities 
using this data and consequently they gain a better un-
derstanding of the decision-making in the organization 
and make decisions more powerfully and transparently. 
In general, the following can be cited as the reasons for 
the importance of using and utilizing big data in the or-
ganization’s supply chain [101]:

 Performance optimization and improvement: If big 
data extracted from different parts of a supply chain is 
properly processed and analyzed, it can be one of the 
most important components of performance improve-
ment in organizations.

 Transparency: Continuously receiving data from 
different parts of the supply chain can increase the trans-
parency of the system and thus can reduce the possibility 
of errors in different parts.

 Increasing decision-making power: Using power-
ful algorithms to refine big data in the supply chain ena-
bles better understanding of the situation and can also 
increase decision-making power in the organization. By 
analyzing customer behavior using big data we can of-
fer different marketing strategies for delivering products. 
In addition, business model structure can be changed to 
gain more market share.

4. Sustainable smart  
supply chain framework

In this section, we will develop a sustainable intelli-
gent supply chain framework based on IoT and big data 
analytics. By studying the literature, it can be seen that 
frameworks for building smart cities based on big data 
and even internet of things have been provided [102], 
but the specific framework for the smart supply chain as 
one of the most important organizational units or in a 
particular community has not yet been presented. The 
framework presented is based on findings from the lit-
erature review and thematic analysis along with concep-
tual and theoretical backgrounds. In this framework, a 
layered approach is used which, according to the scien-

tific literature, is usually applied in system architectures 
and infrastructures in the field of intelligent systems. 
The purpose of this framework is to develop a smart 
supply chain information landscape with IoT applica-
tions and big data processing. In this context, big data 
Analytics is aimed at optimizing and supporting smart 
decisions related to control, optimization, automation, 
management and planning of supply chain systems as 
business operating processes. Supply chain systems must 
be managed using IoT and big data analytics (as a set of 
advanced technologies, and new applications). Supply 
chain systems provide large amounts of data as inputs for 
applications. The data is received at different sensors at 
different scales and speeds and is automatically stored in 
the data warehouse for large scale use. Therefore, these 
components include various sources of data in different 
types and sizes that must be stored, processed, analyzed, 
and shared in different operations, functions, and states. 
Big data applications include a variety of program ena-
bled by IoT in relation to environmental sustainability 
in different parts of the supply chain. A program usually 
contains several solutions to the different subdivisions of 
each domain that depend on the type of environmen-
tal sustainability issue that each domain faces. Figure 6 
shows the deployment of big data processing using IoT 
technologies implemented on the cloud in the field 
of sustainable supply chain systems. These technolo-
gies include sensors, data warehouses, data processing 
platform and cloud computing model. Sensor data for 
various parts of the supply chain (in FMCG industries), 
which have been collected, integrated and pre-pro-
cessed, are used for automation, support and decision 
making in operations using data mining and machine 
learning techniques for modeling, pattern recognition 
and correlation creation.

This framework includes comprehensive computing, 
data processing systems and wireless network infrastruc-
ture, cloud computing, data processing, data analysis, 
and data modeling to discover useful knowledge. This 
helps supply chain management by utilizing the big data 
related to monitoring, control, automation, optimiza-
tion and management of infrastructure, resources, facil-
ities, services and networks. Some of the concepts used 
in the framework are described as follows.

Collecting, storing and processing of big data: Sen-
sors are one of the key features of sustainable smart sys-
tems that rely on common approaches to computing 
including the IoT. Sensor data will be available in a va-
riety of formats, including time and space labels, along 
with a variety of data mining techniques and data visu-
alization techniques for data processing and displaying 
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interconnected patterns. But the end goal is to create 
a comprehensive system that supports data extraction, 
data integration, data processing, data evaluation, pat-
tern exploration, pattern simulation and modeling, and 
deploying the results from the processes.

Cloud computing for big data processing: Cloud 
computing is a new processing method in which scal-
able and often virtualized resources are delivered as a 
processing service through communication networks 
such as local area networks and the internet. The focus 
of this model is on-demand service to the user, without 
the user having specific equipment to process or be-
ing aware of the place of processing. Cloud comput-
ing offers many solutions to the problems of sustainable 
smart systems by facilitating big data storage and pro-
viding the capabilities to process, manage and extract 
useful knowledge from them.

Intelligent logistics and transportation systems: Dy-

namic transportation is one of the key applications of 

IoT related to environmental sustainability. IoT plays an 

important role in improving the dynamics of all types of 

transportation in sustainable smart systems. Use of IoT 

includes automated tracking of distribution systems and 

vehicles, monitoring of road and traffic conditions for 

timely delivery and integrated safety mechanisms, and 

monitoring when distributing valuable goods. In gen-

eral, the uses of IoT, as a form of pervasive computing 

are strongly affected by the dynamics of transportation 

in order to reduce energy consumption, reduce pollu-

tion, and eliminate inefficiencies.

Smart environment: IoT employs sensors to monitor 

and control mechanical and electronic systems used in 

industrial buildings.

Fig. 6. Smart supply chain framework based on IoT and big data analytics
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Infrastructure monitoring: IoT devices can be used 
to improve disaster management, improve emergency 
response coordination, improve service quality, and re-
duce operating costs in all infrastructure-related areas. 
As an ancillary product, IoT infrastructure enables effi-
cient maintenance of planning activities by coordinating 
tasks between service providers and users of these infra-
structures.

With the growing demand for IoT as well as the analy-
sis of big data in smart systems, the use of these tech-
nologies also faces challenges. Some of these challenges 
include:

 providing security for information;

 lack of understanding of many features and infor-
mation;

 technical challenges;

 the cost of many technologies;

 quality assurance and data access;

So in addition to the positive and undeniable effects of 
using IoT and big data analytics, these challenges must 
also be addressed.

After the design, the framework was provided and ap-
proved by 24 supply chain specialists in FMCG compa-
nies. This study was tested using a five-point Likert scale 
questionnaire and the results showed the acceptability 
of this framework. It should be noted, however, that the 
selection of these experts was also challenging. Because 
these professionals had to be selected among those who 
had a thorough knowledge of IoT technologies and had 
a track record of using some of these technologies in 
their background.

Conclusion

IoT is a new form of pervasive computing and appli-
cations for big data that is increasingly being taken into 
account with operational performance and planning 
for sustainable development. Therefore, the use of IoT 
in the supply chain can greatly enhance its intelligence 
and thus improve its performance. On the other hand, 
analyzing big data and using it to realize key features 
of a smart and sustainable supply chain (such as op-
eration and service efficiency, resource optimization, 
and intelligent infrastructure and facility management) 
has a huge impact. For this reason, the purpose of this 
paper was to review and integrate the related literature 
in order to identify and discuss IoT-based big data ap-
plications for supply chain sustainability. In this paper, 
the feasibility of developing smart supply chains using 
big data from IoT is explored to achieve the level of re-

quired intelligence. In this paper, the supply chain of 
FMCG companies was selected. Products in these in-
dustries have a special nature and as a result their supply 
chain has different characteristics. Timely distribution 
and delivery system is one of the main features of this 
supply chain. The most important data-driven applica-
tions in these supply chains that are enabled through 
IoT include transportation, dynamics, energy, envi-
ronment, infrastructure monitoring and management 
and supply chain planning. Therefore, expanding the 
intelligence landscape of the smart supply chain using 
sensor-based big data has great potential to promote 
environmental sustainability. To this end, a framework 
has been outlined that provides a lot of information on 
the smart supply chain. 

This framework defines the scope of decision-
making in the core parts of the supply chain in the 
FMCG industry according to their nature. With this 
framework, the ways in which big data can be accessed 
through the internet of things (which can itself be a 
path to sustainability and in some cases being green) 
are identified in this industry. By placing appropri-
ate analytical tools in the computational parts of the 
framework (such as statistical analysis and optimiza-
tion), one can gain a good understanding of the au-
dience’s beliefs. Finally, analyzing this data can help 
to make the organization more intelligent. One of the 
most important advantages of using this framework 
can be the production of optimal products based on 
customer preferences.

The implementation of the framework will always 
have challenges. One of the problems is always the use 
of huge volumes of data and therefore the high com-
plexity of analysis. Since data is produced using the IoT 
technology without any restrictions, maintenance and 
computation on this data is very time consuming and 
complex and therefore there is a need for high knowl-
edge in this field. In addition, IoT devices are not al-
ways available and can be costly to obtain. Therefore, 
all of these must always be considered when imple-
menting the framework.

This framework provides the basis for developing 
research opportunities to integrate this type of supply 
chain as well as providing analytical insights into future 
research. This framework can be expanded and opera-
tional solutions in analytics and computing can be cus-
tomized to suit the different industries. Also, providing 
computational solutions and incorporating them pre-
cisely into the framework can provide a clear pathway 
for solving new challenges. 
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Аннотация
Цепи поставок являются одним из наиболее существенных элементов производственных систем и 

промышленных компаний, и их «умные» характеристики помогают бизнесу стать интеллектуальным. 
Поэтому использование инновационных технологий, направленных на повышение бизнес-интеллекта, 
представляет собой актуальную задачу. «Умная» цепь поставок использует инновационные инструменты для 
повышения качества, увеличения производительности и облегчения процесса принятия решений. Интернет 
вещей (internet of things, IoT) является одним из ключевых элементов ИТ-инфраструктуры для развития 
интеллектуальных цепей поставок, обладающих высоким потенциалом для обеспечения устойчивости 
производственных систем. Кроме того, интернет вещей является одним из важнейших источников больших 
данных. Большие данные и стратегии анализа данных, предоставляющие широкие возможности для 
оптимизации решений и повышения производительности, в настоящее время быстро развиваются. В связи с 
этим в данной статье предпринята попытка рассмотреть информативные стратегии развития цепей поставок 
(на основе частного случая – цепей поставок в отраслях FMCG), а также разработать аналитический подход 
к построению устойчивых «умных» цепей поставок с использованием анализа больших данных на основе 
интернета вещей. Предлагаемый подход основан на методологии внедрения интернета вещей, с акцентом на 
использование исходных больших данных и экспертных оценок. Учитывая характер индустрии FMCG, это 
может привести к существенным улучшениям в области производственных решений. 

Ключевые слова: большие данные; интернет вещей; управлении цепями поставок на основе интернета вещей;  
цепи поставок отраслей FMCG. 
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