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Abstract
This paper considers the problem of optimal management of a fleet of freight cars by a transport
railway operator. The solution to this problem is an optimal plan, which is a timetable for the movement
of freight and empty railway cars, following which the transport operator will receive the maximum
profit for the estimated period of time. This problem is reduced to the problem of linear programming
of large dimension. Unlike the works of other authors on this topic, which mainly deal with methods
of numerical solution of the corresponding linear programming problems, this article focuses on an
algorithm that allows one to reduce their dimensionality. This can be achieved by excluding from
the calculation those routes that obviously cannot be involved in the solution, or whose probability
of participation in the final solution is estimated as extremely low. The effectiveness of the proposed
modified algorithm was confirmed both on a model example (several stations, a short planning
horizon) and on a real example (more than 1 000 stations, a long planning horizon). In the first case,
there was a decrease in the dimension of the problem by 44%, while in the second – by 30 times.
Keywords: railway freight transportation, optimal plan, optimal management of the fleet of cars,
linear programming, theory of schedules, operations research, unmanned locomotives
Citation: Belousov F.A., Khachatryan N.K., Nevolin I.V. (2022) Reduction of dimension in the
problem of optimal management of a freight cars fleet using unmanned locomotives. Business
Informatics, vol. 16, no. 2, pp. 7–20. DOI: 10.17323/2587-814X.2022.2.7.20
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Introduction

O

ne of the most popular modes of
transport for cargo in the Russian Federation is rail. Publications
devoted to railway logistics can be divided into
the following main groups according to the
type of tasks studied:
♦♦railway network infrastructure design tasks;
♦♦railway planning tasks;
♦♦tasks of managing the fleet of locomotives
and wagons.
In the first group, works [1–4] can be distinguished. The second group, in particular, is represented by the tasks of forming the timetable of
freight trains, as well as the tasks of forming freight
flows [5, 6]. One of the approaches to the formation of cargo traffic is presented in the works of
Khachatryan and Beklaryan [7–16]. These articles present macroscopic dynamic models in
which the process of organizing railway freight
transportation is the formation of freight traffic
based on the interaction of neighboring stations.
These models make it possible to predict dynamics of station congestion and flows arising on the
railway network by using a given procedure for
organizing cargo traffic. Several configurations
of sections of the railway network are considered.
The first one is an extended section of the railway
line which is characterized by an infinite number of stations in both directions, and also characterized by the absence of hub stations. This
configuration of the transport network is suitable
for describing transnational transportation (for
example, transportation along the Trans-Siberian
railway with a length of more than 9.000 km).
The second configuration defines the movement
of cargo traffic through a closed chain of stations.
The third is characterized by a finite number of
stations and determines the movement of cargo
traffic between two hub stations.
The presented work is devoted to the problem
of optimal management of a fleet of railway
freight cars. Railway transport operators are

8

faced with the task of optimal management of
a fleet of freight cars to maximize profit. Such
management is carried out, on the one hand, on
the basis of wagons’ dislocation, on the other –
on the basis of requests for the transportation
of goods. Requests are submitted by customers. Each request specifies stations of departure
and destination, the volume of cargo transported, expressed in wagons and the rate that
the customer is going to pay for each wagon of
transported cargo. In addition to the rate that
the customers pay to the transport operator for
the provision of wagons, they also pay to Russian Railways for the transportation of loaded
wagons. The costs of transporting empty wagons are covered by the transport operator. From
the entire list of requests, the transport operator selects those that are most profitable for it
to execute. Any selected requests can be completed either in full or in part. In accordance
to dislocation of wagons and the available list
of requests, creation of a wagon management
plan implies preparation of a timetable for the
movement of loaded and empty wagons, taking
into account known time standards. Thus, the
task is to find the optimal plan to manage the
fleet of freight cars for a certain period of time
(as a rule, the plan is drawn up for a month).
In [17] a multi-commodity flow model defined
on a space-time graph is presented, and an
algorithm that allows reducing it to a linear
programming problem is proposed.
The problems with a close formulation were
previously considered in [18, 19]. In these
articles, the authors focus on the methods of
numerical solution of the resulting linear programming problem. In particular, they talk
about the use of the column generation method
[20, 21] and modification of this method [22,
23], which is based on the Danzig–Wulff
decomposition [24]. A similar problem was
considered in an earlier article [25]. The model
presented in this paper was developed at the
request of one of the largest transport operators in Latin America. Its peculiarity is that
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the freight transportation plan is drawn up taking into account the previously known schedule of locomotives, whereas in this article and
in the works [18, 19], the time of movement of
cars on each of the routes is determined solely
based on the standards of the Russian Railways
(i.e., the schedule of locomotives in our case is
unknown and it is not important for us; this is
an internal matter of Russian Railways).
In contrast to these works, the authors of this
article do not focus their attention on methods
of numerical solution of linear programming
problems, but offer methods for constructing space-time graphs that serve as the basis
for setting both the objective function and the
constraints of a linear programming problem
having a smaller dimension. At the same time,
the type of the objective function and constraints does not change. Thus, in this paper,
a modification of the algorithm described in
[17] is proposed which makes it possible to significantly reduce the dimension of the model.
Before proceeding to its description, let us present the statement of the linear programming
problem itself. To do this, the following notations are going to be introduced:
N – number of stations involved in planning;

– (N N)-matrix, which elements characterize the time (in days) of movement of empty wagons from station i to station j
in accordance with Russian Railways standards
(time is rounded to a larger integer);
– (N N)-matrix, which elements
characterize the rate specified by the customer
in the request for transportation of one loaded
wagon from station i to station j;
– (N
N)-matrix, which elements characterize the number of loaded wagons specified in the corresponding request for
cargo transportation from station i to station j.
All elements of the matrix take non-negative;
– vector of dimension N, that
characterizes the initial location of wagons on
day t, the i-th element of this vector equals to
the number of wagons that arrived at station i at
time t {1, ..., T }. All values of this vector take
non-negative integer values.
Then the above linear programming problem
takes the form
(1)
subject to

T – planning horizon, measured in days; for
simplicity one month is taken as the length of
the planning horizon in this work (i.e. T = 30
or 31);
t – the discrete parameter responsible for time
is measured in days and takes values t = 1, 2,
...,T;
– (N N)-matrix, which elements
characterize the tariff set by Russian Railways
for an empty run of one wagon from station i
to station j;
– (N N)-matrix, which elements characterize the time (in days) of movement of loaded wagons from station i to station
j in accordance with Russian Railways standards (time is rounded to a larger integer);

(Aout – Ain ) K = S0,

(2)

AQ K Q,

(3)

where
K – is a vector the first part of which is responsible for freight routes, the second part corresponds to empty routes, in fact this vector is a
transportation plan;
PC – is a vector, the first part of which is
responsible for freight rates, the second part
corresponds to costs for empty rates, the product of PC T K gives a profit that transport operator gets for planning horizon;
Aout – is a matrix that takes into account the
outgoing routes from each station;

9
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Ain – is a matrix that takes into account the
incoming routes to each station;
S0 – is a vector of the initial distribution of wagons by stations and by time;
AQ – is a matrix such that the product AQ K
shows the volume in wagons that must be executed for each of the requests in accordance
with the solution K;
Q – is a vector of the volume of orders (in wagons) specified in the requests.
Constraint (2) is a balance constraint, i.e.
its implementation guarantees that in each
period the number of cars entering the station
will coincide with the number of cars leaving. The fulfillment of constraint (3) guarantees that the volume of executed cargo routes
will not exceed the volumes specified in the
requests.
The algorithm presented in [17] gives the
dimension of the problem (1)–(3) equals to TN 2,
i.e. the number of elements in the vectors K
and PC is 2TN 2. The dimension of the matrices Aout and Ain turns out to be TN 2TN, the
dimension of the matrix AQ is N 2 2TN 2, the
dimension of the vector S0 is TN, the dimension of Q is N 2.
1. Algorithms for the generation
of matrices and vectors
for the problem (1)–(3)
The most noticeable reduction in the dimension of the problem (1)–(3) can be achieved by
taking into account only freight routes in vector , the use of which will lead to partial or full
execution of orders. In other words, reducing
the dimension of the problem can be organized by removing from the vector those cargo
routes that in any case will not be involved. In
addition to vector , the corresponding transformations must be performed in all other vectors
and matrices of the problem (1)–(3) so that
they are all consistent.
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In this section, an algorithm for generating all
matrices and vectors of reduced dimension for
the problem (1)–(3) is described. In addition to
removing unnecessary cargo routes from consideration, the algorithm also provides for the
possibility of excluding empty routes selected
for any reason from the calculation.
PC, Q, S0 vectors and dynamic lists
Let us introduce new variables, routes_from_
station_cargo, routes_to_station_cargo and
routes_from_station_empty, routes_to_station_
empty, which are dynamic lists with elements
taking integer values. The elements of these
variables are responsible for the numbers of
those routes that are going to be taken into
account in the calculation. The routes_from_
station_cargo list contains numbers of outgoing
stations for each of the considered cargo routes;
routes_to_station_cargo contains the corresponding numbers of incoming stations for
the same cargo routes. Similarly, routes_from_
station_empty contains outgoing station numbers for empty routes; routes_to_station_empty
contains incoming station numbers for corresponding empty routes. If we take into account
all possible routes, as is done in [17], then the
number of elements contained in the new variables is going to be equal to N 2. However, these
variables were introduced so that fewer routes
could be taken into account, thereby reducing
the dimension of the problem.
Let us fill in the variables routes_from_station_
cargo and routes_to_station_cargo. We will take
into account only those routes that are in the
requests; therefore, if there is a request from
station i to station j, that is, Pij > 0 then add the
element i to the variable routes_from_station_
cargo on the right, and add the element j to the
variable routes_from_station_cargo on the right.
Simultaneously with each addition of elements
to the variables routes_from_station_cargo and
routes_to_station_cargo, we will compose a
vector p by sequentially adding elements Pij

BUSINESS INFORMATICS Vol. 16 No. 2 – 2022

from below, and we will also compose a vector Q by sequentially adding elements
from
below characterizing the volumes of the corresponding applications. Thus, at each iteration,
the dimension of the vectors p and Q, as well
as the variables routes_from_station_cargo and
routes_to_station_cargo increases by one.

The order of adding elements to vector corresponds to the order of adding elements to the
variables routes_from_station_empty and routes_
to_station_empty. Thus, at each iteration, the
dimension of the vector , as well as the variables routes_from_station_empty and routes_to_
station_empty increases by one.

It can be seen that the resulting vector Q
takes into account only cargo routes, and not
all possible routes, as was in [17]. Due to this,
the dimension of the vector Q is reduced from
N 2 to Ncargo.

One way to reduce the dimension due to empty
routes is to remove from consideration those
empty routes, the arrival stations in which are
not departure stations for any of the requests for
loaded routes. The idea is that there is no need
to come to such stations by empty routes, since
cars can only leave there by other empty routes,
which is unlikely to be optimal. The exception
is routes from these stations to themselves, it is
better to leave such routes in numerical calculation, since either wagons from the previous
period arrive at these stations, or they are the
final destination for some loaded routes. Here
it is necessary to make a reservation that this
method of removing empty routes from consideration is justified, provided that the time and
financial costs of empty runs from an arbitrary
station A to an arbitrary station B are always no
more than when carrying out two consecutive
empty runs from A to some station C and from
C to B. In practice, this condition is fulfilled, so
the exclusion of such double empty routes from
consideration does not lead to a deterioration in
the target indicators of the solutions obtained.

It is assumed that for each pair of stations i
and j, there can be no more than one request
from station i to station j. If there are two
requests for a pair of stations i and j from i to j,
then in this case a duplicate of station м is created, let us call it , and in the variables routes_
from_station_cargo and routes_to_station_cargo
not only i and j are added, but also and j,
respectively. In the case of two bids, the vector p
is filled with the corresponding bids in the same
sequence as the variables routes_from_station_
cargo and routes_to_station_cargo. Communication between station i and its duplicate is
instantaneous and free of charge. At the same
time, there is no back route from station i to
station . All incoming routes are directed to
station i, one can get to station only through
station i. This is done so that cyclic flows from
station i to and back do not appear in solutions. The case when there may be more than
two requests from station i to station j is not
considered in this article – this is a separate
topic, the disclosure of which we will leave for
subsequent works in this direction.

Similarly, the outes_from_station_empty and
routes_to_station_empty variables are filled with
station numbers only of those routes that were
selected according to some criteria. Simultaneously with filling in the variables routes_from_
station_empty and routes_to_station_empty,
by analogy with the vector p, a new vector is
filled by adding elements Cij from below (the
cost of an empty run from station i to station j).

Using Ncargo we denote the dimension of vector p, which coincides with the number of elements in the variables routes_from_station_
cargo and routes_to_station_cargo; using Nempty
we denote the dimension of the vector , which
also coincides with the number of elements in
the variables routes_from_station_empty and
routes_to_station_empty. In other words, Ncargo
characterizes the number of all cargo routes
corresponding to the list of requests; Ncargo
characterizes the number of all possible empty
routes that are taken into account when searching for the optimal plan.

11

BUSINESS INFORMATICS Vol. 16 No. 2 – 2022

Let us construct a vector PC of a smaller
dimension compared to a similar vector in
[17]. To do this, we perform T – 1 consecutive
concatenation of the vector p so that we get a
vector of dimension T Ncargo. Next, we also add
the vector to the resulting vector by sequential concatenation T – 1 times. Assign the
value of the resulting vector to the vector PC;
its dimension of this vector is T (Ncargo + Nempty ).
The new dimension of the problem (1)–(3) is
also equal to T (Ncargo + Nempty ). Obviously, the
elements of vector K correspond to the same
routes that correspond to both the rates and
costs of vector PC.
The algorithm for creating vector S0 described
in [17] will remain unchanged. Namely, the system of vectors (t), t {1, ...,T } is transformed
into a vector S0 by sequential concatenation of
vectors corresponding to each moment of time.
With this concatenation, the first N elements of
the new vector correspond to the vector (1),
the next N elements correspond to the vector
(2), etc. Thus, the dimension of the vector S0
equals to TN.
Ain and Aout matrices
Each of the Ain and Aout matrices consists
of two parts. The first part is responsible for
cargo routes, the second for empty ones. These
matrices are sparse matrices; any nonzero element in them takes a single value. Let us construct Aout matrix, which is responsible for outgoing routes originating from each station.
At the zero iteration, the Aout matrix is a zero
matrix of size T N T (Ncargo + Nempty ).
Let us denote by Index_cargo_out[1] a
dynamic list of indexes k {1, ..., Ncargo }, for
which routes_from_station_cargo[k] = 1 In other
words, the variable Index_cargo_out[1] contains
the numbers of those freight routes among the
first Ncargo elements of vector K, the starting
point for which is station 1. For an arbitrary
station i {1, ..., N }, the interpretation of the
variable Index_cargo_out[i] is similar.
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To account for outgoing routes from station
1 in the first time period, it is necessary for all
k Index_cargo_out[1] elements Aout [1, k] to be
assigned the value 1. To account for outgoing
routes from station 1 in the second time period,
it is necessary to assign value 1 to the elements
Aout [1 + N, k + Ncargo], k Index_cargo_out[1].
N is added to the first component of the coordinates of the Aout matrix, since the period in
the vector S0 is equal to N. In other words, the
first N elements in this vector are responsible
for N stations in the first time period, and the
next N elements are responsible for the same
N stations in the second time period, etc. Ncargo
elements are added to the second component
of coordinates of the Aout matrix, since the
period in the first part of the PC vector responsible for the rates of loaded runs is equal to
Ncargo. In other words, the first Ncargo elements
in the first part of the PC vector are responsible for routes starting in the first time period;
the next Ncargo elements are responsible for the
same routes, but starting in the second time
period, and so on. In other words, the first
Ncargo elements in the first part of the PC vector are responsible for routes starting in the
first time period; the next Ncargo elements are
responsible for the same routes, but starting in
the second time period, and so on. Continuing
this logic further, it is clear that all elements
of matrix Aout with coordinates [1 + (t – 1) N,
k + (t – 1) Ncargo], k Index_cargo_out[1] have
to be assigned to value 1. Thus, to obtain the
Aout matrix, it is necessary for each station
i {1, ..., N } to create a dynamic listIndex_
cargo_out[i] with such numbers k {1, ..., Ncargo}
for which routes_from_station_cargo[k] = i.
Further, for all i {1, ..., N } for which Index_
cargo_out[i] 0, elements of Aout matrix with
coordinates [i + (t – 1) N, k + (t – 1) Ncargo],
k Index_cargo_out[i], t {1, ...,T } have to
be assigned to value 1. The first part of the
Aout matrix responsible for cargo routes has
been formed. Similarly, the second part of
this matrix is formed, which is responsible
for empty routes. To do this, for each station
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i {1, ..., N }, other Index_empty_out[i] lists
are formed with the following numbers
k {1, ..., Nempty}, for which routes_from_station_
empty[k] = i. In other words, the variable
Index_cargo_out[i] contains the numbers of
those empty routes among the Nempty elements
of the vector K following T Ncargo elements, the
starting point for which is station i.
Further, for all i {1, ..., N } for which Index_
empty_out[i] 0, elements of Aout matrix with
coordinates [i + (t – 1) N, k + (t – 1) Nempty+
+ T Ncargo], k Index_empty_out[i], t {1, ...,T}
have to be assigned to value 1. Since the first
T Ncargo elements in vector K are responsible
for cargo routes, the rest are responsible for
empty ones. Then in the case of considering
empty routes in the second component of the
Aout matrix, there is an additional term T Ncargo.
After performing all the described operations,
the construction of the Aout matrix is completed.
At the next stage, the Ain matrix is formed. This
matrix is responsible for the incoming routes to
each station. At the zero iteration Ain matrix is
a zero matrix of size T N T (Ncargo + Nempty).
To form this matrix, we additionally need information about the travel time for each of the
routes, that is, the values of the matrices and
. Denote by Index_cargo_in[1] a dynamic list
of those indexes k {1, ..., Ncargo} of the variable
routes_to_station_cargo[k] for which routes_to_
station_cargo[k] = 1. For an arbitrary station
i {1, ..., N }, the interpretation of the variable Index_cargo_in[1] is similar. Then, in order
to account for incoming routes to station 1,
departures on which are carried out in the first
time period, elements of Ain matrix with coordinates [1 + [routes_from_station_cargo[k], 1]
N, k], k Index_cargo_in[1] have to be assigned
to value 1. Similarly, to account for incoming
routes to station 1, departures on which are
carried out in the time period t {1, ...,T},
elements of Ain matrix with coordinates [1 +
+ ( [routes_from_station_cargo[k], 1] + t – 1) N,
k + (t – 1) Ncargo], k Index_cargo_in[1] have to
be assigned to value 1.

For an arbitrary station i {1, ..., N } dynamic
variables Index_cargo_in[i] are compiled from
those indexes k {1, ..., Ncargo} of the variable
routes_to_station_cargo[k] for which routes_to_
station_cargo[k] = i. For all i {1, ..., N } for
which Index_cargo_in[i] 0, elements of Ain
matrix with coordinates [i + ( [routes_from_
station_cargo[k], i] + t – 1) N, k + (t – 1) Ncargo],
k Index_cargo_in[i], t {1, ...,T } have to be
assigned to value 1.
The first part of the Ain matrix relating to
loaded routes is constructed. It remains to construct the second part of this matrix relating to
empty routes. Denote by Index_empty_in[i] a
dynamic list of those indexes k {1, ..., Ncargo}
of the variable routes_to_station_empty[k] for
which routes_to_station_empty[k] = i. For all
stations i
{1, ..., N } for which Index_
empty_in[i] 0, elements of Ain matrix with
coordinates[i + (
[routes_from_station_
cargo[k], i] + t – 1) N, k + (t – 1) Nempty+ T Ncargo],
k Index_empty_out[i], t {1, ..., T } have to be
assigned to value 1.
AQ matrix
The AQ matrix is needed to calculate the volume of completed requests, so only loaded
routes are taken into account when calculating
this indicator. This means that in the matrix AQ,
which has dimension Ncargo T ( Ncargo +Nempty ),
the last T Nempty columns consist exclusively of
zero elements, non-zero elements are found
only in the first T Ncargo columns. At the zero
iteration, we take the zero matrix as the AQ
matrix.
Since the first T Ncargo elements of vector K
are ordered with the period Ncargo, i.e. the first
Ncargo elements are responsible for loaded routes
outgoing in the first time period, the next Ncargo
elements are responsible for the same routes
outgoing in the second time period, etc. Then
in the first row of AQ matrix T units are written,
the first of which is put on the first position, the
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next to the position Ncargo + 1, the next to the
position 2Ncargo + 1, etc. In other words, in the
first row of AQ matrix, T elements are assigned
to the unit starting from the first element and
then with the period Ncargo elements. In the next
row of the AQ matrix, the unit is also assigned
T elements with the period Ncargo, but starting
from the second element of the second row. In
the third row of the AQ matrix, the algorithm
is repeated, but the unit is assigned elements
starting from the third element of the third row.
This continues until the last line of Ncargo. As a
result, if we consider the first Ncargo rows and
the first Ncargo columns, we get a unit matrix,
if we consider the next Ncargo columns, we also
get a unit matrix, etc. If we consider the first
T Ncargo columns of the matrix AQ, we will see
T sequentially composed unit matrices of
dimension Ncargo Ncargo, the remaining columns
of the matrix are zero.
This section provides algorithms for the
construction of all components of the problem (1)–(3) – objective function and constraints. It is shown that the dimension of both
the vector of variables of the objective function and the constraint matrices is noticeably reduced. We will demonstrate this both
on a model example (several stations, a short
planning horizon) given in [17] and on a real
example (more than 1,000 stations, long planning horizon).

2. Reducing the dimensionality
of the problem on model
and real examples
Here is a statement of the model example from [17]. The number of stations is 4
(N = 4), the planning horizon is 3 days (T = 3).
The list of received requests consists of five
items, which are shown in Table 1.
Based on the list of requests, it is necessary to
make two matrices – a matrix of rates P, the
elements of which are written in conventional
units, and a matrix of request volumes :

Next, we will give the travel time of both loaded
and empty routes in the form of the values of
the matrices
and :

Recall that the diagonal elements of the
matrix
are equal to one. This is due to the
fact that if the cars need to be left at the station
until the next day, then this is equivalent to the
Table 1.

List of requests for cargo transportation in the model example
No.

Departure station

Destination station

Volume of requests
(in wagons)

Rate
(in conditional units)

1

1

3

3

2.9

2

2

1

5

1.1

3

2

3

4

2.3

4

3

2

7

1.9

5

3

4

6

2.1
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fact that they are, as it were, sent from this station to itself on a one-day run.
The values of the Russian Railways tariffs
for empty runs, as well as the rates expressed
in conventional units, are characterized by the
values of the elements of the matrix C:

As part of this task, it is assumed that cars can
stay at stations until the next day for free, so the
diagonal elements of the matrix C are zero.
The initial distribution of wagons is characterized by the following vectors:

During the period t = 3, the wagons do not
arrive, which is equivalent to the zero vector
.
Dimension of the problem
The dimension of the problem presented
in [17] is 2TN 2 = 96. We calculate dimension
when solving the same problem using the algorithm presented in this paper. The proposed algorithm gives the dimension T (Ncargo + Nempty ).
Therefore, in order to calculate it, it is necessary to know the values of the parameters Ncargo
and Nempty. To determine Nempty, it is necessary to
understand which empty routes are planned to
be included in the calculation, which are not.
We exclude from consideration those empty
routes, the arrival stations in which are not
departure stations for any loaded runs from clients’ requests. There is one such station and
this is station four. We will remove from consideration all empty routes in which the des-

tination is station 4. We will leave only the
route from 4 to 4 (the car remains at the station until the next period). It turns out that
empty routes from 1 to 4, from 2 to 4 and from
3 to 4 are removed from consideration. We get
that Nempty = N 2 — 3 = 13. As for Ncargo, its value
is equal to the number of requests, i.e. in our
case Ncargo = 5. Thus, the dimension when using
the new algorithm turns out to be equal to
T (Ncargo + Nempty ) = 54. It turns out that specifically for this example the dimension of the
problem has decreased by about 44%. Separately, we note that in practice, empty routes
can be excluded from the calculation for other
reasons, for example, empty routes can be
ignored, the tariff for which is higher than a certain threshold value. Therefore, in real problems, it is possible to achieve an even greater
reduction in dimension compared to 2TN 2.
As an example, we can consider the problem of finding the optimal plan which was
solved in practice for N = 1126 stations, with
a planning period of T = 30 days and the
number of requests for cargo transportation
equal to 1616. The dimension of the problem
when solving it by the algorithm from [17] is
TN 2 = 76072560. To determine the dimension of the problem, which is obtained using
the algorithm presented in this paper, one
needs to calculate Ncargo and Nempty. Obviously,
Ncargo = 1616, which corresponds to the number
of requests. To calculate Nempty, it is necessary
to remove from consideration all empty routes
in the direction to stations that do not appear
in requests as departure stations. In addition,
empty routes with tariffs exceeding 50 000
rubles are removed from consideration. As a
result, the number of empty routes that should
be taken into account in the calculation equals
to Nempty = 82058, i.e. approximately 6.5% of
all possible empty routes take part in calculation; the number of all empty routes is equal
to N 2 = 1267877. As a result, the dimension
of the problem is equal to T (Ncargo + Nempty ) =
= 2510220, i.e. it decreases by about 30 times.
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Linear programming
One can write out the linear programming
problem (1)–(3) for the model example. To
do this, we determine the values of the matrices Ain, Aout and AQ, as well as the vectors PC,
S0, Q. After that, we solve this problem and
compare the resulting solution with the solution from [17].
Dynamic
listsroutes_from_station_cargo,
routes_to_station_cargo and routes_from_station_
empty, routes_to_station_empty are the following:
routes_from_station_cargo = {1, 2, 2, 3, 3},
routes_to_station_cargo = {3, 1, 3, 2, 4},
routes_from_station_empty = {1, 1, 1, 2, 2, 2, 3, 3, 3,
4, 4, 4, 4},
routes_to_station_empty = {1, 2, 3, 1, 2, 3, 1, 2, 3,
1, 2, 3, 4}.
One can make up the vectors p and c:
p = (2.9 1.1 2.3 1.9 2.1)T
c = (0 1.9 1.3 1.2 0 1.8 1.1 1.2 0 1.3 1.5
1.2 0)T.
The PC vector is obtained by sequential concatenation of the resulting vectors:
PC = (pT, pT, pT, cT, cT, cT)T.
Vector Q, which is responsible for the volume
of requests, takes the following form:
Q = (3 5 4 7 6)T.
The vector S0, which characterizes the initial
distribution of wagons by time and by stations,
takes the form:
S0 = (0 2 1 3 5 0 0 1 0 0 0 0)T
We get the matrices Ain, Aout and AQ. Since
these matrices are sparse matrices, and
nonzero elements can only take single values,
therefore, as in [17], one can write these matrices in a sparse format, specifying the coordinates of the elements taking value 1. Let us
write out the coordinates of unit elements of
AQ matrix, the dimension of which is equal to
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Ncargo T ( Ncargo +Nempty ) = 5 54 (hereafter the
numbering of rows and columns begins with
one):
(1, 1), (2, 2), (3, 3), (3, 4), (4, 5), (1, 6), (2, 7),
(3, 8), (4, 9), (5, 10), (1, 11), (2, 12), (3, 13), (4,
14), (5, 15).
Coordinates of unit elements of Ain matrix are
the following:
(7, 1), (5, 2), (11, 3), (10, 4), (12, 5), (11, 6),
(9, 7), (5, 16), (6, 17), (7, 18), (5, 19), (6, 20),
(7, 21), (5, 22), (6, 23), (7, 24), (5, 25), (10, 26),
(7, 27), (8, 28), (9, 29), (10, 30), (11, 31), (9, 32),
(10, 33), (11, 34), (9, 35), (10, 36), (10, 37),
(9, 38), (11, 40), (12, 41).
The list of coordinates of the unit elements
of Aoumatrix:
(1, 1), (2, 2), (2, 3), (3, 4), (3, 5), (5, 6), (6, 7),
(6, 8), (7, 9), (7, 10), (9, 11), (10, 12), (10, 13),
(11, 14), (11, 15), (1, 16), (1, 17), (1, 18),
(2, 19), (2, 20), (2, 21), (3, 22), (3, 23), (3, 24),
(4, 25), (4, 26), (4, 27), (4, 28), (5, 29), (5, 30),
(5, 31), (6, 32), (6, 33), (6, 34), (7, 35), (7, 36),
(7, 37), (8, 38), (8, 39), (8, 40), (8, 41), (9, 42),
(9, 43), (9, 44), (10, 45), (10, 46), (10, 47),
(11, 48), (11, 50), (12, 51), (12, 52), (12, 53),
(12, 54).
The dimension of the matrices Ain and Aou is
T N T (Ncargo +Nempty ) = 12 54.
Let us write out the solution that was obtained
by using MatLab. Since vector K, consisting of
T (Ncargo + Nempty ) = 54 elements, also mainly
consists of zero elements, we write out values
of only non-zero elements:
K3 = 2; K4 = 1; K6 = 3; K13 = 2; K14 = 4; K15 = 6;
K26 = 1; K28 = 2; K31 = 2; K40 = 3.
One can write out the same solution in a
more understandable format of matrices K1(t)
and K2(t), which are (N N)-matrices. Elements of these matrixes characterize the number of loaded (K1(t)) and empty (K2(t)) wagons sent from station i to station j at the time
t {1, ...,T }.
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If we compare the obtained solution with the
solution from [17], it is clear that they differ,
but the values of the target functional expressing the final profit are the same. Thus, the
comparison of solutions to the same problem
shows that the problem has at least two different solutions.
Conclusion

Graphically, this solution is shown in Fig. 1.
The width of each lane in this picture characterizes the number of wagons sent in a given
direction.
The target value of profit, calculated according to the rule PC T K, is equal to 32.3.

This article is a continuation of the work
[17]. It presents a modified algorithm for solving the problem of optimal management of a
fleet of freight cars. The essence of the proposed approach is to exclude from the calculation those loaded or empty routes about which
it is known in advance that they either will not
be involved in the final solution or the probability of these routes appearing in the solution is estimated as very low. The model example presented in the paper shows that the use of

Station 1

Previous
departures

Station 2

Station 3
Station 4

Day 1

Station 4

Station 2

Day 2

Arrivals from previous monyh

Arrivals in
the next time
window

Day 3
Loaded runs

Empty runs

Fig. 1. Schematic representation of the resulting solution.
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the modified algorithm leads to a reduction in
dimension by about 44%. In practice, as a rule,
there is a much more noticeable decrease in
dimensionality, in particular because the exclusion of an even larger number of empty routes
from the calculation due to additional features
(for example, to exclude too expensive, too long
empty routes). So, in the problem mentioned
in the previous section, which was solved on the
basis of real data, the use of an improved algorithm leads to a thirty-fold reduction in dimension compared to the algorithm from [17].
Separately, we note that the potential of methods that allow us to significantly reduce the
dimension for transport problems has not been
fully exhausted. It can be shown that the spacetime graph that is being constructed within the
framework of the presented approach can be
reduced even more without loss in the quality of
final solutions (reducing the space-time graph
will obviously lead to a decrease in the dimension of the transport problem). To do this, one
can divide all stations into three categories. The
first category includes stations to which wagons
arrive from the previous period and which do
not participate in requests for cargo transportation either as departure stations or as destination stations. The second category includes
stations that appear in the requests as destination stations, but not as departure ones, and the
third category includes the remaining stations,
that is, the stations indicated in the requests as
departure ones. For the first category of stations,
one can build outgoing empty routes exclusively
for those days in which cars arrive from previous period (previous month) only to stations
of the third category. In other words, as soon as
wagons get to these stations, they are immediately sent by an empty run to the stations from
which requests for cargo transportation can be
executed. For stations of the second category,
incoming empty routes are not built, but only
outgoing empty routes are built in stations of the
third category. For stations of the third category,
a full-fledged space-time graph with incom-
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ing and outgoing empty routes is being built.
The description of the specified algorithm may
become the subject of one of the following articles in this direction. Reducing the space-time
graph, and hence the dimension of the transport problem, can be achieved by other more
subtle methods. For example, when constructing a space-time graph for stations of the second
and third types, it is possible to additionally take
into account from what earliest moment in time
wagons may begin to appear in these stations and
not to build a graph for the corresponding stations until this moment of model time. In this
case, in the struggle to reduce the dimension, the
only payment is an even greater complication of
the algorithms for the formation of matrices and
vectors for the problem (1)–(3), which in turn
increases the probability of errors when creating
such algorithms.
In addition to efforts to further optimize algorithms for the formation of matrices and vectors,
another direction for the development of this
type of tasks is modernization of the formulation
of the optimal management problem of the fleet
of freight cars in order to take into account more
restrictions. In the current version, the transport problem is of exclusively scientific interest,
but not practical in any way. For railway transport operators, who are the main customers of
such models, it is important to be able to take
into account a sufficiently large number of factors, among which is the possibility to take into
account various types of wagons, the prohibition
for some types of wagons to enter certain territories, accounting of sediment stations, restrictions on the minimum or maximum number of
wagons that must move in the specified directions during the planning horizon etc. The study
of the problems described above may be the subject of future research.
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Abstract
Today, the economy is undergoing a digital transformation. Its key barriers are a lack of
qualified personnel, competencies and knowledge, as well as internal resistance in organizations.
It can be overcome through quality staff development and training. An urgent problem is to build a
personalized learning path. Modern research is aimed at the implementation of recommendation
systems in order to select relevant material. However, these recommendations are based on digital
traces; the student’s full personal profile, as well as organizational values are not considered. This
study aims is to create an intelligent guide that would accompany an employee throughout his life
in the organization, involving him in the learning process according to a personalized path based
on a complex personal profile and reactions to educational material, training soft and hard skills
in accordance with the values of the organization and the employee. Methods of system analysis,
system engineering, psychodiagnostic research (the DISC model, Rowe’s “Decision-making Style”
methodology, Honey and Mumford’s method of determining activity styles, psychotype test),
software design and artificial intelligence (matrix factorization and neural networks) were used in
*
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this study. The study was conducted on a unique database collected as part of its implementation and
consisting of educational tasks for soft skills development, plus data on their implementation by users
with different soft skills profiles. An intelligent guide model has been developed and implemented as
a software component for an enterprise management system. The basis consists of psychodiagnostic
modules, organizational management, training and recommendations. The intelligence of the
system we developed allows you to qualitatively form a personalized learning path that will involve
an employee not only in the learning and development process, but also in achieving organizational
goals. The organization receives T-shaped specialists who have a proactive position and are capable
of self-organization by investing in the development of employees. The results of this study can
be used by enterprises not only at the organizational level, but also through broadcasting in the
education system to form an education ecosystem in accordance with the requirements of innovative
development of a given region’s economy.
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Introduction

T

oday, the economy is undergoing a
digital transformation. This is a revolutionary process of transforming
an organization’s business model, not only by
using digital technologies, but also by introducing fundamental organizational changes in
technology, culture, operations and the principles of creating new products.
The connecting link between the integration
of deep organizational transformations and
new technologies are people – employees with
their knowledge, skills and values. According
to Deloitte Consulting LLC, 53% of organizations already understand that in the current
conditions from 50 to 100% of their employees
should acquire new skills and abilities [1].
Organizations are created by people with
their value system’s investment in the structure
being created. An employee who comes to an
organization at a certain stage of the life cycle
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does not realize what is happening, because
he or she does not know what happened, and
does not guess what will happen. In view of
this, the urgent task is the development of personnel, taking into account the points of contact between the values of the employee and the
organization.
Activities’ digitalization generates an increase
in data volume that requires further processing.
It is data that underlies digital transformation,
being the lifeblood of the transition process to
the digital economy.
Already in 2020, according to Data Age
Report, about 51 zettabytes of information
were generated by mankind, and by 2025 this
data volume will increase almost 3.5 times and
amount to 175 zettabytes [2]. This shows the
trend of digital data exponential growth.
The users’ activity recorded by various
devices represents their digital traces. Today,
digital footprints occupy a significant part of
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the big data cloud. Their key direction is to
extract information about the preferences of
potential customers and offer products which
they will be interested in, that is, increasing
sales [3].
However, the information extracted from
digital traces can be used not only in external
interactions, but also in the internal activities of
the company. Modern companies are increasingly using data to increase employee engagement in achieving and separating goals, that is,
to increase the productivity of both employees and organizational processes, thereby creating new sources for their competitive advantage [4].
Thus, recommendation systems are an integral part of the major market players today. The
recommendation system is a complex of algorithms, programs and services designed to form
relevant recommendations to users regarding
the object of information search [5].
Many studies note [6–8] that it is possible
to overcome the key barriers of digital transformation in the form of a shortage of qualified personnel, competencies and knowledge,
as well as internal resistance in organizations
[9–10] by creating a system of training and
staff development. This system is based on the
formation of a personalized learning path [11]
relying on the values of the organization and
the employee and relevant educational material, in other words, on those objects, actions,
tasks, which the employee will perform with
increased interest and, as a result, with maximum efficiency.
In the education field, the use of information
systems based on recommendations is designed
to solve one of the student’s main problems –
choosing educational material. Often such
material is training programs and educational
courses. When selecting educational material
in such systems, the student’s personal characteristics are usually not taken into account,
but his preferences are used [12]. Recently,

researchers have begun to actively study using
personal characteristics in educational recommendations. For example, the use of information about the learning style and emotional
reactions [13]. Moreover, the issue of the recommendation systems used in online learning
is increasingly rising in the research [14].
Thus, this study’s purpose is to create an
intelligent guide which would accompany an
employee throughout his life in the organization, involving him in the learning process
according to a personalized path based on data
on the personal profile and reactions to educational material, training soft and hard skills in
accordance with the values of the organization
and the employee.
1. An intelligent system
of personnel training
and development concept
The principles of system engineering provided the basis for the intelligent guide development for the employees’ growth and training. The requirements’ collection of interested
parties to the system was being developed as the
breakaway point in the creation of an intelligent guide.
As the result of analyzing the requirements,
it was revealed that the modular architecture of
the system will not only take into account all
the stakeholders’ requirements, but also differentiate access to various functions depending
on the positions held. The modular architecture proposed for implementation in accordance with the identified requirements is shown
in Fig. 1.
A database was created using the MySQL
database management system to implement
the intelligent guide and support the work of
the proposed modules.
The diagnostic module’s main task is the
formation of a digital profile of an employee,
which will make it possible to take into account
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Fig. 1. Intelligent guide model.

all the characteristics of the individual and will
become the basis for effective training and
development.
Modern trends are such that organizations
are increasingly focusing on supra-professional
skills or so-called soft skills, which are much
more difficult to reproduce with the help of
digital transformation tools and which underlie the ongoing changes [15]. Soft skills are the
basis for the effective development of professional skills or so-called hard skills.
Thus, it was proposed to form a digital profile
of an employee, consisting not only of personal
data (gender, age, education, position, work
experience), but also revealing the levels of
development of employee soft skills in demand
in the labor market in the digital economy.
Comprehensive automated diagnostics were
developed to determine the level of proficiency
in one or another soft skill (Fig. 2). The DISC
model, Rowe’s “Decision-making Style”
methodology, Honey and Mumford’s method
of determining activity styles, and a psychotype
test were used as diagnostic material. These
methods reveal the psychoemotional characteristics of a person in 16 projections with their
respective competencies.
The organizational management module is
designed to fix organizational values through
formation of job profiles. First of all, an organ-
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izational structure is created through this
module. After that, the head of the structural
unit determines the points of the critical and
desired profile of the employee for each position under consideration, in accordance with
the labor functionality and labor actions, as
well as the supra-professional skills designated
on the basis of organizational values.
Thus, having compiled a position profile for
each element of the organizational structure,
a comprehensive profile of the organization
is formed which reflects all the features of its
activities.
The educational process organization is the
basis of the training module. Users in the framework of soft skills development perform unique
educational tasks (Fig. 3). For each task, the
user evaluates how much he liked the task, its
effectiveness and complexity. Thus, a data set
is formed which characterizes the educational
tasks’ performance by users and is used in the
future to form relevant recommendations.
The recommendations module is designed to
form a personalized learning path in accordance with the values of the employee and the
organization and to select the most relevant
educational material for the employee.
It is possible to determine the soft skills
directions’ development of an employee within
the interests of the organization if there is an
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Fig. 2. Diagnostic module.

employee and position profile. However, as
mentioned earlier, it is necessary to synchronize the values of the employee and the organization. So it is also necessary to determine
the desired development directions for the
employee. Within the framework, an employee
development needs questionnaire depending
on his value orientations has been developed.

The next step is the direct selection of relevant educational material using a recommendation system. To select an algorithm for its
operation, a study was conducted on technologies such as machine learning based on matrix
factorization and a neural network.

After the diagnostics, employee is asked to
answer a list of questions to form the desired
employee profile and determine the competencies that he would like to develop

2.1. Problem Statement

The overlapping of the obtained profiles on
each other makes it possible to visualize the
level of competencies’ expression and to identify the directions of an employee’s personal
development in accordance with the needs of
the organization, all of which leads to the formation of their common development path.

2. Computational experiment

There are many users U = {u1, u2, ... , un} and
many educational tasks T = {t1, t2, ... , tm}.
The V
matrix contains the scores assigned
by users to educational tasks. There will be a
number in place vij (i 1, ... n, j 1 ... m) if the ui
user has evaluated the task tj and is empty otherwise.
It is required to find a vector containing the
user’s already known estimates vij , as well as the
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Fig.3. Training module.

expected ones . Based on the obtained vector,
you need to rank the list of educational tasks T
for the ui user.

♦♦

matrix, which contains both latent user
characteristics and explicit ones (gender,
education, work experience and user profile
values consisting of 16 parameters);

2.2. Machine learning
based on matrix factorization

♦♦

matrix, which is characterized educational tasks.

Matrix factorization implies decomposition
of the original matrix into a product of two
matrices of small rank. The user’s interaction
with the object is modeled as a scalar product
of the vectors of user’s imagine and the object
in the factor space. Factorization models work
effectively with highly sparse matrices [16–18].
Let us imagine the evaluation matrix V as a
product of two matrices:
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Let us fill in the latent characteristics of the W
and H matrices with random variables based on
the law of uniform distribution on the interval
.
Next, we will solve the minimization problem:
(1)
where is the matrix obtained by approximation from W and H;
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,

– algorithm parameters.

Each algorithm’s iteration for finding a solution to minimize the error consists of the following steps:
1. Fix the H matrix.
2. Find the error

, j 1, ..., n.

3. Find new values
where p 1, ..., k;

,

– regularization parameter;
– learning rate.
4. Fix the W matrix.
5. Find the error

.

6. Find new values
where p 1, ..., k;

,

– regularization parameter;
– learning rate.
When solving the problem experimentally,
the rank of the matrices W and H k = 40 was
found. This value is a boundary value for a
given case in which the root-mean-square
and absolute error of solving the factorization
problem are optimal. With a value of k > 40,
the advantage is not traced as a result, and the

calculation time increases. Conversely, with a
value of k < 40, too rough an approximation is
obtained.
Based on the test results (Table 1), with an
increase in the learning rate from 0.005 to 0.03,
there is an improvement in the results (a decrease
in error, an increase in prediction accuracy). At
the value = 0.04, the results are usually equivalent to the results at = 0.03 or worse. With the
number of iterations 20 ( = 0.03), high accuracy of factorization is already observed on the
given samples. Based on these results, we use
the following parameters for the algorithm:
= 0.03; the number of iterations is 20.
With an increase in the amount of data
received and a decrease in the sparsity of data,
it may be necessary to increase the number of
iterations. The control of the number of iterations was automated by testing after the end of
factorization and comparing the accuracy of the
prediction with the previous testing. As the prediction accuracy decreases, the number of iterations increases. Otherwise the number of iterations remains the same. Another alternative is to
set the permissible accuracy of factorization, at
which the algorithm should be stopped.
Table 1.

Speed and factorization errors (n = 14000)
Iterations’ number

20

40

60

0.005

0.01

0.02

0.03

0.04

absolute average

0.197

0.119

0.064

0.05

0.048

the quadratic mean

0.24

0.09

0.013

0.007

0.0064

time, sec.

6

6

5

5

5

absolute average

0.113

0.057

0.028

0.02

0.022

the quadratic mean

0.082

0.013

0.002

0.001

0.001

time, sec.

11

10

10

11

11

absolute average

0.075

0.03

0.017

0.014

0.014

the quadratic mean

0.03

0.003

0.0009

0.0006

0.0006

time, sec.

16

15

16

15

15
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One of the main tasks in the construction of
recommendation systems is to solve the problem of ‘cold’ start [19]. It occurs when new elements appear in the system: whether it is a user
or preference objects.
In the problem under consideration, two variants of cold start of users can be distinguished:
the user did not perform the educational tasks;
the user performed the educational tasks, but
the factorization task was solved before his registration; that is to say, there are no user factors
in the system.
Let us consider the first case. Nothing is
known about the user’s preferences. We know
only about his profile. It is some vector which
is formed from the values of gender, seniority,
position. If the user has passed the test, then
the vector will also have a soft skills profile of
16 components.
The problem of cold start in this case is proposed to be solved using cosine similarity. To
do this, there is a cosine between the new user
and each existing user. It is ranked in descending order, and the user to whom the maximum
cosine corresponds is selected. As a result,
recommendations are formed for a new user
already based on the similarity of the user
found through the cosine:
(2)
In the second case, the problem is proposed
to be decided by solving the factorization problem for a specific user. In this case, the W and V
matrices will take the form of row vectors. The
problem factors H matrix will be fixed, and the
search for values will be performed only for
the W vector-string. The search algorithm is
reduced to a special case: i = 1, and the steps of
the matrix factorization algorithm from the 4th
to the 6th are excluded.
We also need to note the ‘cold’ start problem
for educational tasks. At the current stage of
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the study, tasks for which there are no factors
are randomly offered to users.
To assess the quality of predictions, the set of
V estimates was divided into samples for Vtrain
training and Vtest testing. The model was tested
with the following quantitative characteristics:
♦♦Users’ number: 303;
♦♦Task’s number: 11726;
♦♦Task’s number completed by users: 17733;
♦♦Training sample: 75%;
♦♦Test sample: 25%;
♦♦Matrices’ rank: 40;
♦♦Factorization steps: 20;
♦♦Range of original matrix’ values: 0–10 (normalized data).
The V matrix is very sparse; most of the cells
are not filled (more than 95% of the cells).
When evaluating the performance of the
model, three types of approximation were carried out: for efficiency, complexity and preferences. Four cases were considered:
Using only latent factors (marked as FREE
on graphs);
Using fixed user factors along with latent
(soft skills profile, gender, position, education;
designated as UV);
Using fixed task factors along with latent ones
(the average values of performance indicators,
complexity and preferences set by users, the
level of complexity, the orientation of tasks to
competencies, are designated as TV);

Using fixed factors, users and tasks (designated as UV+TV).
Fifty factorizations were carried out on random data for each case. Then these data were
averaged. The testing also took into account
the cold start of users based on cosine similarity. The cold start of tasks was not taken into
account in testing.
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Fig. 4. Error in predicting preference using
factorization on percentage intervals.
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Fig. 5. Error in predicting preference using
factorization on discrete values [0; 1].
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Fig. 6. Error in predicting preference using
cosine similarity on percentage intervals.

Fig. 7. Error in predicting preference using
cosine similarity on discrete quantities [0; 1].

The data for the preference prediction error
are presented in Fig. 4–7. The data for the
efficiency prediction error are presented in
Fig. 8–11.

The fixed factors’ use mainly worsens
the result, as can be seen from the graphs
(Fig. 4–11). This may be due to the small size
of the data set.
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Fig. 9. Error in predicting efficiency using
factorization on discrete quantities [1; 5].
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Fig. 10. Error in predicting efficiency using
cosine similarity on percentage intervals.

Fig. 11. Error in predicting efficiency using
cosine similarity on percentage intervals
and on discrete quantities [1; 5].

2.3. Neural network

solving a wide range of tasks in various fields of
activity [21].

A neural network is a computational structure assembled into computational elements’
network created in the likeness of a biological
neuron [20]. Neural networks are capable of

30

0

To solve this problem, such neural network
architectures as a convolutional neural network [22] and a multilayer perceptron accord-
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ing to Rumelhart [23] were considered. The
latter proved to be the most effective. In addition, a convolutional neural network requires
more data and training time.

est accuracy: two hidden layers (the first layer –
64 neurons, the second layer – 128 neurons),
the size of the batch – 32, the number of
epochs – 20.

Two methods were investigated: encoding
words with a unique number and embedding
words (Word2Vec) to vectorize the educational
task [24]. Encoding words with a unique number is faster, but it does not allow you to record
any relationships between words, as well as the
similarity of words.

The neural network results and the prediction accuracy are presented in Table 2.

Using the Word2Vec model for word embedding allows you to capture subtle relationships
between words, but requires a large amount of
data for training and is a lengthy process. Due
to the absence of the need for constant vectorization of educational tasks, but only when
replenishing the database of educational tasks,
the Word2Vec model was used.
The input layer of the neural network has
one neuron, which receives a vector containing
data about the user and tasks.
The activation function ‘ReLU’ is activated
on the hidden layers, the activation function ‘Sigmoid’ is activated on the output layer,
which allows you to amplify weak signals and is
not saturated by strong signals [25].
During training and testing the neural network, a data set consisting of 16 862 vectors
containing data about users and tasks was used.
The data were divided into training and test
samples in the proportion of 80/20.
On the studied data set, the neural network
with the following topology showed the great-

To construct a vector, the network is launched
as many times as the values are contained in
the database of educational tasks. Thus, after
all iterations, a vector is formed on the basis
of which it is possible to select the most preferred tasks for the user.
3. A comparison
of Artificial Intelligence
technologies
Two approaches to the formation of recommendations were considered: neural network
and machine learning based on matrix factorization. Both approaches have both advantages
and disadvantages.
As opposed to vectors fed to the neural
network input, the factor matrix consists of
unique user vectors that contain latent features
that are not taken into account by the neural
network. The neural network, in turn, relies
only on a given known user vector consisting
of parameters laid down by the researcher. It
allows us to talk about a more personalized
approach when using matrix factorization.
The neural network also requires the mandatory availability of not only all data about the
user, but also their correctness. When using
machine learning based on matrix factorizaTable 2.

Neural network results
Preference

Complexity

Effectiveness

Standard deviation

0.056

0.102

0.098

Accuracy, %

93.31

68.79

61.0
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tion, you can make recommendations after
several evaluations without having any more
information.

tion has been carried out in the form of a software component for the enterprise management system.

The matrix factorization’s disadvantage is a
cold start, when the user has not yet evaluated
any tasks, and he needs to give recommendations. However, this problem is solved very
quickly using the method described earlier.

The new competencies’ development will
lead to the expansion of the employee’s profile and ability to perform new tasks in the area
of interest, thereby obtaining a high-quality
result. The organization, in turn, will receive
new opportunities for development in the
market and rapid adaptation to changing conditions. Thus, by investing in employee development, the organization receives T-shaped
specialists with a proactive position and capable of self-organization. This directly leads to
the realization of the potentials of both the
employee and the organization.

Despite the fact that the researchers were
faced with the task of ranking, it was necessary
to compare the work of these methods according to three criteria: preferences (binary value),
complexity (discrete [1; 4]) and efficiency (discrete [1; 5]). The comparison results are presented in Table 3.
As can be seen from Table 3, on discrete values, the accuracy of neural network predictions
decreases compared to matrix factorization.
Based on the above, the researchers decided
to use machine learning based on matrix factorization as the core of the recommendation
module.
Conclusion
The problem of low adaptability of management in the conditions of digital transformation was considered in this article. Within the
research framework, a model of an employee’s intelligent guide has been developed. This
model allows us to level this problem due to
the qualitative development of the employee’s competence profile, taking into account
the value orientations of the employee and
the organization. The model’s implementa-

The intelligent guide has a modular architecture, which is due to the interdisciplinarity and novelty of the research, as well as
the simplicity of implementing the received
developments into real management practice. This approach made it possible to conduct qualitative research in two projections:
the development of comprehensive automated soft skills diagnostics of an employee’s
profile and relevant filling of an individual
educational path with educational material
using artificial intelligence, and then to combine the results into a single system for training and staff development.
In the proposed approach artificial intelligence is expressed by machine learning using
matrix factorization. Such intelligence allows
you to qualitatively select educational material
which will be interesting to the employee from
his personal positions and maximally involve
Table 3.

Accuracy of artificial intelligence technologies’ predictions
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Preference

Complexity

Effectiveness

Neural network

93.3%

68.8

61%

Matrix factorization

93.1%

76.4

62.4%
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him not only in the learning and development
process, but also in achieving organizational
goals.

considering downtime not as a loss, but as an
opportunity for the development and training
of employees.

The proposed database structure allows you
to collect digital traces of users describing biographical characteristics, skills and level of
their proficiency at a certain stage of development, the history of choosing and completing
educational tasks, and further use of the collected data as the basis for the work of the recommendations module and the formation of
personalized proposals.

The developed software component can be
used by enterprises not only at the organizational level, but also through broadcasting in
the education system. On the one hand, enterprises will be able to reduce staff downtime,
expand the personal competence profile of
employees, and increase the growth of the production potential of both employees and enterprises in the market. On the other hand, educational institutions will be able to train highly
qualified personnel within the framework of
orientation to the values of the market and the
values of students with the formation of individual educational trajectories. Such cooperation will make it possible to form an education
ecosystem in accordance with the requirements of innovative development of a region’s
economy.

The interdisciplinarity and novelty of the
research also determine the variability of its
development. As part of further research, it is
planned to integrate the software component
into the enterprise’s business process management system. This is supposed to predict
the time when the labor resource is not loaded
and offer educational tasks to fill it. It will be
the basis of a fundamentally new approach to
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Abstract
With the digitalization of the economy, the creative component of an organization’s activities
increases. Standard business process management methods stop working due to the rise in uncertainty
of the task solution time. Currently, there are no effective technologies for managing intellectual
activity processes in organizations. The role of collective intelligence technologies for knowledge
management in organizations has long been discussed in the literature, but there are still no concrete
proposals on implementation. This work aims to show how collective technologies can solve
the problems of managing business processes of intellectual activity. The possibility of collective
intelligence technologies for increasing labor productivity is demonstrated. Models for distributing
tasks by competencies and synergy from collaboration are proposed for this demonstration. The paper
shows that competencies are the primary metric that can be used to measure work with knowledge in
an organization. But they should also be considered when organizing group activities. A simple model
example shows that the correct distribution of tasks by competencies allows you to increase the speed
of solving tasks by a group by several times. In real cases, calculations using computing resources
are necessary. A model is also proposed that demonstrates increasing the joint activity of a creative
employee and an analyst. It is shown that business process management should be supplemented by
mapping the competence model and group work options to the stages of business processes. This will
allow you to manage the business processes of intellectual activity.
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Introduction

O

rganizations that have passed or are
undergoing a stage of digital transformation are starting to compete in
the innovation market. To do this, they need
to create new products and services on a much
larger scale than before. In the pre-digital era,
the departments involved in the introduction
of innovations were few, but they coped with
their work. Today, many technologists, developers and managers are involved in the creation of innovative products. That is why DevOps
and BizOps technologies are becoming popular,
involving the creation of a continuous pipeline
from the development of new products (Dev –
Development) to their commissioning (Ops –
Operations) and back, or even starting with
ideas generated by business (Biz – Business).
In this regard, the share of employees of such
organizations engaged in creative intellectual
activity increases by a multiple. It is no coincidence that industries at the center of the “digital
vortex” are the main consumer of creative personnel today, and they feel “hunger” in them.
However, not only problems with the labor
market arise during the transition to a knowledge society. Increasing the share of crea-

Stage 1

tive activity requires a radical revision of
approaches to business process management.
Let us show this with a simple example. Figure 1
shows a simple business process consisting of
four stages. For each stage of the business process, graphs of the probability of its execution
in time are given, where the value “1” means
execution. The condition that the entire business process will be manageable is that each
stage must be completed on time. Usually, even
a little more time is laid on the execution so
that it is highly likely to be executed. Moreover, the execution time is standardized, and
according to such normatives, it is possible to
accurately predict when the business process
will be executed. For example, in car services,
both the labor intensity and the time of order
execution are calculated in this way. The entire
business process management system in the
organization is built on the fulfilment of this
rather obvious condition.
However, if the business process concerns
creative activity, the end time of the stages will
be unpredictable. The stage may end much earlier than the allotted time, or it may end much
later. Figure 2 shows the probability densities
of completing the stages in the case of creative
activity.

Stage 2

Stage 3
Stage 4

1
0.8
0.6
0.4
0.2
0

1
0.8
0.6
0.4
0.2
0

1
0.8
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0.4
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0
1
0.8
0.6
0.4
0.2
0

Fig. 1. Diagram of the business process and the probability of completion of stages on time in normal activities.
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Fig. 2. The scheme of the business process and the probability of execution of stages in creative activity.

In fact, such a business process will be
unmanageable, since the probabilities that the
stages will not be completed on time will multiply, and the end time of the entire process
will become unpredictable. You can, of course,
significantly increase the time for each of the
stages, but then the efficiency of the business
process will be excessively low and employees will be idle most of the time. When innovation departments were small, they were simply taken out of the framework of the business
process management system and set goals with
indefinite deadlines. In the case when innovation units are integrated into common business
processes, as is the case today with companies
caught in the center of digital transformation,
business process management systems will not
work. Collective intelligence technologies and
a competency-based approach to process management should help solve this problem.
1. From knowledge management
to competence management
In [1] it is shown that the analogue of a commodity in the knowledge economy will not be
knowledge itself, but the ability of people to
operate with knowledge, i.e., their competence
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[2]. Unlike knowledge, the cost of competencies is proportional to the cost price, i.e., the
costs necessary for human education. If the
part of the costs of teachers can be attributed to
several students (which means that such costs
can be reduced), then the time resources of the
student himself are not replicated, and in the
future, they will probably determine a significant share of the cost of training. Moreover,
investments in competencies are quite marketbased and give the same return as investments
in the production of goods and services. For
example, according to economists, one year of
study increases the salary by 10% on average.
This, in turn, means that total investment in
human competencies will be more profitable as
we move to the knowledge economy.
Due to the special role of competencies in
the innovation economy, studies of the possibility of building competence management systems, organizing creative activities, measuring and increasing the value of human capital
become relevant [3]. Currently, only personnel
accounting information systems have become
widespread, but the market is already growing
demand for such subject-oriented information
systems as Talent management, Career Devel-
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opment Planning, Competence Management,
etc. Competence management as a concept first
appeared in the field of education 40 years ago
[4], but it became widespread in business later
[5]. Darnton [6] formulated the main components of the competence management process, to which he attributed: the relationship of
employee competencies with the strategy and
objectives of the enterprise, the conditions for
the development of competencies, their classification, development planning and competence control. Competence management is part
of the general knowledge management system
(Knowledge Management System, KMS) [7],
if by knowledge we mean explicit and implicit
knowledge. For the first time to highlight “tacit”
or implicit knowledge (tacit knowledge) back
in 1958, Polani [8, p. 23] proposed, referring to
them the knowledge that a person has beyond
what he can say. In relation to knowledge in an
organization, Nonaka and Takeuchi [9] used
the term “implicit knowledge” in their book
“The company that creates knowledge”, calling it more often “unformalized” knowledge:
“Unformalized knowledge (or “implicit”) is
personal and dependent on the situation and
therefore difficult to formalize and disseminate” [9, p. 84]. Competencies include implicit
knowledge, and, unlike knowledge, are measurable. Since it is possible to talk about managing
something only if the object of management is
measurable, the concept of competence management makes sense in contrast to knowledge
management. However, you can still use the
term of knowledge management, meaning by it
is the management of people’s competencies for
the creation and use of knowledge.
2. Technologies
of collective intelligence
The competence approach plays a special role
in the technologies of collective intelligence.
The concept of collective intelligence has a
broad interpretation, and in one form or another
(wisdom of the crowd, collective intelligence,

etc.) it can be found in scientific literature dating back many hundreds of years ago [10]. The
term Collective Intelligence itself was apparently
first introduced by David Wexler, the creator of
the so-called Wexler intelligence assessment
scales. Wexler [11, p. 906] argued that collective
intelligence arises only when group members use
common intellectual resources in their activities. Many works were devoted to the possibilities of collective creative activity at the end of the
last century. Let us note as an example the book
by the Fischer spouses [12] “Distributed minds:
Achieving high productivity through the collective intelligence of working groups”, which
discusses approaches to the collectivization of
knowledge in organizations. Nevertheless, the
problems of collective intelligence received the
most attention only with the development of the
Internet [13]. It was the era of the Internet that
was marked by a strong interest in the problems
of collective intelligence.
At the end of the last century, Canadian publicist Levy [14] published a book entitled “Collective intelligence: Mankind’s emerging world
in cyberspace”, in which he called for creating a society where cyber technologies have a
humanizing influence and contribute to the
emergence of “collective intelligence.” Heylighen (author of the book “The global superorganism: An evolutionary-cybernetic model
of the emerging network society” [15]) wrote
that it is very important to learn how to use network communications to increase “collective
intelligence” in such a way that group intelligence exceeds the sum of the intelligences
of group members [16, p. 92]. Researchers of
collective intelligence pay special attention to
the Wikipedia project. For example, American scientists from Carnegie Mellon University have identified the relationship between
the complexity of Wikipedia content and the
competence of the editors of this project [17].
Horost [18, p. 251], who generally views all
network resources as a global brain with memory, nodes and synapses, wrote about Wikipe-
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dia as a collective knowledge base: “Wikipedia
is distinguished by its “intelligence,” which it
develops through collective consciousness and
content editing. And again, we see the total
sum of many individual judgments about what
is important and what is not… The resulting
knowledge differs from PageRank, but both
resources complement each other perfectly. In
combination, they form, as it were, the incipient frontal lobes, the hippocampus and a kind
of long-term memory Network”.
Zettsu and Kiyoki [19] wrote the fact that collective intelligence technologies are one of the
tools for knowledge management on the Internet. In [20], it was generally proposed to consider
all social networks as a knowledge infrastructure (knoware) of collective intelligence. The
authors introduce such concepts as a “supernet
of knowledge,” which includes media networks,
user networks and knowledge networks. A group
led by Malone [21] conducts many studies on
the topic of collective intelligence at the Massachusetts Institute of Technology in the USA.
Scientists of this group are studying various ways
of applying collective intelligence technologies,
both for organizing global network projects and
for improving business efficiency. Such works
as [22, 23] are devoted to the use of collective
intelligence technologies as special information
systems of enterprises. In [24], collective intelligence technologies were considered as technologies for improving the efficiency of human
activity by analogy with the use of business
intelligence tools.
In [25] Malone and his colleagues proposed a
classification, which they called the “genome”
of collective intelligence. However, in fact, this
classification did not reveal the features of collective intelligence technologies, but simply
allowed ranking all global network projects.
Many researchers, following Malone, also do
not distinguish between crowdsourcing technologies and technologies of collective intelligence [26, 27]. However, there is another point
of view. So Gruber [28, p. 4], describing crowd-
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sourcing technologies and social networks,
writes that they can only claim to be called a
“collection of intelligences, but they are not a
single collective intelligence, since they do not
support group thinking.
There is currently no consensus on what
collective intelligence technologies should
include. This study supports and develops the
point of view that collective intelligence technologies are tools and systems “that unite into
groups the necessary number of people who
have their own individual goals but organized
in such a way that the overall intelligence and
effectiveness of the group increases” [29, p.
219]. Within the framework of this approach,
it is possible to define collective intelligence
technologies as a special form of “information
technologies that contribute to the collective
solution of intellectual and creative tasks using
network communications” [10].
3. The role of competencies
in collective intelligence technologies
Let us look at some examples that show the
effectiveness of collective intelligence technologies in organizing creative activities. The first
thing that such technologies allow – due to the
correct consideration of competencies in the
distribution of tasks that the group solves – is
to significantly speed up their solution. Let us
assume that we have a group of four employees
with different competencies (let there be 6 of
them), which indicate the probability of solving
a problem for this competence (this is how the
human intelligence index, IQ, is usually measured). For simplicity, let these probabilities be
either 0 (there is no competence) or 1 (competence allows you to solve the problem with
probability 1). Then the range of competencies
of such a group can be described by a rectangular matrix shown in Fig. 3a. The first employee
uniquely solves the tasks of the first two and
fourth competencies, the second – from the
third to the fifth, etc.
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Fig. 3. Competence matrix (a), group distribution matrix (b).

Let this group also solve problems collected
in four sets of six competencies each. And let
us assume that these tasks are distributed evenly
among the participants (Fig. 3b). With such
assumptions, the tasks will be solved only if the
solvers have similar competencies – the results of
the work are shown in the row under the matrix
in Fig. 3b. It can be seen that on average the participants of such a group will solve three tasks.
However, if we distribute the tasks among the
participants in a different way (see the group distribution matrix in Fig. 4b), keeping the load
on each participant – six tasks, we can ensure
that each of the participants solves all six tasks.
That is to say, the productivity of the group will
be twice as high and simply due to the correct
selection of competencies. It is the finding of a
group (or collaborative) distribution matrix that
is necessary when organizing work within the
framework of collective intelligence technology.
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In the case when a larger number of employees participate in the group, and the probability of their solving problems differs from
0 or 1, numerical calculations must be carried out, while the difference in productivity
may be even higher. The algorithm for organizing group work based on the calculation of
the collaborative matrix is an analogue of the
division of labor, but for intellectual activity. It is clear that it is difficult to accurately
measure the probability of solving certain
tasks, but it is possible to assess the speed of
their solution by one or another specialist.
The correct division of the overall task into
subtasks and the correct selection of personnel facilitates the effective use of intellectual
resources. In the current practice of conducting complex scientific research, managers are
still carrying out such a distribution, relying
only on intuition.
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Fig. 4. Competence matrix (a), heterogeneous group distribution matrix (b).
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4. Synergy in collective
intelligence

ideas and the phase of their concretization;
joint work is necessary.

The division of people by technical competencies is not the only condition for the effectiveness of collective intellectual activity. It is
important to properly organize joint work on
one task, or synergy, which considers creative
and analytical competencies. The division of
experts into analysts and “idea generators” is
an important component of the brainstorming method. Altshuller [30, p. 10] in his book
“The invention algorithm” describes this
method proposed by the American journalist
Alex Osborne at the end of the 1930s: “There
are people who are good at “generating”
ideas, but do not cope well with their analysis.
And vice versa: some people are more inclined
to critically analyse ideas than to “generate”
them. Osborne decided to separate these processes. Let one group, having received a task,
only put forward ideas, even the most fantastic ones. Let the other group only analyze the
ideas put forward”. Even though the “generation” of ideas and their analysis can be considered different competencies, it is especially
necessary to take them into account when
organizing intellectual activity, since one task
cannot be divided into the phase of developing

To understand how the synergy effect is
achieved when a creative participant (“generator” of ideas) and an analyst interact, we can
use model probability density functions for
solving a problem. If we assume that the time
for solving the problem is the same for both
specialists (and is equal to 10), the probabilities of their solving the problem will look something like as shown in Fig. 5, where Fi is the
probability of solving the problem by the “generator” of ideas, and Fa is the analyst. An expert
analyst is unlikely to solve the problem ahead of
time t = 6, and almost certainly will solve it by
time t = 14, while an expert with creative competencies will solve the problem only by time
t = 20, but it is likely that he can solve the problem even with small values of t.
The distribution function can be interpreted
not only as the probability density of solving the
problem, but also as the percentage of task completion. Of course, a separate task can either be
completely solved, or it will not be solved. But
in some cases, a partial solution of the problem
makes real sense – for example, when performing some research, when one scientist can conduct only part of the research and another can

Problem Solving Probability
1
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Fa

0.8
0.6
0.4
0.2
0
0
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Time (t)

Fig. 5. Probabilities of solving the problem by the “generator” of ideas and the analyst.
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finish it. This interpretation of the distribution
function allows us to simulate a situation when
two specialists are working on a task at once, and
one is an analyst, and the second is a “generator”
of ideas. When transferring a task to each other,
its volume (or probability) should not change.
Mathematically, this means that the probability
function of the joint solution of the problem (in
the case of transferring the problem from one to
another) must be continuous.
The continuity of the probability function of
the joint solution of the problem is quite obvious,
but only this property does not allow us to determine the moment when it is possible to transfer
the task to another participant. It is possible to
formulate a hypothesis that when transferring a
task from one participant to another, equality is
necessary not only for the volume of the solved
problem, but also for the dynamics of its solution. There is no evidence of this hypothesis yet,
but there are empirical facts that partially confirm its validity. So, in [31], students’ collaboration was studied in work which was carried out
remotely using network tools (blogs, wiki, etc.),
and it was shown that students participate in collaboration with great success when the style of
problem solving (skills, knowledge, goals and
plans) of their partners is closer and clearer to

them. This hypothesis means that the collaborative probability function of a joint solution must
be not only continuous, but also smooth (continuous in the first derivative or continuous for
the probability density function).
The “generator” of ideas considers possible
solutions to the problem faster than the analyst, since he does not check them immediately. At a certain point in time (let us denote
it ), the volume of the problem solved by him,
and the speed of the solution may turn out to
be equal to how an analyst would solve it, but
much later, at the moment of time . If at this
moment you transfer the task from the “generator” of ideas to the analyst, the overall solution
of the problem will be reduced by an amount
( a – i). In a sense, this transfer of the solution
from the “generator” of the idea to the analyst
models “insight” in the group solution of the
problem. Thanks to this “insight,” the probability distribution shifts along the time axis
to the left – depicted by the “Collab” line in
Fig. 6. With the selected distribution parameters, the time value will be as follows:
7.8,
and
1.8, and, consequently, the time to solve
the problem can be reduced by an amount equal
to 6, i.e., the average time to solve the problem
is reduced by more than half (t = 10).
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Fig. 6. Solving the problem as a result of collaboration.
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Note that the creative specialist who “generates” ideas participates in solving the problem less time than the analyst (in the above
case, more than four times). This suggests that
for the effective use of collaboration in creative activity, it is advisable to use one “generator” of ideas to work with several analysts. The
practice of managerial activity, in which the
role of a creative specialist is often played by
the head of the department, confirms this –
employees, of whom there are always several,
bring the ideas expressed by one manager to a
complete form.
Thus, the technologies of collective intelligence, in addition to the technical competencies of group activity, should take into account
the ability to be an analyst or a “generator” of
ideas, and such abilities can change places in
a person depending on the field of knowledge.
A person engaged in intellectual activity alone
is forced to play both roles, often postponing
research in order to look at it from the other
side later. It is not difficult to understand that
such an approach will always lose out to teamwork, if, of course, the abilities and competencies of a person are taken into account when
collaborating. When organizing scientific or
research activities, it is very important to take
into account how the participant solves problems – as a “generator” of ideas, or as an analyst, in order to integrate it more effectively into
teamwork.
It can be shown (using a similar probabilistic
approach) that synergy is manifested not only at
the initial stage of solving the problem, but also
at its completion. For example, when preparing research reports, different research participants often read the same text, reviewing and
making their corrections. This is not because
the competence of the author writing the text
is less than the competence of the reviewers –
a look from the outside allows you to better see
the shortcomings. In addition, the labor costs
for the examination, as a rule, are an order of
magnitude less than the labor costs for prepar-
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ing the initial document, which allows you to
attract several people with different competencies and experience to work at once. The division of group work participants into those who
create a document and those who review it is
the basis of the method of evolutionary coordination [32] and can be used in the activities
of various organizations requiring intellectual
work, including the search for solutions [33].
5. Accounting for competencies
and collaboration
in business processes
The technologies described above make it
possible to solve the problem of business processes in which creative intellectual activity
plays the main role. It is necessary, on the one
hand, to consider the competencies of the participants in the process, and on the other hand,
to organize joint work on solving problems. In
fact, we are talking about mapping the model
(classifier) of competencies and group activity
options into the stages of the business process.
Figure 7 shows an example of such mapping.
Collective intelligence technologies are a link
between information systems that automate the
organization’s business processes and employees of the organization who not only have certain competencies, but also solve group tasks.
In normal activities, when a small number of
standard competencies are needed to participate in a business process, an employee of the
organization is selected in such a way that his
competencies correspond to the business process, possibly after appropriate training. When
it comes to intellectual activity, the number
of necessary competencies increases significantly, and they relate not only to the professional field, but also to organizational, creative
abilities, which are not easy (and in some cases
impossible) to teach. At the same time, group
work becomes an important element, and it
cannot be ignored in the management of business processes.
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Stage 1

Stage 2

Competency 1

Stage 3

Stage 4

Competency 2
Competency 3
Competency 4
Competency 5
Fig. 7. Mapping of the competence model to the business process, considering group activities.

A person’s competencies must necessarily be evaluated in the process of real activity,
and the assessment should not serve to punish
or reward employees, but to more accurately
distribute them in creative work and for training. As business processes are implemented,
the quality of information about employee
competencies also increases. The relationship
between competencies and business processes,
in fact, is the relationship between implicit
and explicit knowledge in the organization. It
is in this connection that we should talk about
effective knowledge management. The task
of collective intelligence technologies is precisely to maximize the use of human intellectual capital when working with explicit knowledge or with the organizational capital of the
company.
Collective intelligence technologies are finding more and more applications in various fields
today. For example, the paper [34] explores the
possibility of using collective intelligence technologies in online MOOC communities. The
authors have shown that in educational com-

munities, as they develop, the role of facilitators (undergraduates, teachers) decreases and
the role of interaction with peers increases. The
work [35] is devoted to the study of the possibility of using collective intelligence technologies in predictive analysis. Many studies are
devoted to the possibilities of collective intelligence technologies in the organization of scientific [36] and expert [37] activities.
The role of competencies and the need to
develop technologies for managing them in
the new economy is not yet sufficiently understood. This is partly because there is no theoretical basis for human intellectual activity
management technologies. At business forums
today, the need for human capital development
is increasingly being discussed since innovation is becoming one of the main activities of
the company, but so far scientific research concerns the subject as a whole, and not specific
technologies.
Deming [38, p. 87], who promoted idea of
cooperation for the effective organization of
corporate work, cited the orchestra as a refer-
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ence example: “Musicians do not play solo,
but listen attentively to each other. They gather
to support each other… Thus, each of the 140
musicians of the Royal Philharmonic Society
in London supports the other 139 colleagues.
The sound of the orchestra is evaluated by listeners; in this case, the role is played not by
the fame of the performers, but by what they
get as a result”. Unlike musicians listening to
the sound of colleagues, the integration of professionals in the field of intellectual activity
is facilitated by electronic communications,
which allows us to talk about the creation of a
single network mind.
Conclusion
Thus, it can be said that it is the technologies
of collective intelligence, based on a competence-based approach and taking into account
the synergy from group work that will make it
possible to manage business processes in conditions of creative activity, which is increasingly
in demand by organizations. South Korean
schools have been teaching children for a long
time, seating them around round tables. This
is done intentionally to teach schoolchildren

to group work from childhood. As companies’ activities become more and more creative, it is group work, considering the specific
competencies and organizational characteristics of employees that will be able to reduce
the uncertainty in completing tasks. Business
process management based on collective intelligence technologies will require the introduction of a competence-based approach, and the
measurement of competencies will need to be
carried out continuously within the framework of feedback. The measurement of competencies will allow you to adjust the business
process management system to changing conditions, change or retrain employees. Organizations that will be the first to establish such
business process management systems will gain
competitive advantages in the field of innovative development.
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Abstract
Reducing the technogenic impact of human activity on the ecology of the planet is a problem that
is increasingly moving from a theoretical category into a practical one. The environmental situation
is serious and requires more attention. One of the significant factors of the negative impact of humans
on their environment is the emissions of harmful substances that occur during the production of
electricity. The technical development of humanity and the widespread introduction of information
technologies are characterized by an explosive growth in the number of electronic devices and the
amount of data transmitted over information networks. This contributes to an increase in the need
for computing resources for storing and processing this data, and as a result, the need for electricity is
also increasing. Over the past 15–20 years, computing equipment has increased its computing power
many times. The number of servers in operation is currently estimated at many millions of units,
and the total energy consumption of the server park is becoming very significant in the structure of
energy costs in all developed countries. In this article, we will analyze a way to reduce energy costs
in the operation of servers and data centers, the application of which has a high potential for saving
energy. We will give an example of a new way to evaluate the efficiency of IT equipment using a new
factor – the server idle coefficient (SIC).
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Introduction

T

he development of global (international) and regional (at the level of
certain countries) social networks,
Internet services, and the widespread introduction of information technologies in all sectors
of the economy lead to the need to increase the
efficiency of the use of computing resources.
Currently, this is expressed in the consolidation of server equipment in specialized places
of operation – data processing centers, which
allows us to reduce costs due to the deep optimization of power supply and cooling of server
equipment, as well as in the development and
production of servers with improved characteristics in terms of power consumption and computing power.
Modern data centers that use innovative ways
of power distribution and cooling are already
approaching the theoretical limits of energy
efficiency. Further technological developments
in the engineering systems of data processing
centers will slightly increase energy efficiency
[1], while significantly increasing their cost.
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On the one hand, according to the available studies [2], it can be concluded that, e.g.
in the UK, approximately 10% of total electricity production is consumed by commercial
and government data centers and IT systems
located in them.
On the other hand, modern servers have come
close to the limits of compactness and energy
efficiency. The current “silicon” technological
basis will not provide a significant reduction in
energy consumption with comparable computing power in the near future.
And, despite the active development in recent
decades of so-called “green” energy – that is,
energy that uses alternative energy sources to
traditional ones, operating on oil, extracted
natural gas and coal, traditional energy sources
during combustion emit carbon dioxide into
the atmosphere, which leads to an increase of
the greenhouse effect and global warming.
Currently, more than two-thirds of the
energy sources in world production are traditional ones that cause significant harm to the
environment (Fig. 1) [3].
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Consolidation of IT resources improves efficiency both by optimizing maintenance costs
and by reducing costs associated with power
supply and subsequent additional cooling costs.
The emergence of a new industry – data centers – is a logical development of the IT industry as a whole.
A modern data processing center (DPC) is a
high-tech enterprise that provides continuous
and reliable power supply to servers. The main
resource that is managed, distributed and supplied by the data center is electricity, the efficiency of which determines the overall efficiency of the data center in particular and the
IT industry as a whole.
Understanding the existing limitations
pushes researchers around the world to look
for new ways to reduce energy costs in the IT
industry.
In the work of a data center, two of the most
significant consumers of electricity can be distinguished: server equipment and auxiliary
engineering systems (air conditioning, power
distribution and uninterruptible power supply, etc.). For each type of consumer there are
various energy efficiency metrics that, to one
degree or another, make it possible to give a
qualitative or quantitative assessment of each
of the consumers. However, the authors of this
article are not aware of a single metric that
would allow both of them to be comprehensively combined and make it possible to assess
the impact on the final energy efficiency of the
data center operation.
That is why it becomes important to create
a single metric that would allow us to evaluate the efficiency of using electricity in a data
center when performing calculations, regardless of which processor the server uses, or what
cooling technologies are used in the data center
[1, 2].
However, the task of measuring server energy
efficiency is not as simple as it seems at first
glance.

1. Current energy
efficiency indicators
The efficiency of a data center, in terms of
energy costs for maintaining the operation of
server equipment, is evaluated by using the
power usage effectiveness (PUE) coefficient [4].
This coefficient appeared in 2007 and has firmly
entered the everyday life of specialists. It allows
you to instantly assess the energy efficiency of
a data center as an object of engineering infrastructure.
PUE is calculated as the ratio of the total
data center energy consumption (including all
energy costs, both IT and support costs) to the
energy costs of the data center server equipment, i.e. PUE shows how much electricity the
data center consumes to ensure that the server
equipment works properly:
, where

(1)

Ptotal – the total amount of energy consumed by
the data center;
PIT – the amount of energy consumed by all IT
equipment in the data center in the same time.
According to the Uptime Institute data, the
PUE coefficient decreased sharply from 2006
to 2013 [5], however, after 2013, the PUE coefficient remains approximately at the same level
(Fig. 2) and fluctuates at the level of 1.5–1.7.
Each watt of electricity consumed by the server
is associated with energy costs for its “delivery”:
transmission, conversion, cooling, lighting, etc.
Currently, this additional cost required to keep
the server up and running is 0.5 to 0.8 watts for
every watt the server consumes.
In the professional environment such an
effect is called a cascading effect (Fig. 3).
At the moment, it is not expected that the
energy efficiency of the data center can be significantly improved. Individual data center
projects show phenomenally low PUE values
of 1.06–1.1. However, it should be noted that
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Another component of energy costs, which
has a high weight in total energy consumption,
lies directly in the IT equipment.
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Almost since the advent of the first computers, there has been a relentless struggle to
reduce the size and power consumption of
computers. And in this area amazing results
have been achieved. For example, you can look
at the results achieved by AMD [8]. Over the
past six years, AMD has improved the power
efficiency of its mobile processors by 31.7x
(Fig. 4).
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Fig. 2. Decrease in the dynamics
of improving the energy efficiency
of data centers [5].

31.7 x

such values are achieved under very limited
conditions, while using harsh, complex and
interdependent operating conditions of engineering systems [6] and IT equipment. In most
cases they are difficult to achieve or practically
unrealizable [7].
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Fig. 3. Cascading effect.
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We observe an interesting effect here. In the
last 15–20 years, the average power consumption of the processor itself and the computer
(server) as a whole has been decreasing insignificantly, and the processor performance,
i.e., computer (server) is growing significantly.
Formally speaking, the computer processor
becomes much more energy efficient, because
the performance of one operation requires significantly less energy than was required before.
And, arguing in this vein, it can be assumed
that in this case, the overall energy consumption of the IT industry and the data center
industry should be reduced, which is a favorable factor for reducing resource consumption.
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However, this does not happen. The main
reason, in our opinion, lies in the fact that
all the increase in processor performance is
“spent” on meeting the needs of society in
the best possible way, for example, making
video content of better quality, delivering this
content to the user more quickly, generating
new content, attracting new users, creating
new IT services that are increasingly using
neural networks, built in their turn also on
server clusters, etc.
So far, we do not see that there is any limit
to this “arms race,” but at the same time, can
we find ways to reduce energy consumption
which will be less dependent on the abovementioned drivers that generate demand for
IT services?
2. Energy management
Based on the data given in the article [1], we
can take as a basis the energy distribution in the
average server, shown in Table 1.
The table shows that the main consumer is
the server processor – this is almost 64% of the
total server power consumption. At the same
time, it is also known that, on average, depending on the nature of the calculations performed, server processors are busy with useful

work from 2 to 30 percent of the time [9, 10].
From this, we can conclude that while the processor consumes a significant part of the energy
in the server, in fact the processor most of the
time does not perform useful work.
For server manufacturers and other participants in the IT industry, this fact is not a secret,
and in order to minimize energy losses during
server downtime, as well as to reduce the risk
of processor overheating and the occurrence
of negative effects in semiconductors (tunnel
effect), they have been building special server
management systems into server management
systems for a long time: algorithms and methods for managing energy saving which allow
you to flexibly configure the operation of all
elements of the server (processor, RAM, permanent memory, video card, etc.) and thereby
reduce unproductive losses of the server as
a whole. Research in the direction of how to
make server energy management systems more
efficient is ongoing.
Examples of such studies include:
♦♦Berkeley laboratory study: Comparing server
energy use and efficiency using small sample
sizes (comparison of energy consumption
and efficiency of servers on the example of
servers of typical sizes of small format) [11];
Table 1.

Distribution of energy costs in the server
Component

Consumption, W

Consumption, %

Processor

115

63.89%

RAM

15

8.33%

Hard disks

2

13.33%

Network communication

5

2.78%

Cooling

8.87

4.93%

Power supply

11.13

6.18%

Other energy costs

1

0.56%
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♦♦Report at the international conference on
high-performance computing, data transfer, storage and analysis: Energy-aware data
transfer algorithms (energy-saving data
transfer algorithms) [12];
♦♦Report at the 9th International Conference
on Applied Energy: Development of a simple power consumption model of information
technology (IT) equipment for building simulation (development of a simple power consumption model of information technology
(IT) equipment for building simulation) [13].
And in the future, we will see new generations
of servers and telecommunications equipment
which, thanks to technologies created on the
basis of such research, will have better characteristics than today.
As the main areas that would improve energy
efficiency, the following can be distinguished:
♦♦measurement of energy consumption;
♦♦control of energy consumption;
♦♦energy management.
3. New trends in efficiency
As we noted earlier, the energy efficiency of a
server depends on how much it is loaded with
useful work, performing calculations.
There are many different metrics for measuring the energy efficiency of computing. The
simplest metric is the measurement of the
amount of energy expended to produce a floating-point calculation [14].
For personal computers, the SPEC metric is
widespread [15]. This calculates the amount of
energy spent on performing typical actions on a
computer running different operating systems.
Energy Star (an organization under the Environmental Protection Agency EPA, USA) has
developed a whole program for measuring efficiency – SERT [16], including the measurement of power consumption in the production
of various operations.
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SUN Microsystems proposed the SWAP
(space, wattage and performance) metric [17].
However, all the metrics mentioned above
have one common drawback, namely, the need
to determine the performance of the server. For
the SWAP metric, useful work is determined
directly by indicating the complex actions performed. For the SPEC metric, performance is
determined by the performance of known programs. For SERT, this is the performance of
specialized software execution.
And these restrictions significantly narrow
the possibilities of using such metrics, which in
their turn does not make it possible to extend
this or that technique to all types and types of
servers and computing.
But on the part of society, represented by the
state, there is a serious request for the search
and implementation of new mechanisms and
technologies that allow additional energy savings when using servers.
And in this sense, the state performs a very
important function, namely, it sets rules and
standards, sets metrics, or boundary values,
the achievement of which becomes mandatory,
thereby stimulating the industries involved in
the search for new solutions and their implementation in technologies and equipment.
A widespread example of energy efficiency
improvement in the world is the introduction
of energy efficiency classes in industrial and
household electrical equipment, as well as the
establishment of control dates when restrictions begin to operate, or a complete ban on
the circulation of equipment with low energy
efficiency indicators, as introduced in Russia
in the form of a state industry standard (GOST)
[18], or on the example of the provisions of the
EU Commission [2, 19].
Another illustrative example of the implementation of an energy efficiency program is
the LEAP program (Lower Energy Acceleration Program) – the program for the develop-
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ment of lower energy consumption [20]. This
program is an initiative run by the Dutch government and is part of such an EU program.
Within the framework of this program, studies are carried out aimed at finding areas where
significant improvements are possible in terms
of energy efficiency.
In particular, the report prepared by Certios and WCoolIT by order of the Netherlands Enterprise Agency (Netherlands Industrial Agency) is very interesting. The report is
called “LEAP Track 1 “Powermanagement”
Pilot analysis” – LEAP Stage 1 Pilot analysis
of energy saving [9].
Before proceeding directly to such metric as
the server idle coefficient (SIC), it will be useful to describe the criteria used in calculating
the metric.
The authors of the SIC metric do not claim
to define performance or useful work. However, the operation of any computing device is
characterized by the performance of “parasitic
calculations” (for the processor – the NOOP
instruction). From the authors’ point of view,
any computational action is useful, regardless
of what kind of calculation is performed and
how “useful” it is to the consumer. Nevertheless, most of the time, the processor does not
perform computational operations, but is in
standby mode, in which the NOOP instruction
is executed. The energy expended to perform
this operation is considered a direct waste.
The idea of the study was to try to understand
how efficiently the processor time is used, how
much they affect the energy savings implemented in the hardware of servers or operating systems, the ability to manage energy savings, and also whether it is possible to present
the actual energy efficiency of the server in an
equally understandable way for all kinds.
For the study, statistics were taken from a
pool of servers operating with a real load and
different profiles of the load itself. We tested
all the main power saving modes built into

servers and some operating systems in various
load modes.
The data obtained was analyzed and presented in a very visual way, demonstrating the
real situation with the energy consumption of
these servers. Figure 5 shows the dependence
of energy consumption depending on the load
on the server. An example of server operation
with power management enabled is given. The
direct dependence of power consumption on
processor load is clearly visible. We also see
that this server has explicit maximums and
minimums of the payload on the processor
associated with the specifics of the applications running on this server.
The energy efficiency assessment was performed using a methodology to measure server
processor uptime and idle time, which correlated with energy monitoring data at these
points in time.
In this case, the SIC coefficient was proposed
as the final server efficiency coefficient – the
server idle coefficient.
,

(2)

,

(3)

where
Etotal – total energy consumed by the server;
Eidle – energy consumed by the server during
idle time.
Indicator (2) is interpreted by analogy with
the PUE coefficient, i.e., the closer the value
is to one, the more energy the server spends on
useful work out of the total amount of energy
spent.
The indicator (3) is the percentage of power
consumption when the server was idle to the
total amount of power spent. That is, the closer
this indicator is to 100%, the less time this
server performs useful work.
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Fig. 5. Graphs of the dependence of the consumed energy of the processor on the load [9].

The study noted that:
♦♦SIC % indicators in different groups of servers varied from 34% to 91%;
♦♦there is a gap in the knowledge of the technical staff responsible for the operation of servers about the role of virtualization in power
supply management;
♦♦there are still strong prejudices regarding a
significant decrease in the performance of
systems configured to use dynamic power
saving modes;
♦♦most server cluster operators do not have
any clear rules and policies regarding server
power management. And where these policies exist, they most often override in favor
of maximum server performance.
The obtained research data show a very high
potential for reducing inefficient energy consumption.
As a practical example, we can analyze the
data presented in Fig. 6.
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Graphs of Fig. 6 shows data on the server
processor load and its power consumption in
two operating modes: the upper graph is the
high-performance mode; the lower graph is
the power saving mode under the control of the
server operating system.
The received data was processed and presented in the total values of the energy consumed in different modes and the SIC was calculated for the power saving mode enabled:
♦♦total energy consumption for the period:
24.5 kW;
♦♦total energy spent during idle periods:
8.43 kW;
♦♦Average CPU idle time: 60.4%.
Using formulas (2, 3), the SIC coefficient
is calculated as a percentage and as a ratio of
the amount of total energy spent to the energy
spent on computing needs:
SIC% = 8.43/24.4 = 34.4%;
SIC = 1.5;
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Fig. 6. Server load and different power saving modes [9].

and in power saving off mode:
♦♦SIC% = CPU idle time % = 60.4%
♦♦SIC = 2.53.
Thus, the SIC coefficient gives a visual representation of the efficiency of the server.
This approach seems to be interesting and
promising, as it allows you to evaluate the
efficiency of server hardware without reference to its real energy consumption parameters. This makes it possible to evaluate the
effectiveness of the complex: server – software – clustering – dynamic load management.

The development of this approach will certainly require a deeper study and the development of a unified methodology and data
extraction mechanisms for the evaluation and
subsequent interpretation of the data obtained.
4. Evaluation
of the practical benefits
of using the server
downtime factor
Improving the idle factor value is possible
in two ways. The first direction is to improve
the scheduling of instruction execution by the
operating system and software. That is pos-
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sible, for example, due to better distribution
of calculations between servers. The aim to
increase the useful time of computing power
is the task for developers of information systems and software.
The second direction – reducing the power
consumption of server equipment in the
absence of calculations – is a task for developers of processors and server equipment.
It can be argued that the widespread introduction of the SIC metric makes it possible to
create a single basic environment for a comparable and reliable assessment of the efficiency of modern servers, which, in combination with government regulation, will give
a great incentive to software developers to
increase the payload of computer processors
and to equipment developers to increase the
energy efficiency of their devices.
The SIC coefficient also makes it possible
to apply new methods for the practical implementation of energy efficiency programs in
data centers with minimal investment costs
for the implementation of such practices.
Switching to server power monitoring using
the SIC coefficient allows you to perform
these procedures in real time, without spending resources on costly and time-consuming
measurements of the PUE coefficient or its
derivatives.
Automated SIC background calculation
on each server and aggregation into a single
analysis system can make it possible to almost
instantly identify server hardware that is being
used inefficiently.
Based on the cautious estimates of the
authors of the study [9] in the possibility
of energy savings of at least 10% for highly
loaded servers when switching to dynamic
server power management, we estimate the
amount of potential energy savings for a small
typical data center with the following characteristics:
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Total number of servers in operation: 2 000
pcs.;
Average power consumption per server:
200 W;
Influence of cascade effect (PUE coefficient)
data center: 1.7.
Suppose that, as a result of controlling the
SIC coefficient, we managed to reduce the
power consumption of one server by 10% on
average, we will get:
Psavings = 200 (W) · 10% = 20 (W) –
for one server;
Taking into account the total number of servers, equal to 2000, we get:
Ptotal savings IT = 20 (W) · 2000 = 40 (kW) –
for total IT load,
Thus, we see that the seemingly insignificant
20 W savings in power consumption per server
on the scale of our example, in the amount of
2000 servers, allow us to obtain a total reduction in electrical power consumption in the
amount of 40 kW.
Taking into account the PUE coefficient, we
get:
Ptotal savings = 40 (kW) · 1.7 = 68 (kW) –
for data center,
Reducing the power consumption of auxiliary
engineering systems necessary for the normal
functioning of the servers adds another 28 kW
of electrical energy to the overall savings.
Below we will move from consumed electricity measured in
to consumed electricity
measured in
and calculate the amount
of electrical energy savings per month:
Ptotal savings = 68 (kW) · 720 (hours) =
= 48 960 (
),
where 720 hours – is the average number of
hours per month.
Next, we calculate the amount of electricity
savings per year:
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Ptotal savings = 68 (kW) · 8640 (hours) =
= 587 250 (kW·h),
where 8 640 hours – is the average number of
hours per year.
If we assume that in Moscow the cost of
one kWh of electricity in 2021 is 7.11 rubles,
then for the year we will get a total savings
in cash:
Stotal savings = 587 250 (kW·h) · 7.11 (rub.) =
= 4175 (mln rub.).
The given example of a data center, in comparison with the giants of the industry, has a
small capacity, about 700 kW, but this example
clearly shows what potential there is in reducing the overall energy consumption of data
centers and the IT industry.
Conclusion
This article discusses the issue of the main
trends in the field of increasing the efficiency
of using electricity in the operation of server
clusters and systems.
The energy efficiency of the calculations
performed at the level of individual devices,
based on the number of operations per unit
of power, and the reduction in operational

losses of engineering systems of data centers [21] are the main driver for improving
the energy efficiency of the IT industry as a
whole.
It is shown that a 10% reduction in energy
consumption on servers reduces the required
power from 700 to 632 kW and provides significant savings in the cost of paying for consumed
electricity.
It is necessary to pay close attention to new
ways of improving the energy efficiency of the
IT industry, namely of changing approaches
to managing server systems. Combining single devices – servers into clusters and systems
with simultaneous management of processor
capacity loading, as well as dynamic management of the power supply of server elements,
in addition to the main ways to increase energy
efficiency, provides another powerful tool for
management and control.
The introduction into practice of new
methods for evaluating the efficiency of
server hardware, such as the server idle coefficient (SIC), can give a qualitatively new
assessment of the efficiency of calculations,
regardless of how energy-efficient the server
processor is by itself.
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Abstract
This article is devoted to aspects associated with the up-coming need for mass implementation
of neural networks in the modern society. On the one hand, the latter will fully expand the
capabilities of state institutions and society delegated to perform numerous tasks with higher
efficiency. However, a significant threat to democratic institutions obliges society to set out
the concept of reliable artificial intelligence (AI). The authors explore a new concept of a
trusted AI necessary for the scientific and international community to counter improper future
digital penetration. Explaining to what extent digital transformation is mandatory, the authors
emphasize the numerous dangers associated with the applications of artificial intelligence. The
purpose of the article is to study the potential hazards of neural networks’ abuse by the authorities
and the resistance to them with reliance on the trusted AI. Studying various aspects of digital
transformation and the use of artificial intelligence technologies, the authors formalize the
dangers associated with the emergence and propose an approach to the use of digital protection
technologies that can be trusted.
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Introduction

U

ndoubtedly, these days the general
trend is around the rapid introduction of modern digital technologies
into multiple processes within society, where
artificial intelligence (AI) is playing a central role [1, 5]. Numerous reforms are noted
within both mechanisms already in place and
those just emerging to bring humanity to a
new stage in its development. Spheres that are
actively implementing digital technologies in
order to modernize processes and accelerate
economic development are no exception.
McCarthy coined the concept of artificial
intelligence (AI) in 1955 [6, 7]. AI is a system’s ability to interpret data, to learn from
such data, and to use gained data to achieve
specific goals and tasks through flexible adaptation [6].
We take note that the discussion on the definition of AI has not yet led to a clear result
satisfying all stakeholders of AI technologies.
Since 2016, the artificial intelligence industry
has broken out with the support of cloud computing and big data. Today cloud based artificial neural networks and deep learning form
the basis of most applications we know under
the label of AI.
The Artificial Neural Network is to some
extent modeled on the structure of the biological brain. With these networks, various problems can be solved in a computerbased way. It consists of an abstracted model
of interconnected neurons, whose special
arrangement and linking can be used to solve
computer-based application problems in
various fields such as statistics, technology
or economics [8].
AI’s analytical and cognitive tools allow
technology owners to analyze significant

amounts of data, meaning they can immediately detect and effectively respond to changes
in the agenda. Relying on complex mathematical algorithms, it is possible to increase
the level of transparency, optimize internal
processes of interdepartmental interaction
and stimulate innovative activities, ultimately
establishing a higher level of trust [9].
The consequences of the mass introduction
of AI are expected to be beneficial for society
as a whole. This means that the issue of creating and subsequent implementation of a centralized digital ecosystem aimed at improving the interconnection and interaction of
all stakeholders (government, business, associations and individuals) is on the agenda for
many companies and organizations [9–11].
The main role in this transformation will be
assigned to AI.
The field for AI introduction is truly vast.
However, nowadays, there is a noticeable discord, undermining whether the widespread
use of AI is timely [12]. On top of issues with
privacy, hacker attacks, technological singularity, etc., already widely scrutinized, there is
concrete evidence of an equally vital danger
[5, 13–15]. The discussion here lies around
the accumulation of digital power in the
hands of a narrow group of people. It can definitely be argued that a set of modern algorithms opens up almost limitless possibilities.
The detailed scenario reflects the concept of
the emergence of digital dictatorship in the
modern world and the need for digital protection to regulate the unfair use of technology.
Thus, the concept of trusted AI has been
proposed as a countermeasure to the unethical use of neural networks [6, 12]. The concept’s framework is supposed to find the
golden mean between the progressiveness of
AI application strategies and the protection of
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ethical and moral aspects of human life. However, the existing legislative base is negligible
and international consensus is absent. Therefore, the delegation of any tasks to neural networks seems to be of high risk now. Not only
would the traditional model of public administration be challenged, but also core human
values might be threatened [6, 7, 12]. Moreover, understanding the immense gap between
the principles of international law and reality,
where these principles are constantly violated,
we have to realize the insufficiency of only
defining abstract principles. Specific counteractions to prevent the use of neural networks against society should be determined. A
comprehensive regulatory system is needed to
encourage technological progress and define
concrete steps to combat rights violations.
Thus, the purpose of this article is to study
the potential hazards of neural networks’
abuse by technology owners and ways to
resist them based on the concept of trust. To
avoid problems that can harm a person by
distorting, stealing or leaking data, it is necessary to make sure that the results of AI work
can be trusted. In this paper, potential problems related to issues of trust, confidentiality
and reliability are investigated. The concept
of “trusted artificial intelligence” is considered, as well as the phenomenon of digital
protection. Section 1 examines in detail the
nature of violations of citizens’ rights from
the point of view of four different spheres of
life: political, social, cultural and economic.
We point out the irreversibility of the process
of implementing neural networks in the context of digital transformation and describe
the idea of trusted AI. Section 2 is devoted
to discussing possible response strategies and
proposals for establishing digital protection.
Our study concludes with a summary of key
findings.
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1. Prospects and methods
of artificial intelligence
1.1. New possibilities
of artificial intelligence
Scientific and technological progress cannot be stopped. Under the pressure of the
rapid development of the IT sector of the
world economy, countries are forced to meet
the ever-changing demands of business or
risk facing a real digital abyss in management
[9]. Artificial intelligence has become a part
of our lives as smart systems are used in many
areas, from client analytics and search engines
to voice assistants and medical research. In
the medical field, systems that recognize
pathologies from video recordings of endoscopic examinations are being developed; in
transport – autopilots and traffic management systems; in finance – systems that identify customers or identify suspicious transactions that may indicate tax evasion or money
laundering. It is safe to say that further global
economic development and progress directly
depend on how effectively various industries learn to use artificial intelligence. However, with the development of technology, the
problem of trusted artificial intelligence has
become more acute, as any problem can have
serious consequences. Users want to be sure
that the model has a high degree of accuracy
and that its results are fair and easily interpreted. For example, incorrectly calibrated
sensors of a car equipped with autopilot can
cause an accident. Errors in the control of
the infrastructure that AI relies upon can lead
to a leak of patients’ personal data, incorrect
medical diagnosis or identity theft. Regarding business and industry, a low level of AI
software can lead to delays in transportation,
damaging the supply chain.
In today’s agenda, special attention is paid
to the social aspect of AI’s mass introduc-
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tion. Neural networks’ computational and
analytical capabilities, far superior to human
performance, open up new horizons for public institutions. In addition, AI does not have
a limited reserve of endurance and is always
available. Consequently, significant amelioration is expected in traffic systems, healthcare, maintaining public order and public
services personalization, including education [15]. Impressive progress has already
been achieved in providing public services to
citizens and legal entities. For now, the scope
of AI’s implementation is quite limited. The
main categories are processing of requests
(social payments, migration, citizens’ questions, etc.), filling out and searching for documents, translating texts and drafting documents [4].
Significant successes are predicted for neural networks in the field of economic management. Plans are devoted mainly to the
improvement of resource allocation and logistics efficiency. It is necessary to restructure
and optimize supply channels, warehouse systems, and recycling [15]. Neural networks will
be crucial for the promising concept of the
“smart city,” with control of CCTV cameras,
electricity grids, water supply, transport systems, etc. delegated to them [7, 16].
Note that significant changes have occurred
under the influence of the COVID-19 pandemic, in particular, in the field of teaching
and learning. Academic institutions are moving to digital technologies to provide their students with more resources. Thanks to technology, students now have more opportunities
to learn and improve skills at their own pace
and on an individual trajectory, now having
the opportunity to pass control stages using
online tests. Online proctoring services are
gaining more and more popularity, in which
the subject’s face is identified and analyzed

to predict his emotions. In addition, aspects
such as a phone, a book, or the presence of
another person are detected. This combination of models creates an intelligent rulebased inference system that can determine
whether there has been any cheating during
an exam or test.
Here, the question about the correctness
of the system and the adequacy of the assessment of behavior may arise. Any failures and
abuses are fraught with negative consequences
in terms of academic integrity, discrediting
the idea of both offline and online learning.
Among the key risks, it is worth highlighting
a violation of confidentiality, compromised
availability or compromised accounts, leaks
of personal data, or distortion of results.
Big data is necessary for the successful
development of machine learning models.
The quantity, quality and availability of big
data affect the efficiency and accuracy of the
models being trained. Therefore, many companies are interested in continuous data collection about their consumers. Many systems
collect information that is not subject to disclosure: videos and photos from video cameras, speech recordings and financial transactions. Unreasonable use of this information,
errors in the model or data theft, can cause
threats to the security of individuals or even
enterprises and government organizations.
1.2. Potential problems
and threats of digital penetration
Data leakage for artificial intelligence is especially dangerous due to the fact that big data
usually carries a lot of confidential information
from which you can get information about the
object that was attacked. Simultaneously, data
leakage can occur at any stage of development:
training or using a ready-made model.
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Violation of confidentiality is another important detail since it is personal information that
acts as a catalyst for any digital transformation,
becoming the basis for learning models. The
process of developing many neural networks is
practically inseparable from relying on the collected data, including speech, Internet activity, images, financial flows, medical indicators,
etc. Thus, the issue of access to big data turns
out to be one of the most significant problems
associated with the integration of neural networks into society [13]. Any third party will be
aware of the potential risks of using information collected by technology owners regarding user information, their right to privacy and
the protection of their personal data [17, 18].
This aspect is widely discussed within society,
as there is a direct threat to human health and
life behind it. The relevance of this problem
has been raised by prominent scientists and
statesmen many times. Also, related reports
and studies have been repeatedly presented in
international discussions (IEEE, EU Committees, OECD, etc.) [6]. The core idea is that AI
has only those “ethical values” that have been
defined by the developer.
By publicly guaranteeing transparency, full
audit and objectivity through the introduction
of neural networks, technology owners in the
era of digitalization are able to perform any
manipulation. This possibility arises directly
from the lack of understanding between society users of digital technologies of the structure and the principles of algorithms. Complex AI models perform colossal calculations
which cannot be fully understood even by the
creators [5, 7]. Thus, for most users, the process of neural networks will be opaque [15].
Scientists refer to it as a “black box” problem. Taking advantage of this phenomenon,
unscrupulous developers can use neural networks at their discretion.
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Another problem with training data is its
low availability. Often, small amounts of data
belong to different persons who have no reason to trust each other or the developer, and it
is impossible to compile one dataset of sufficient size. If a dataset of the required volume
exists, it may still be unavailable if the data
contained in it is confidential. Even if suitable
data can be found, it is necessary to ensure that
they reflect the real state of affairs. In particular, they should not contain hidden biases, as,
for example, happened to some facial recognition systems: due to the imbalance of data,
they, for example, coped much better with the
recognition of light-skinned men than darkskinned women.
The data that a ready-made AI system
works with may also be of poor quality: they
may come from unreliable sources or contain information with a high degree of uncertainty. In addition, the databases that the system interacts with may be at risk if the system
itself is hacked. For example, a biometric data
verification system may be subject to several
types of attacks in order to force it to accept
an attacker as the owner. Noise is added to
the processed data so that the already trained
model identifies the object in the photo in
the wrong class. Such attacks can be used in
computer vision, for example, forcing the
model to incorrectly identify road signs.
The bias of the model can have an extremely
negative impact on the results of using digital technologies. Among the possible causes
of bias are the uneven distribution of data in
the training sample, algorithmically embedded preferences and a biased attitude toward
individual groups of individuals. Even the
classic spectrum of potential crisis cases is
huge, starting with ageism and sexism when
hiring, and ending with racism when identifying potential criminals [7].
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Moreover, it is unacceptable to exclude
situations where the bias of the model is a
meaningful policy of its creators dictated
by their interests, which is even more dangerous. Without proper control, developers
can gain serious power over society. Simultaneously, it is difficult to overestimate
the degree of destructiveness of the consequences of discrimination: systematic violations of the rights of certain social groups
will lead to the definition of AI as an inhumane mechanism.
To avoid problems that can harm a person by distorting, stealing, or leaking data, it
is necessary to ensure that the results of AI
work can be trusted. Thus, there is a need
for the concept of “trusted artificial intelligence”: an AI system in respect of which the
user can be sure that it is capable of performing the tasks qualitatively [19].
2. Results and discussion:
Implementation of trusted
artificial intelligence
It is worth admitting that the introduction
of artificial intelligence seems to be a very
profitable process. However, it is trust that
is the key factor in the use of AI, since the
rejection of this technology by the masses
will exclude all potential benefits [5, 8, 13].
Consequently, the establishment of rational,
trusting relationships, excluding excessive trust or its absence, will make it possible to achieve benefits for all of society. The
essence of this idea is reflected in the concept of trusted AI.
Trust in AI at the physical level means confidence in the correct operation of all its
physical components, such as sensors, and in
the quality of the data received by the system.
Trust in the infrastructure surrounding AI

means confidence in the security of the data
with which AI interacts, and in control over
access to the system itself. Trust at the application level means confidence in the correct
operation of the software.
If an AI system is considered trusted, that
is, trust in it is manifested at all three levels,
then such a system can be allowed to solve
problems with a hugely positive outcome,
since the user can be confident in the results
of its work.
The trust issue is quite complex. It directly
depends on various features of the human
psyche [13, 20, 21]. Nevertheless, researchers emphasize that trust is the desire and
willingness of an individual to depend on the
other party’s actions to extract some benefit, despite the potential risks from being in
a vulnerable position. This phenomenon is
based on the coincidence of the moral values
of the parties, which allows a person to predict the further actions of the party subject to
trust, and confidence in its sufficient competence [20]. Additionally, the cumulative
nature of trust makes development of relationships dependent on the first experience.
Therefore, strategies for building a trusted
AI should be developed before its mass introduction in strict accordance with ethics and
robustness.
Next, we will present several key approaches
that appear to be the most important for
implementing trusted artificial intelligence
for each stakeholder.
A. International community
The first stage is to develop a legislative
framework regulating the work of AI in each
industry. Already various international committees and organizations are busy drafting general recommendations and guidelines for action [21]. While some attempts to
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control the technological agenda were made
earlier [22], the OECD document “Principles on Artificial Intelligence” is considered
the reference point in the discussion around
ethics and competence of AI [23, 24]. Having underscored the initial outlines and core
principles, the authors provided the basis
for more comprehensive documents in the
future [23, 25, 26]. Uniting the most vital
criteria of trusted AI, they must encourage
leading countries in this field to start elaborating their policies [20].
Key principles here include but are not
limited to constant human oversight, resilience, accountability, privacy and transparency. Future conventions might also have
notions about non-discrimination and fairness, perseverance of social and environmental well-being, attention to mitigating circumstances and the introduction of
the so-called “right to explanation” [23,
25–27]. It is essential to underscore that
while government agencies will be obliged
not only to constantly adapt the legal sphere
but also to expand it, international conventions must stand for the announced principles. This will let the authorities develop
a balanced system of norms, delineating
the areas of regulation between soft and
hard laws if these principles are followed
[7]. Moreover, this process has to be original. Issues of AI control need to be solved
based on the existing legislative structure
and not contrary to it. Authorities will give
ethical reasons to trust AI if bias is successfully avoided. However, despite the cornerstone importance of future standards, they
only point to the importance of compliance
with the law in matters of safety and quality,
while maintaining abstract rules.
The concept of trusted AI is illustrated in
Fig. 1 and includes many aspects.
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B. Scientific community
First of all, it is worth focusing on the importance of scientists and developers to protect
neural networks. Otherwise, the basic requirements of trusted intelligence would be undermined, and the situation would potentially
shift towards citizens’ digital dependence
from third parties. However, the evolution of
defense methods is almost synchronous with
a similar process for AI attacks, which can
be illustrated by the following list of the most
potential ones:
1. Privacy breaches are one of the most
likely issues among the expected ones. Leaks
of personal data can occur at almost any point
in the neural network’s operation, from training to outputting results. Individuals’ details
are extremely lucrative to certain third parties
in many matters. The focus of defense is on
privacy-enhancing technologies (PET). The
most notable of them is OPAL (the Open Algorithms project). It gives algorithms remotecontrolled access to information instead of
sending anonymized data. Consequently, only
the aggregated result will be returned to the
model developers. Owing to the full operations’ recording, the entire learning phase is
audited [28, 29].
2. Another scenario is data poisoning. The
idea here is to inject false information in the
training sample, either devaluing the results of
the entire system or pushing the neural network towards making wrong decisions beneficial to a third party. Such technologies can
both cause significant damage to the reputation of an individual and affect the behavior
of the masses (for example, during an election) [20]. No specific solution has yet been
proposed here. However, despite all its threatening potential, the risks here are still minimal since these technologies are at an early
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Fig. 1. The concept of using trusted AI.

development stage which does not imply any
substantial threats. There are already several models in the literature for combating
data poisoning, almost all of them focused on
human control and protection.
3. The so-called evasion attack also causes
serious concerns. Unlike data poisoning,
which is used during the training phase, this
threat appears at the stage of applying AI.
It is possible to get a radically new network
response by imperceptibly modifying the input
values. Even the slightest transformations can
lead to sufficient consequences [7]. There are
several mechanisms for countering it, but the
most widely described is adversarial training,
which implies that developers include intentionally incorrect data during training, bol-

stering the model to ignore potential noise in
the future [17, 30].
4. The intellectual value of an already
trained neural network is obvious, especially
when using big data collected by the government. Model extraction can potentially mean
large leaks of personal data. Such a violation
of confidentiality can lead to unpredictably
catastrophic outcomes (for example, medical records) [7]. Since model inversion mainly
exists in scientific articles and abstract models,
methods of countering it are still theoretical.
The private aggregation of teaching ensembles
(PATE) is among the most recognized ones.
The concept’s idea is to separate data into several sets, each training a separate neural network. Then these independent models, called
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“teachers,” are combined to train the neural
network named “student” by voting, not giving
the latter access to the original data [18, 31].
5. Several metrics allow detection of model
biases with sufficient efficiency, including equal opportunity, disparate impact, difference in means and normalized mutual
information. Developers might discover the
imperfections of neural networks and make
appropriate alterations using these methods.
In turn, the revealed bias can be mitigated by
either pre-processing, in-processing or postprocessing algorithms [32].
Lastly, an important aspect of the united
scientific community’s policy is to present
specific technologies that would allow the
asserted principles to be implemented more
effectively. Even now, the gap between the
algorithms employed and the abstract principles is obvious. Therefore, in-depth research
is constantly taking place, exploring possible
scenarios and tools.
Several approaches have already been presented to counter the above issues, one of
which encourages us to scrutinize blockchain, a continuous chain of blocks connected in reverse order through hash sums.
Each block, in addition to its hash and the
hash of the previous block, contains some
information. Thus, the blockchain is called
a distributed public registry providing data
storage and transmission with high robustness and almost zero chance of interference.
Smart contracts (the program code ensuring
the fulfillment of all the established rules) in
conjunction with AI will guarantee the reliability of the final results. Therefore, combining blockchain technology with AI will create
a decentralized system that maintains information of any value and provides it for neural network training. As a result, not only is
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data security guaranteed, but ethical concerns
are also addressed owing to a comprehensive
history of operations that rules out external
interference or pre-programmed bias [24, 33]
Conclusion
The world community has to prepare itself
for the up-coming challenges on the inevitable road to a digital society. The latter, indeed,
is becoming a crucial stage in improving both
governments’ operations and human life. The
ubiquitous integration of digital technologies
and the creation of decentralized ecosystems
can open new horizons, eliminating a number of current issues. The key role of neural
networks in this process forces us to pay special attention to each potential menace. The
establishment and monitoring of trusted AI
principles will therefore enable both the scientific community and international organizations to create and regularly update mechanisms to counter risks. Moreover, humanity as
a whole will have a chance not to miss out on
all the political experience accumulated over
countless centuries.
However, the presented technological strategies are nothing more than a theoretical speculation on the topic of future processes. That
is why it is vital to constantly adapt strategies
to changing realities, to expand the legislative
framework and to look for new solutions. At
the same time, a strong collective commitment to maintaining democratic institutions
is imperative.
Nevertheless, AI is already present in our
lives. Although the extent of its adoption
is relatively modest, its prospects are truly
breathtaking. If we meet the upcoming challenges with dignity, the gains listed above will
elevate humanity to a completely new level of
existence.
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Abstract
A technical system is used by an enterprise that is a typical market participant to perform specific
work. During operation, the operating characteristics of the system deteriorate. In case of a possible
failure of the system, it is decommissioned and this causes losses for the enterprise. It turns out that
it is beneficial to assign a certain service life to the system after which (if no failure has occurred) it
is subject to decommissioning. We are solving the problem of optimizing this assigned service life.
Usually, when solving it, inflation is not taken into account, and the optimality criteria are the average
costs per unit of time and other indicators that do not fully reflect the commercial interests of the
enterprise owning the system. Using the principles and methods of valuation, we build a mathematical
model and propose formulas that allow us, taking into account inflation, to find the optimal assigned
service life of the system and at the same time estimate the market value of the work performed by the
system and calculate the change in the market value of the system with age. Moreover, in this problem,
the optimality criterion is the ratio of the expected discounted costs to the expected discounted volume
of work performed by the system. We show that such a criterion maximizes the market value of the
enterprise owning the system. We give examples of using the constructed model. The results obtained
can be used both for solving other optimization problems of the reliability theory and for practical
valuation of some types of machinery and equipment.
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Introduction

T

he establishment of the service life
of machinery and equipment has
been, at least since the 20th century,
a topical task for both economists and technical specialists. A review of the relevant literature would require too much space, so we do
not provide it. Let us just mention that back in
the 1920s and 1930s, a number of articles were
published on the economic aspects of optimizing the service life of machines that have not
lost their relevance today. However, in their
research, the economists usually ignored the
stochastic nature of the machine operation
process, while technical specialists focused on
the issues of their reliability and repair, ignoring the impact of physical deterioration on
their performance and (sometimes) on operating costs. Economists considered the purchase
and utilization of machines as an investment
project and accordingly relied on the theory
of evaluating the efficiency of investment projects. At the same time, technical specialists,
when setting the assigned service life of technical systems, chose the optimality criterion,
often arbitrarily, without proper justification
(for more details, see the next section). It is
significant that almost all known works on this
problem did not take into account the influence of inflation. Meanwhile, in the course
of practical valuation of real assets (buildings,
construction facilities, machinery and equipment), appraisers take into account not only
inflation, but also physical deterioration and
reliability of the assets being evaluated, and
the appropriate valuation standards include the
general principles of such assessment.
In this regard, it seems essential to combine
technical and economic aspects within a single
optimization model, taking into account both
reliability and physical deterioration of technical systems, and relying (unlike existing economic and mathematical models) on the theory of valuation. So, the purpose of this article
is to develop a model regarding the tasks of

assigning service life to technical systems that
are subject to stochastic failures.
1. Statement of the problem
and main concepts
The objects of the study in this article are
technical systems, usually machines and equipment that:
♦♦are used by enterprises participating in the
market;
♦♦are subject to stochastic failures;
♦♦are unrepairable, i.e. are not subject to major
or medium repairs (in the case of failure,
such systems are decommissioned and disposed of).
The subjects of our study are assigned service lives and market values of technical systems of different ages. We present the information related with valuation of technical systems
and their reliability in accordance with valuation standards [1] and the book [2]. The main
operational characteristics of a technical system (depending on its technical conditions),
are:
♦♦operational productivity (the volume of
work performed by the system in a small unit
of time);
♦♦operating costs rate (operating costs related
with use of the system for its intended purpose for a small unit of time);
♦♦hazard rate (probability of failure of the system within a small unit of time).
The reliability theory considers the task of
establishing the assigned service life of an unrepairable technical system. We will deal with the
justification of optimality criterion of such service life. For this reason, we limit our considerations to the following situation, which is quite
simple.
An enterprise acquires on the market and
uses an unrepairable technical system of a cer-
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tain type (for example, a machine of a certain model). During the operation, the system
is degraded and its operational characteristics
deteriorate, despite the ongoing maintenance
(we include the costs of such operations into
overall operating costs). This provision needs
some comments.
Many specialists, as in the times of the “plan
oriented economy,” believe that such characteristics of machines and equipment as their
productivity and annual operating costs must
remain unchanged throughout the entire service life at the level provided for by the project.
The permanent performance of the technical
system is also accepted in existing publications
on the problems of optimizing the assigned service life and the timing of scheduled repairs of
the systems. However, an analysis of the operation of machines and equipment used for various purposes shows that with increasing age
their characteristics tend to deteriorate, and
overhauls compensate such deterioration only
partially (for more details, see [3]). Researchers often try to explain this point by saying that
only the cost and duration of maintenance
grow with increasing age. Nevertheless, the
data available indicate that for construction
machines their productivity per hour decreases
with age, fuel costs per 1 km of vehicle mileage
increase and duration of the processing cycle of
machine tools increases.
For this reason, it seems unreasonable to
consider the operational characteristics of
technical systems as permanent over time. Further, we assume that the technical condition of
the system is determined by its age (operating
time), so its operational characteristics may be
presented as certain functions of age.
Since technical systems are freely traded on
the open market and have some usefulness for
enterprises participating in the market, they
become objects of valuation. There are many
bases of value, but the main one is the market
value. We will not give a detailed definition of
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this concept, referring to the valuation standards [1]. However, it should be noted that the
market value of an object of valuation as of a
certain date (valuation date) reflects the price
of this object in a transaction (real or hypothetical) made on this date between independent
and economically rational typical market participants. At the same time, the market value of
the object reflects both its usefulness for typical
market participants and the contribution of the
object to the market value of an enterprise (a
typical market participant) that possesses this
object.
For valuation of objects, three approaches are
used (individually or in various combinations):
♦♦using a comparative (market) approach, the
value of an object is determined relying
on the prices of transactions with similar
objects, adjusted for differences in the characteristics of objects, date and conditions of
the transaction;
♦♦with the cost approach, the value of the object
is estimated by the costs incurred during creating or receiving this object;
♦♦with the income approach, the value of the
object is found, taking into account the flow
of benefits that the owner will receive from
using the object.
Since a technical system is a plant and equipment, its market value may differ depending
on whether it is evaluated “in place” or “for
removal.” New systems are usually sold by
their manufacturers or dealers in the primary
market and are similar to each other. While
the price spread is small, the market value of a
new object “for moving to the place of operation” may be determined using a comparative
approach, which is not difficult in practice.
The market value of the same technical system
“at the place of its operation” is higher, since it
includes additional costs for the transportation
of the purchased object and its installation. We
consider the market value of a new object “in
place” equal to a known value K.
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Used technical systems are sold on the secondary market. Such objects do not have exact
analogues. Buyers do not have the opportunity
to assess their technical condition, and sellers
do not inform buyers (or even do not know)
the history of their operation. As a result, the
prices of machines or equipment of the same
type and the same age have a very large dispersion, so that valuation of used objects presents
significant difficulties for appraisers.
As an analogue of a used technical system, it
is reasonable to consider a similar new system
(we will call it a “new analogue”). The market
value of a new analogue of the system is called
the reproduction value of the object being valued. A decrease in the market value of a used
system compared with its reproduction value
is called depreciation of the appraised object,
and the ratio of these values, expressed in fractions of a unit or as a percentage, is the coefficient/percentage of goodness or relative value
(Percent Good Factor, PGF). In the valuation
related literature, there are a number of formulas and tables describing (not always correctly)
the dependence of the PGF on the age of the
system [3].
A system that can no longer be used for its
intended purpose or is ineffective is to be
decommissioned and disposed of. The market value of such a system is called scrap value.
This value is usually determined relying on the
information about prices of machines sold “for
scrap” or calculated as the cost of separate elements of the machine that are suitable for further use (including scrap metal), less costs of
dismantling and delivery of such elements to
the place of their further use. The scrap value of
machinery and equipment is small in comparison with their reproduction value – the ratio of
these values (relative scrap value) for machinery and equipment is usually from 0.03 to 0.09.
Methods of valuation of machinery and
equipment are described in small sections of
valuation standards and textbooks. As a rule,

these issued take into account neither the deterioration of the operational characteristics of
systems with increasing age, nor the probabilistic nature of their service life. The exception is the methods used in national accounting
systems [4], but they are focused on assessing
large groups of assets and inadequately take
into account the degradation of machinery and
equipment [5]. At the same time, it is possible
to take into account these factors adequately
relying on basic principles of valuation and valuation practice by using models and methods
of the reliability theory.
One of the main characteristics of technical systems’ reliability is the hazard rate.
We will consider it as dependent on age of
the technical system (t) and denote it by p(t).
This value has a simple “physical meaning”: if the system has worked without failure for t years, then the probability of its failure in the time interval (t, t + dt) is p(t)dt. In
this case, the (random) moment of failure has
a distribution with the density
, where
. As is known (see, for example, [2, 6]), the probability of failure–free operation of a technical system during the period t
is e –P(t ), and the average uptime (average time
to failure), unless it is specifically limited, is –
.
It is essential that the failure of a technical system leads to the failure of not only the
system itself, but also of other assets of the
enterprise. At the same time, the damage
to the enterprise is, generally speaking, stochastic. Methods for determining such damages (losses) are described in the relevant literature, for example [7]. We will assume that
the average value of the damage is known,
and its value takes into account the cost of
the elements of the failed system and other
assets of the enterprise that are suitable for
further use.
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In order to reduce losses because of the failure of the system, the system is assigned a
certain service life (operating time) S, upon
reaching which the object must be decommissioned regardless of its technical conditions. We want to find the optimal value of the
period S. Selecting S also determines the average remaining service life (average uptime) of
objects of different ages.
Let us consider a technical system that has
survived to the age of t. Let T(t) be the average remaining life of its operating. To find it,
we note that the remaining service life of the
object will be x t if it fails at the age of x S,
and will be equal to S t if no failure occurs
within the designated period. Considering that
the probability of failure-free operation of an
object that has survived to the age of t, during
the entire designated period is equal to
,
and failure during the time interval (t, t + dt),
t < S, is possible with probability
,
we get:

(1)
For many types of technical systems, it is
assumed that the uptime has the Weibull distribution, in which the hazard rate p(t) increases
proportionally to some degree of age. The values
of the degree index for various types of objects
were calculated by a number of authors, including for the purposes of national accounting, and
the recommended values for a number of engineering facilities are given in [6]. It should be
noted that for some types of machines (freezers, refrigerators, vacuum cleaners, microwave
ovens, video recorders, washing machines,
electric heating appliances, small cars, equipment for car repair and maintenance, railway
wagons), this indicator turns out to be close to
one [8–10]. Later, as an example, we will consider exactly such objects. Their uptime has a
Rayleigh distribution,
, where is
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the scale parameter. In this case, the average
remaining service life of an object of age t will be

.
At t = 0 the formula for the average full service life of the technical system is:
(2)
At S = , when the service life is not assigned,
the average uptime of the system will be equal
to
.
In the reliability theory, various criteria are
usually used to solve optimization problems.
The examples are: the average number or cost
of repairs over the service life, average repair
costs per unit of time [11], average costs per unit
of time for the inter-repair cycle [12], the ratio
of average lifetime costs to average service life
[13–15], total discounted costs or an annuity
equivalent to them [16, 17]. These criteria have
a number of common disadvantages.
1. Selection of the criterion is of a formal mathematical nature and is focused on the use of the
measured characteristics of the system (primarily,
related with cost and time). The interests of a particular business using a technical system are not
taken into account [12].
2. Comparing options of applying technical systems using costs is correct only if they give identical results [18]. However, if the performance of a
system changes with age, then options with various service lives assigned will have differences in
the value and variances of results obtained over
time, i.e. volumes of work performed.
3. Calculating indicators such as total or average lifetime costs, does not take into account
the impact of inflation. This could be justified
if we were talking about systems with a short
(up to 1–2 years) service life. However, in con-
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struction, engineering and transport industries
these terms exceed 5–15 years, and in such
cases, consideration of inflation is essential.
Taking into account the points mentioned
above, we consider that when solving the task
it is more appropriate to apply general principles of valuation focused on maximization of
the market value of enterprises.
At the same time, unlike works on reliability theory, it turns out to be possible to take
into account not only inflation, but also the
impact of technical systems’ degradation on
their performance1 and operating costs, as
well as the scrap value of the systems. Taking
into account inflation matters is related with
special considerations which the next section
will be devoted to.
2. Group inflation
Selecting economically rational solutions for
managing technical systems under conditions
of inflation is associated with significant difficulties. The fact is that this requires a forecast of the economic characteristics of the system for its entire service life, which implies,
at a minimum, forecasting prices for products produced by the systems (goods, works or
services), as well as for various resources consumed. Unfortunately, specialists in the management of technical systems are not able to
develop such forecasts. That is why in mathematical models of optimization of technical solutions focused on practical application,
inflation is usually not taken into account. This
also applies to the task of assigning the service life for a technical system. Meanwhile, it
is possible to find out how inflation affects the
solution of this problem, relying on the theory
of valuation and the practice of valuation activities. It is proposed to take into account only

1

the most important and measurable characteristics of inflation, neglecting all the others.
Analysis of the prices in primary and secondary markets, as well as the experience of evaluating used machines and equipment show that
the prices of used machines usually change
synchronously with the prices of similar new
ones. This is due to the fact that the “economically rational” buyer of a used machine (on the
secondary market) compares the planned purchase with the alternative of purchasing its new
analogue on the primary market.
In this regard, it seems natural to assume that
in conditions when the market values of new
technical systems of some kind are growing,
the market value of used systems of this type are
growing in the same proportion. This phenomenon is called group inflation [3]. However, it
is not easy to give a strict definition of group
inflation, since all used systems of the same
type, unlike new ones, have no analogues, are
in different technical condition, their quantity
and composition on the secondary market are
constantly changing. Therefore, the concept
of growth of systems values on the secondary
market becomes uncertain.
Nevertheless, the essence of group inflation can be explained by a conditional example relating to a group of machines of the
same model, the technical condition of which
changes over time. Let us imagine a market in
which at some time T1 there is a set of С1 of M
new and used machines of this group, which
are in different states, and the costs of all these
machines are known. Now let us assume that
at a later moment T2, a set of C2 of M machines
of the group also appeared on the market, and
each i-th of them is in exactly the same technical condition as the i-th machine from the set
of C1. In other words, in this situation, all the

In the works on the problem of optimizing the assigned service life and the timing
of scheduled repairs of technical systems, their performance is usually considered
as unchanged.
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machines of the group available on the market at the time T1, as if “moved” to a later date
without changing their technical conditions.
At the same time, due to inflation, the market
values of all the machines will change. However, under group inflation, they will change
proportionally, and it turns out that the ratio
of the value of a used machine to the cost of
the same new one (the PGF) will depend only
on the condition of this machine, but not on
whether it is valued at time T1 or at time T2.
This statement will be the basis for the definition of the concept of group inflation. We will
say that for a certain type of a technical system, group inflation takes place in a certain
time interval if the PGFs of these machines
depend only on the condition of the systems,
but not on what date (in the specified time
interval) their value was estimated. The rate of
group inflation is defined as the growth rate of
the market value of new machines. Therefore,
for the analysis and short-term forecast of this
rate, it is sufficient to use open and accessible
information about the prices of manufacturers or dealers in the period close to the valuation date.
Group inflation assumption significantly
simplifies the solution of the problem of optimizing the assigned service life of a technical
system, as we will see in the next section. However, the validity of this assumption is also confirmed by other arguments.
Usually, the technical condition of used
machines sold is unknown to appraisers2; they
only know their age. Therefore, they have to
characterize the condition of the machine by its
age (as in this article). Then, for an approximate
calculation of PGF, they form a sample of the

market prices of machines of different ages in
a certain base period (for example, in the current year) and build a regression dependence
F(t) of machines’ prices on their age (t). At the
same time, the value of F(t) will reflect on this
basis the average market value of machines of
age t that were (or could be3) presented on the
market in the base period, and F(0) – the market value of new machine in this period. The
goodness factors are found by the formula:
k(t) = F(t)/F(0). In the absence of group inflation, similar dependencies constructed for
machines of the same model according to data
from different years could differ significantly
(this would mean, for example, that under
the influence of inflation, the prices of older
machines decrease or grow more slowly than the
prices of younger ones). However, this phenomenon is usually not observed.
On the contrary, under conditions of group
inflation, the function k(t) does not depend
on which period the prices of machines belong
to. Particularly, Russian appraisers usually use
the dependence of PGF of machines on the
age, built on the market data of previous years
by other authors. By doing so, they are essentially also assuming group inflation assumption. Approximately the same situation
appeared in some US states where machinery
and equipment are subject to taxation. There,
regression dependences of PGF on age are
built annually, though for quite wide groups
of machines (for example, agricultural or
construction machinery and equipment). An
analysis of relevant publications (for example, [19–21]) shows that these dependencies
change slightly from year to year, which also
indicates group inflation.

It would seem that quantitative assessments of the technical condition of machines and equipment are
provided by automated diagnostic systems. However, these systems do not assess either the hazard rate
of the machine or other important characteristics for market participants (for example, the condition
of the frame of a truck or the body of a passenger car significantly affecting their market value).
3
This stipulation is related with the fact that the constructed dependence allows us to calculate F(t)
for machines of any age t, whereas in the base period machines of some ages were not available on
the market.
2
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It is important to note that the assumption of
group inflation allows us, when constructing
the dependence k(t), to include in the sample
the prices of machines that have developed in
different years (while simultaneously calculating the market value of new machines in these
years). This makes it possible to significantly
increase the sample size and improve the accuracy in calculating dependence k(t).
Of course, in other situations, group inflation
can be understood in a different way, using the
operating time or other objectively measurable
characteristics instead of age. In such cases,
the following model will need to be adjusted
accordingly.
3. Optimization model
To optimize the assigned service life for a
technical system belonging to some type, it is
necessary to set a certain optimality criterion.
For this purpose, we will solve another problem that, at first glance, is quite far from the
theory of reliability: we will evaluate the market
values of technical systems of different ages “in
place.” As the valuation date, we will take the
moment of making a decision on the assignment of the service life for a system. In addition, we assume that for an object of this type
for a short period (close to the valuation date)
there is a group inflation with a known rate i.
We will also consider as known the following characteristics of the system: market value
of a new object K, the scrap value U, the average (expected) damage caused from the failure
of the system L, hazard rate p(t) of an operable system of age t, its operational performance
Q(t) and the intensity C(t) of its operating
costs4.

4

The assigned service life of the system to be
optimized is denoted by S, while market value
of an operable system of age t “on the spot” is
denoted by V(t).
Note that the work performed by the system has
some utility for market participants and is measured in certain physical units (cubic meters of displaced soil, decaliters of spilled liquid, the number of conventional cans of canned food, etc.).
If so, then, according to the valuation standards
[1], it also has its market value. Another thing is
that the owners of machines usually do not know
it, and professional appraisers rarely evaluate
the market value of work (except, perhaps, construction and repair works). The unknown market value of a unit of work performed by the system at the valuation date is denoted by B.
In general, the benefits from the use of an
object for a period are defined as market value
of works performed by the system during this
period, minus costs incurred. Depending on
the method of measuring values and costs, the
following types of benefits are distinguished:
♦♦if values and costs are measured in prices
of the corresponding period (i.e. including inflation), the benefits are called nominal, while if prices of a certain fixed date are
used – they are real;
♦♦if income tax is taken into account as a part
of costs, the benefits are called after-tax,
otherwise they are pre-tax.
In this paper, the benefits of using the technical system are considered as nominal and pretax. In this case, the intensity of benefits from
using an operable system of age t (i.e. the volume of benefits the system brings in a small
unit of time) will be BQ(t) C(t) at the valuation date.

Strictly speaking, the productivity and operating costs of a system depend on variances in demand
for the products of enterprises using the system, and, consequently, on the need for the work
performed by the system. In our model, Q(t) and C(t) are average (for typical enterprises – owners of the systems) values of appropriate characteristics relevant to the average mode of applying
operable systems of age t.
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To evaluate a technical system, we will use
the anticipation of benefits principle, which
underlies the income approach to property valuation and is mentioned (but not disclosed) in
the valuation standards. We will give its most
detailed formulation following [3].
Market value of an object at the valuation date
is equal to the sum of the discounted by this data
benefits from its use anticipated in the subsequent forecast period (including market value of
the object at the end of the period), if the object
is used most effectively, and not less than it otherwise.
A number of comments should be made to this
formulation.
1. The duration of the forecast period can
be chosen arbitrarily, since market value of an
object does not depend on this choice.
2. Inclusion of the object value at the end of the
period in the total benefits for the forecast period
can also be treated as the benefit from the sale of
the object at market value. Thus, the sale of an
object is considered as one of the ways to use it.
3. In the conditions of stochasticity, the term
“expected” is treated as an expectation (in [1] –
“probability-weighted”), and the risks associated with the uncertainty of benefits are not
taken into account in the discount rate (we will
call such a rate “risk-free”).
4. The type of discount rate is determined by the
type of benefits: nominal (real) benefits should be
discounted at the nominal (real) rate, and aftertax (pre-tax) benefits – at the after- (pre-) tax
rate5. Therefore, in this article, when evaluating
a technical system, we use the nominal pre-tax
risk-free discount rate, denoted by r.
5. Valuation standards [1] require that, when
assessing any type of object value, you specify the premise regarding the way of its use.
Here and further, the way of using the object is

assumed to be the most effective (in valuation
standards terminology – “highest and best”), so
that the appropriate premise is omitted.
Turning to the definition of unknown values
V(t), first we note that market value of a new
technical system is a known value V(0) = K.
In addition, a system reached the designated
service life S is disposed of, so that its market
value is V(S) = U.
Let us consider a technical system that has
reached the age of t < S. To evaluate its market
value V(t) at the valuation date, we apply the anticipation of benefits principle regarding this system,
choosing a forecast period of infinitesimal duration dt. At the same time, we take into account
that in our model all possible ways of using a system differ only in the assigned service life S.
If a failure occurs during dt, which is possible with a probability of p(t)dt, then the average damage for the enterprise is L, and the system will be disposed of. In the opposite case,
the system will bring benefits [BQ(t) C(t)]dt,
and at the end of the period its age will be equal
to t + dt. A technical system of this age at the
assessment date has market value V(t + dt).
However, under group inflation at a rate of
i during dt, it will grow by 1 + i dt times and
become equal to (1 + i dt) V(t + dt). Considering the probabilities of both cases, we get:

(3)
moreover, equality is achieved here with the
most efficient use of the system, i.e. with the
optimal value of S.
Let us now introduce the “real”6 discount
rate into consideration:

Appraisers determine discount rates based on data on nominal pre-tax yields of financial
instruments observed in the market.
6
The term “real” is taken in quotation marks, since in formula (4) the nominal rate is
reduced by the rate of group inflation, and not by the rate of general inflation in the
country, as is required when calculating the proper real rate.
5
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(4)
Using it, after simple transformations of inequality (3) we find:

Let us multiply this inequality by
and
integrate by t from t = s to t = S. Considering
that V(S) = U, we get:

(5)
or:
(6)
where:

Substituting s = 0, V(0) = K into formula (6)
and expressing B from it, we get:
(8)
In this case, the equalities in (5), (6) and (8)
are achieved with optimal S.
It follows that with the optimal assigned service life, the minimum of the Z index, which
has the form of a fraction, is achieved. Let us
find out the economic meaning of its numerator and denominator using formulas (7).
At first glance, it is obvious. The denominator of the fraction is the expected discounted

amount of work performed by the system during
the entire assigned service life, and the numerator is the expected discounted costs of its acquisition and use (less disposal value of the system)7,
including damage from failures. So, the fraction
Z represents the expected specific (per unit of
work) discounted costs (ESDC).
In fact, this term is not quite correct, since
the values Q(t), C(t), p(t) included in formulas (7) reflect not the dynamics of the characteristics of an operable system over its service
life, but the characteristics of operable systems
of different ages at the assessment date. Only
when all prices in the country grow at the same
rate i throughout the life of the system, the
numerator and denominator of the fraction Z
can be interpreted as the expected discounted
costs and results associated with the acquisition and use of the system until the end of its
service life. Nevertheless, the introduced term
and its abbreviation ESDC seem convenient
and visual, and we will use them.
As can be seen from formula (8), the optimal
assigned service life should correspond to the
minimum value of the ESDC. Moreover, this
value will be equal to the market value of the
unit of work performed by the object B. Such
a method of evaluating works’ market value is
consistent with a cost approach to valuation,
although appraisers do not use it in this form.
We also see that the application of the ESDC
criterion orients the enterprise to the most efficient use of the technical system and maximizes its market value8. A similar criterion of
discounted costs per unit for determining the
service life of machines in a deterministic situation was previously justified using optimization models (see, for example, [18, 19]). Criteria similar in content were also used in solving

Since the discounted performance and costs relate to an operable (not failed) technical
system, for discounting we apply a “real” rate which takes into account the risk of failure
depending on the age of the object + p(s).
8
The market value of the enterprise, assuming that it assigns a different service life to the
object, will decrease.
7
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some optimization problems of the reliability
theory (see, for example, [23, 24]); however, the
productivity and intensity of operating costs of
the system were assumed to be constant, and its
disposal value was not taken into account.) In
contrast to the criterion of the ratio of average
costs to average service life, often used in works
on the theory of reliability, the ESDC takes into
account the different timing of costs and results
of the system, but does not consider the time to
eliminate the consequences of failures.
The calculation of the optimal value of S and
the cost of a unit of work B can be simplified by
using the inequality (5). Since the integrand in
(5) decreases with the growth of t, it is not difficult to make sure that the maximum in the left
part of (5) is reached when S is the unique root
of the equation: BQ (S ) C (S ) U (L + U )
p(S ) = 0. In this case, inequality (8) becomes
equality, and S and B will be the solution of a
system of equations:

(9)
The dependence of the cost of the technical
system on its age now follows from inequality
(6), which at optimal S becomes equality:
(10)
Substituting in (10) B from the first equality
(9), we get:

(11)
This equality, in fact, is one of the modifications of the well-known Lvov formula [25],
which was used in the USSR to evaluate the efficiency of new equipment and set prices for new
technology, and is currently used in the machinery and equipment valuation (for the history of
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the Lvov formula and its modifications, see [3,
26, 27]). Unlike other modifications of the Lvov
formula, (11) takes into account the scrap value
of the system, as well as the risk of its failure and
is applied to the used object valuation.
The characteristics of machines and equipment used in their valuation include average
full and residual service life. They can be calculated for the systems under consideration. It
would seem that for these purposes, formulas (1)
and (2) can be used, linking the specified terms
with the assigned service life (S). However, this
would not be quite correct, since when deriving
formula (1), it was assumed that until the system is disposed of, its assigned service life does
not change. Such an assumption would be justified if, starting from the valuation date, group
inflation with a constant rate would take place
for the system. However, the service life of a system can be tens of years, while the rate of price
growth for machines can fluctuate considerably.
In this case, the optimal values of the assigned
service life of the system will also change. Under
such conditions, the values of T(t) and Tm calculated by formulas (1) and (2) can no longer be
called the average residual and full service life of
the object. Rather, they reflect such terms calculated under the assumption of the group nature
and the constant rate of inflation throughout
the designated service life of the system. However, similar stipulation should be made regarding other technical and economic standards (for
example, standards for frequency of repairs or
safety margin factors), because they all were
developed for specific economic conditions and
therefore will be economically justified until
these conditions change significantly.
4. Experimental calculations
According to the model constructed, experimental calculations were carried out in several
variants. Time was measured in years and fractions of a year. In all variants, V(0) = K = 100,
Q(0) = 1 were accepted. The market values of
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technical systems of different ages at the same
time numerically coincide with their PGF. It
was assumed that the dependencies C(t) and
Q(t) are linear, and the uptime of the systems
has a Rayleigh distribution:
Q (t ) = 1 – t, C(t ) = C0(1 + t ), p(t ) = t/ 2,
where and – (basic) rates of productivity
decline and growth of operating costs, respectively, 1/year;
– parameter od the Rayleigh distribution,
years.
The optimal assigned service life of the system (S) and market values of units of work performed by the system on the valuation date (B)
were found by numerical solution of the system
of equations (9).
The basic variant was adopted, with the following values of parameters: U = 7; C0 = 100;
L = 100; = 0.1; = 0.01; = 0.02; = 8.

8
7
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5
4
2
1
0
0

The dependences of the average service life
calculated by formula (2) on the intensity of
operating costs at the beginning of operation
(C0) and at different damage values are shown
in Figs. 5–6.
As one can see, new systems that require relatively large (compared to their value) operating
costs have shorter average service lives. With a
decrease in the failure rate (an increase in ),
the average service life of a system increases,
but only up to a certain extent (the “economic”
service life of similar objects that are not subject to failures).
The average market values of used objects as a
function of age can be calculated using the formula (10). However, it is difficult to compare the
appropriate graphs, since the average and assigned
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Fig. 1. Influence of on the optimal assigned
service life under different L.
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By varying the parameters of this variant, it is
possible to identify their influence on the optimal value S of the assigned service life of the system (Figs. 1–4).
Note also that the optimal S decreases
slightly with the growth of the scrap value U
and increases with the increase in the discount
rate (especially strongly – with small damage
values L).
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Fig. 4. Influence on the optimal assigned
service life under different L.
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Fig. 6. Influence on the average service
life of the system under different L.

service life for different variants vary significantly.
However, the situation changes if, on the basis of
these calculations, we plot the dependence of the
average PGF on the relative age ( ) – the ratio of
the age of the object (t) to the average period of
their service ( ).
Four variants of such dependencies are presented in Fig. 7. In all these variants, it was
assumed that K = 100; U = 7; = 1; = 0.1;
= = 0.01. The values of other parameters of
systems, as well as assigned and average service
lives for these variants are summarized in Table 1.
Note that, despite significant differences in the
main parameters of the system, the appropriate graphs turn out to be quite close. At the same
time, they give lower PGF than when using the
hyperbolic model adopted in the Russian system
of national accounts for valuation of machinery
and equipment.
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Fig. 7. Dependence of average Percent Good Factor (PGF)
of a technical system on the relative age ( ) by variants.

Conclusion
The traditional approach to setting the
assigned service life of technical systems does
not fully meet the interests of market participants. To solve this problem, it is proposed to
focus on maximizing the market value of the
enterprise – owner of the object and to rely on
the theory of valuation. It turns out that this
approach makes it possible to consider inflation quite simply. In addition, the assigned
service life of the object should provide the
minimum expected unit discounted costs –
the ratio of the expected discounted costs of
acquiring and using the system and eliminating
the consequences of its failures to the expected
discounted amount of work performed by the
system. At the same time, the mathematical
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model we developed allows us to estimate the
market value of the work performed by the system and establish the dependence of the market value of the object on its age. The proposed approach can also be used in a situation

where the degradation of an operable object is
described by random processes, as well as when
solving other optimization problems of the
reliability theory, for example, to optimize the
schedule of overhauls.
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