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Abstract

The article is devoted to issues of controlling the operational risks of a credit institution associated with
the actions of personnel. Operational risk control is an important aspect of a credit institution’s business.
Despite the fact that the Bank of Russia in regulatory documents described in detail the set of actions that
banks should take to control operational risks, in practice credit institutions experience serious difficulties
in dealing with operational risk associated with the actions of personnel. This may be explained, first, by
the difficulty of identifying and formalizing the specified risk. One of the main sources of operational risks
associated with personnel actions is employees’ lack of qualifications. This can lead to reduced availability
and quality of services provided by credit institutions, as well as possible financial and reputational losses.
The purpose of the research conducted by the authors is to improve the system of control of operational
risks in a credit institution using artificial intelligence technologies, including the development of tools
for assessing in an automated mode the level of criticality of the influence of personnel competence on
the occurrence of operational risk events. To achieve this goal, an artificial neural network (ANN) was
developed using the high-level Keras library in Python. This paper defines a set of key indicators that have
the most significant impact on the possibility of operational risk associated with the actions of the personnel
in a credit institution. The article presents the results of checking the generated sets of training and test data
using application software packages that implement mathematical methods to assess the consistency of the
generated data sets. The paper presents graphs showing the results of training and testing of the artificial
neural network that has been constructed. The results obtained are new and may allow credit institutions to
significantly increase the efficiency of their work by digitalizing the solution of tasks to control the level of
operational risk associated with the actions of personnel.
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Introduction

he concept of operational risk is defined by

the Bank of Russia as the risk of direct and

indirect losses as a result of imperfections or
erroneous internal processes of a credit institution,
actions of personnel and other persons, failures and
deficiencies of information, technological and other
systems, as well as a result of external events [1].

In [2, 3], the authors proposed methods for using
neural networks to control the operational risks of

a credit institution that arise in the process of using
information technologies. This paper examines the
operational risks associated with the actions of the staff
of a credit institution, such as unintentional errors,
intentional actions or inaction.

In the field of personnel management, it has long
been common practice to use competency models
(maps) describing the required knowledge, skills, and
behavioral indicators necessary to perform specific
duties when seeking employees of the right profes-
sional level. Such maps are developed for certain posi-



tions or functions, as well as for departments or even
organizations as a whole [4].

However, once an employee appears as an execu-
tor of a business process, an employee who fully meets
all the requirements may, due to various circum-
stances, demonstrate a level of competence lower than
expected. The presence of such a factor will have a
negative impact on the outcome of the business pro-
cess and lead to operational risk events that may entail
financial or reputational losses [5].

To identify inconsistencies in the demonstrated
level of competence by an employee or a team of
employees in a timely manner, it is convenient to have
a common universal tool for evaluating staff actions.
As a rule, point systems are used within organizations
[6] which, unfortunately, do not always show problem
areas due to imperfection of the assessment scales.
Also, competence assessment is often replaced by dis-
ciplinary control [7], which, of course, is important,
but still is not a comprehensive assessment that deter-
mines the operational risks associated with personnel
actions.

In recent years, the use of neural networks to assess
the competence of employees has been gaining popu-
larity, in particular on the basis of assessments made
by heads of departments [8]. There is a significant
drawback in this approach — the possibility of obtain-
ing biased assessments due to the influence of inter-
personal relationships. Another group of approaches is
related to the use of test systems and systems of com-
pliance with required competencies [9, 10]. However,
such systems are usually used either for pre-selection of
candidates, or to assess the need to improve and update
the knowledge and skills of employees. It should also
be noted that there is no single approach to the devel-
opment of a scale for assessing the level of competence
of an employee.

Each employee is an executor of the business pro-
cess and has an impact on its functioning. This impact
can be assessed by a fairly large set of indicators char-
acterizing, in particular, the professional competence
of employees and their non-specialized supra-profes-
sional skills (soft skills).

The purpose of the study, as mentioned earlier, is to
determine, based on the use of neural network tech-
nologies, the level of criticality of the influence of per-
sonnel competence on the occurrence of operational
risk events in a credit institution.

To achieve this goal, it is necessary to solve the fol-
lowing tasks:

1. Analyze the indicators of employee competence in
terms of their impact on the possibility of operational
risk events during the execution of business processes.

2. Identify the key indicators characterizing the level of
competence of the employee which will be the input
parameters of the ANN.

3. Define the architecture (topology) of the ANN.
4. Create training and test datasets for the ANN.

5. Train various neural network architectures and
perform their comparative analysis.

In accordance with the set goal and the tasks to be
solved, the structure of the work includes an introduc-
tion, the main part, conclusion and a list of literature
used.

The introduction presents the purpose of the study,
provides a generalized description of the subject area,
and describes the relevance and significance of the
problem under study.

The main part of the article is devoted to the study
of the possibility of using neural network technologies
to assess the competence of personnel in the tasks of
controlling the operational risk of a credit institution
and consists of several sections. The Methods section
includes a description of the design and stages of the
study. The Results section includes a description of the
ANN model, an analysis of the training sample and the
results of experiments on teaching the ANN to deter-
mine competence the employee. The Discussion sec-
tion includes an assessment and interpretation of the
results obtained, as well as a summary of the research
carried out.

The conclusion contains conclusions and recom-
mendations on the implementation of the research
results to create intelligent systems for monitoring
operational risks associated with personnel actions



both in credit institutions and in organizations of other
sectors of the economy.

1. Methods

1.1. Research design

This study analyzed the factors influencing the
occurrence of operational risks associated with person-
nel actions. First, the factors that are usually analyzed
in works on this topic were considered: education and
professional skills, career growth indicators, punctual-
ity, initiative, commitment and responsibility, socia-
bility in a team, work experience, striving to achieve
goals, age, workload of employees [11]. Additionally,
the following factors were identified that have a differ-
ent level of impact on business processes in terms of
the possibility of operational risk events, namely:

¢ leadership and leadership in the project,
engagement and motivation,
self-control and self-organization,
confidence and persuasiveness,

stress relief,

stress tolerance,

creativity,

result orientation,

the ability to coordinate interests,
negotiating,

the ability to manage conflicts and crises,

reliability,
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understanding the values of the organization and
the project,

ethics of behavior,

problem solving,

communication skills,

customer orientation,

ability to work in a team,

leadership,

ability to organize work,

business knowledge,
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adaptability to change,

¢ ability to help other employees in professional devel-
opment,

+ ability to effectively solve problems,
¢ analytical thinking,

¢ loyalty to the organization.

Due to the large number of indicators, the main part
of them was divided into two groups according to the
nature of the impact: a group combining professional
criteria (competence) and a group of supra-profes-
sional skills (soft skills).

The competence of the personnel involved in the
business process is an aggregated value of the compe-
tence of each employee. During the study, the most
significant indicators of professional competencies
were identified which have a significant impact on the
possibility of operational risk events. At the same time,
it is assumed that an employee cannot hold a position
without having a certain (basic) set and level of com-
petencies.

To determine the level of influence of personnel
competence on the operational risks of the business
process, the method of assigning the criticality status
“red (critical) — yellow (medium) — green (weak)” was
used (“red — amber — green” (RAG)) [12].

During the research, a database was formed with
indicators of employee competence and with a final
assessment of his or her competence (green, yel-
low, and red zones). The prototype of the data for the
formation of the training sample was data on 4800
employees in an impersonal form which were provided
by two Russian banks. Preliminary data processing was
carried out, namely: determining the presence of com-
mon significant indicators and depersonalizing them,
clearing data from omissions, thinning out redundant
data to evenly represent classes of objects, clearing out-
liers, etc. As a result, 2688 records with depersonalized
employee data were obtained which were later used for
training and testing of the ANN.

The assessment of the employee’s impact on the
level of criticality of emerging operational risk events
was carried out by three experts in the field of risk man-
agement working in the Risk Control Department of



Russian Banks and who provided the data included in
the sample. During the evaluation, consultations were
also held with employees of the HR department of the
relevant bank. The study considered the possibility of
increasing the size of the expert group. It was consid-
ered that experts evaluating input data are required to
adhere to the same views on the data being evaluated.
Otherwise, several different opinions on the same type
of events may lead to conflicting data in the training
sample. A way out of such a situation could be a joint
decision on each of the disputed objects. However, the
process of agreeing on the opinions of a large num-
ber of experts can be quite time-consuming and take
considerable time. It should be noted that the sample
formed on the basis of the opinions of the three experts
involved turned out to be sufficient to achieve the set
goal of the study.

It was decided to make an assessment based on the
following categorical indicators: general experience in
the field of the position held, current experience in the
organization, level of education, completion of addi-
tional advanced training courses, violations of tech-
nological discipline and their consequences, promo-
tions and incentives, as well as the frequency of change
of the company that is the place of work. It was also
decided to take into account one continuously chang-
ing parameter, namely: the average score of the docu-
ment confirming the level of education.

Analysis of the received training sample was per-
formed from the point of view of the presence of
dependencies between the identified features, as well
as the presence of the influence of independent input
variable features on the dependent output. To quali-
tatively characterize the closeness of the relationship
between the factors in the data set, Spearman’s rank
correlation coefficient was used [13], which was esti-
mated in accordance with the Cheddock scale [14].
The quantitative determination of Spearman’s rank
correlation coefficient was performed using statisti-
cal analysis tools of the Loginom analytical low-code
platform. It was also decided to evaluate the set of
input parameters in terms of the impact on determin-
ing whether objects belong to one of the classes. To
identify redundant independent parameters for each

input characteristic, either bar charts or a probability
density graph were constructed; these allow one to dis-
play a smoother distribution by smoothing parameter
changes. Graph visualization was performed using the
Plotly and Seaborn libraries in Python [15].

The possibilities of using a multilayer perceptron
with two and three hidden layers (DNN) were exam-
ined as ANN models in the study of learning effec-
tiveness. At the same time, network architectures
were analyzed, considered, in particular, in [3], which
showed the best results in solving similar problems.
The presence of similar ANN in topology will make it
possible to use the proposed ANN as one of the unified
modules within the framework of an intelligent system
for identifying operational risks associated with per-
sonnel actions. Neural network modeling and training
were carried out using the high-level Keras library in
Python.

1.2. Stages of the study

At the initial stage of the study, the indicators tradi-
tionally used for personnel assessment were analyzed
[16]. Their impact on business processes was studied
in terms of the possibility of operational risk events,
as well as the use of various units of measurement to
assess these indicators. Among the considered indi-
cators of professional skills assessment, the following
were highlighted: work experience in the current posi-
tion, general work experience in the field, the level
of education (exceeding the requirements/required),
passing additional advanced training courses, the aver-
age score of a document confirming education, the
level of labor and technological discipline, making
mistakes that led (or could lead) to financial and/or
reputational losses. Among the additional factors for
assessing competence, the following were highlighted:
the availability of debt obligations and the conscien-
tiousness of their repayment (percentage of monthly
payments relative to salary), cash dependents, age of
the employee, health group. A group of criteria was
also considered to determine supra-professional skills
(soft skills), such as communication skills, loyalty to
the company, managerial skills, stress tolerance, effi-
ciency of thinking, creativity, responsibility [17].



In this paper, a study was conducted on the possi-
bility of using the ANN to assess the level of compe-
tence of personnel as a factor influencing the occur-
rence of operational risk events. The construction of
an ANN to assess the impact of supra-professional
skills (soft skills) was proposed to be included in a
separate study and described in a separate paper.

When determining the list of input parameters
of the ANN to assess the level of competence of
the staff, it was assumed that the organization hires
employees who fully meet all the requirements for the
skills and competencies of the applicant. In addition,
the organization strictly monitors the level of com-
petence of its employees, organizing regular refresher
courses with monitoring the level of knowledge and
skills acquired [18]. From this point of view, all
employees should have a sufficient level of knowledge
to perform their official duties, and the level of com-
petence of the employee is proposed to be considered
as the level of influence on the possibility of opera-
tional risk events of the business process: “red (criti-
cal, exposure required) — yellow (medium) — green
(weak).” Thus, 10 input parameters (neurons of the
input layer) were identified, namely:
¢ current work experience in the organization and in

the field of activity,

+ exceeding the required level of education,
# the average score of the education document,

¢ the availability of certificates of advanced training
provided they are optional,

¢ the frequency of violations of technological and
labor discipline,

the presence of commendations / incentives,
the presence of penalties,

promotions over the past 5 years,
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the frequency of job changes.

It was decided to set all parameters except the aver-
age grade of the educational document with categori-
cal values.

At the next stage, data sets were formed and based
on the values of these competence indicators, an

expert assessment of the level of competence was
performed in terms of its impact on the possibility
of operational risk events. Next, a statistical analysis
of the obtained sample was carried out for the pres-
ence of a relationship between independent charac-
teristics, as well as the presence of their influence on
the dependent output indicator. Identifying the rela-
tionship between the input parameters will allow us to
talk about data redundancy. The correlation between
the features in the data set was estimated using Spear-
man’s rank correlation coefficient, which refers to
indicators for assessing the closeness of the relation-
ship. The Spearman coefficient was determined in
pairs for each of the parameters using the low-code
Loginom platform. The quantitative measure of the
tightness of the connection was evaluated on the
Cheddock scale, according to which the coefficient
value in the range from 0.1 to 0.3 indicates a weak
connection, and in the range from 0.3 to 0.5 indicates
a moderate connection.

Further analysis of the received training sam-
ple was reduced to assessing the influence of each of
the input parameters on the values of the aggregated
employee competence indicator (the output param-
eter of the ANN with the values “red” — “yellow” —
“green”). For categorical parameters, bar charts were
constructed with the color division of the column of
each class in proportion to the number of dependent
values. To estimate the continuous parameter, a proba-
bility density graph was constructed; this allows display
of a smoother distribution by smoothing the param-
eter changes. Visualization of diagrams and graphs was
performed using the Plotli and Seaborn libraries in
Python [19-21].

In accordance with the results obtained at the pre-
vious stages, it was proposed to train several models of
neural networks with 2—3 hidden layers, of the form
10—m—3 and, in accordance with general heuristic
recommendations, m (the number of neurons in the
hidden layer) was assumed to be equal to m = 15, 20,
25. Training was conducted during 200 epochs. Using
the results obtained in [3], Adam, implemented in
the Keras software library, was used as an optimizer
to determine the competence of an employee as a



component of assessing the occurrence of operational
risk. The functions “sigmod” and “tanh” (hyperbolic
tangent) were compared as the activation function
of the hidden layer, and “softmax” as the activation
function of the output layer. Together with the opti-
mizer, the MSE loss function (RMS error) was used.
The training was carried out on a general sample
divided into a training sample, which made up 80% of
the total number of training sets (2150 sets), valida-
tion and test samples, each making up 10%.

2. Results
2.1. The ANN model

One of the factors leading to the occurrence of
operational risk is the actions committed (or inac-
tion) of personnel when performing business tasks.
These actions are largely determined by the profes-
sional skills of the participants in the business pro-
cess. Organizations have been monitoring the level of
knowledge and competence of employees for a long
time, conducting interviews and various knowledge
tests when applying for a job, as well as organizing
various advanced training courses during their work-
ing life.

However, a sufficient level of knowledge of an
employee cannot guarantee the complete exclusion
of the possibility of operational risk associated with
his actions as a participant in the business process.
Very often, the occurrence of operational risk events
is influenced not only by the low level of professional
knowledge of the staff, but also by indicators indirectly
related to it and affecting the effectiveness of the appli-
cation of this knowledge. The indicators of the level
of education, general health, financial independence,
marital status and personal qualities were considered
as such parameters in the work. Some of the consid-
ered parameters have a very insignificant effect, and
sometimes may not affect the possibility of operational
risk events at all [16]. As a result of the analysis, the
indicators that have the greatest impact on the possi-
bility of operational risk events were selected and these
were used as input parameters of the ANN:

1. Work experience in the organization in the field of
activity (performance of functionality within the
framework of the business process).

2. General work experience in the field of activity
(performance of functionality within the frame-
work of the business process).

3. Education (in accordance with the requirements,
exceeds the requirements);

4. The average score of the document confirming
education.

5. Availability of certificates, provided they are

optional.

. Violation of technological discipline.

6

7. The presence of penalties.

8. Availability of thanks/rewards.
9

. Promotion in the last 5 years.

10. Frequent job changes (more than once a year).

Quantitatively, the average score of an educational
document is set as a continuously changing value, the
remaining parameters are usually set as elements of
a finite set. So, for example, for the parameters: the
presence of certificates, the presence of penalties, the
presence of commendations/rewards, promotion over
the past 5 years, the frequency of job changes was
determined by the values “yes” (presence) or “no”
(absence). The level of education was considered as
meeting the requirements of the business process or
exceeding these requirements. The length of service
was set in ranges of values (years), based on the fact
that it cannot be less than the value required for the
position, but can only meet or exceed the require-
ments (for example, “more than 2 years” or “more
than 5 years”). To quantify the indicator of violation
of technological discipline, gradations were used:
periodically” and “constantly.”

bEN13

“rarely,

Thus, a generalized ANN model for determin-
ing the impact of the competence of business pro-
cess participants on the possibility of operational risk
events can be described by an input layer containing
10 neurons and 3 neurons in the output layer (risk
level) with the values “low (green)”, “medium (yel-



low)” and “high (red)”. The total size of the general
sample formed by the experts was 2688 sets.

2.2. Analysis
of the training sample

To analyze the created data sets for the possibility
of their use in the process of training and testing of the
INS, a quantitative assessment of the Spearman cor-
relation coefficient for pairs of parameters each with
each was used. The assessment showed that the value
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of Spearman’s correlation coefficient varies in the
range from 0.26 to 0.34, which, in accordance with
the Cheddock scale, indicates a weak bond strength
for the qualitative characterization of the tightness of
the rank correlation coefficient. Figure Ia shows the
dependence of the correlation coefficient of the aver-
age score on all others. The trend shown in Figure 1a is
typical for almost all parameters. The exception is the
parameter characterizing the frequency of job changes
(Fig. 1b), which shows a moderate dependence on
work experience in the current position (the correla-
tion coefficient is 0.65).

Education
Violation of

Promotion
technological discipline
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Frequent job changes
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Fig. 1. Change in Spearman’s correlation coefficient
a) the average score of the education document, b) the frequency of job changes.



BUSINESS INFORMATICS ‘ Vol. 18 ‘ No. 2 ‘ 2024

The influence of each of the defined independent
input parameters on the output was also analyzed. For
categorical parameters, bar charts were constructed
indicating the number of values of this parameter
included in a certain class. Figure 2 shows a diagram
for the frequency of violations of technological disci-
pline in the workplace.

Quantify of examples 900

600

525
500

400

rarely

It can be seen from the diagram in Fig. 2 that the
distribution of input values between output classes is
fairly uniform, that is, there is no direct dependence

on only one of the parameter values.

Figure 3 shows a diagram for the general work
experience in the field of activity, from which it can

800
700

513 Competence

B high

average

300 519 [ low
200
0

periodically

constantly Quantify the indicator of violation

technological discipline

Fig. 2. Diagrams of the level of competence depending on the frequency of violation of technological discipline.
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Fig. 3. Diagrams of the level of competence depending on the general experience in the current direction.
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Fig. 4. Graph of the probability
density distribution of the average score.

be seen that there is a shift towards more experienced
personnel, which is quite consistent with the desire to
hire more experienced workers, but there is no unam-
biguous dependence.

For a single continuously changing parameter of
the assessment of the average score of an educational
document, a graph of the probability density distribu-
tion of a random continuous value was constructed
(Fig. 4).

Figure 4 shows that employees with a higher score
are more likely to be found in a group with high com-
petence and vice versa. However, there is no complete
alignment of the graphs, which indicates that the aver-
age score of the education document has an impact
on the assessment of competence and can be used as
an input parameter of the projected neural network.

2.3. ANN training to determine
employee competence

During the study of various network options, the
choice of the number of layers and the number of
neurons was carried out based on the well-known
recommendation that the size of the training sample
should be at least twice the number of configurable
parameters. For the smallest of the considered net-
works (with a structure of 10—15—15—3), this ratio is
4, and for the largest (with a structure of 10—25—25—
25-3) it is 2. Larger networks in this case were not
studied due to the limited sample size. The volume of
the sample used turned out to be sufficient to investi-
gate the fundamental possibility of applying the pro-
posed approach to assessing the impact of personnel
on the occurrence of operational risk based on the
results of training and testing of the ANN.

To determine the optimal network structure, train-
ing experiments were conducted for direct propaga-
tion networks with a different number of hidden lay-
ers and neurons in the hidden layer, as well as with
various learning parameters: activation functions and
algorithms for updating weights (optimizers). The
results are summarized in 7able 1. The loss function
MSE (RMS error) was used for the Adam optimizer.

The above results were obtained during training
for 200 epochs; an increase in the number of train-
ing epochs did not lead to an increase in network
accuracy. The training accuracy indicators shown in
the table were obtained with the size of the batch of
examples (batch_size), after which the weight coef-
ficients are updated to 32. Increasing and decreasing
the batch size of the weight coefficient updates led to
a decrease in accuracy. At the same time, there was no
effect of retraining.

From the results of the training cycles conducted
(Table 1) it can be seen that the best accuracy indica-
tors are given by a network with a 10—25—25—3 archi-
tecture and using the hyperbolic tangent activation
function. The graph of the learning curve is shown in
Fig. 5.
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Table 1.
Network accuracy on a test sample
Activation function
sigmoid ‘ tanh
DNN models Acc. Valid. Test mse Acc. Valid. Test mse
10-15-15-3 96.65 92.22 92.54 0.04 98.14 93.0 94.03 0.03
2 hidden layers | 10-20-20-3 98.33 93.74 92.54 0.04 99.4 93.48 94.4 0.03
10-25-25-3 99.35 94.37 93.66 0.03 99.86 94.33 9.9 0.023
10-15-15-15-3 95.86 91.78 92.91 0.04 98.7 94.07 96.64 0.022
3 hidden layers | 10-20-20-20-3 98.23 93.48 92.16 0.036 98.74 95.7 94.4 0.032
10-25-25-25-3 98.88 9459 94.03 0.033 99.21 95.7 945 0.038
model loss model categorical accuracy
0.16 100 4
0.14 __ train
I 0.95
012 —— validation
0.90 —
0.10
008 085 5
0.06 0.80
0.04 0.75 — — ftrain
—— validation
002 070

0.00

In general, Table 1shows that the accuracy of the net-
work model is higher than the estimate of the resulting
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175 200
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gpoch

Fig. 5. Learning curves of Direct Distribution ANN with architecture 10-25-25-3.

model on the test set. The trend continued even after

repeated mixing of data between and within samples.

Application of neural network technologies to assess the co

mpetence of personnel in the tasks of controlling the operational risk of a credit institution 17



3. Discussion

The paper describes an approach to building a neu-
ral network that can be used to assess the operational
risks of a credit institution associated with the actions
of personnel involved in business processes.

The following methods are usually used to assess
the competence of employees in organizations: sur-
vey (testing, execution of business cases) an employee
on a pre-determined range of issues; evaluation of an
employee by his colleagues according to certain crite-
ria. These methods do not sufficiently allow us to assess
the impact of the employee’s level of competence on
the possibility of operational risk when performing
the business process of a particular credit institution.
For a more correct assessment, it is necessary to take
into account statistical data on incidents related to the
actions of personnel involved in this business process,
and on the set of values of the characteristics of this
personnel according to certain criteria.

More accurate estimates of the impact of an
employee’s level of competence on the possibility of
operational risk can be obtained using statistical meth-
ods of data analysis. Having statistics on incidents
and personnel characteristics, which were mentioned
above, you can use, for example, the methods of clas-
sical (based on the calculation of proximity measures
between sample elements) cluster analysis to identify
employee profiles, whose actions during this business
process most often lead to operational risk events. It
should be noted, however, that the application of sta-
tistical methods gives good results on sets of discrete
quantities and simple (usually linear) dependencies
between them and is difficult if continuous quantities
and complex nonlinear dependencies between sample
elements are present in data sets. In our case, in par-
ticular, it is necessary to take into account the total
work experience, work experience in the specialty, the
score of the education document, which are continu-
ous values.

In recent years, attempts have been made to use
artificial intelligence methods, in particular, fuzzy

logic and neural networks to solve problems related to
assessing the level of competence of personnel. These
methods make it possible to largely avoid the disad-
vantages inherent in the above-mentioned traditional
assessment methods. Analyzing the methods listed
above, it can be noted that the complexity of using
fuzzy algorithms lies in the difficulty of compiling a
rule base due to the exponential growth in the num-
ber of rules with an increase in the number of input
parameters [11].

Perhaps the only drawback of neural network
technology is the difficulty in interpreting the
results obtained. A neural network simulates expert
responses to a certain situation described by a set of
network input parameters. This raises questions of
trust in the experts whose assessments were involved
in the training of the ANN. In this case, organizations
can be invited to conduct additional training on the
network using the opinion of experts from this organ-
ization, whose assessments can be fully trusted. In
this case, when forming additional training and test
samples, it is necessary to analyze the consistency of
the data using the mathematical methods described
in this article.

Based on the conducted research, it is possible to
talk about the possibility of using the ANN in the sys-
tem of indicating the occurrence of operational risk
events related to the competence of personnel. The
obtained test accuracy of the constructed ANN has a
fairly high value equal to 95%.

The network model that showed the best results is
almost similar to the model obtained in [3], for the
preventive indication of the occurrence of opera-
tional risk events associated with the use of informa-
tion technologies. The difference lies in the activation
function used, although in both cases the accuracy
indicators are very close and do not differ by more
than 2%.

The uniformity of the models obtained allows us to
make an assumption about the possibility of imple-
menting a unified modular (homogeneous in mod-
ule architecture) system of interconnected neural



networks for the preventive indication of all types of
events and sources of operational risks.

As a direction for further research, it is proposed to
consider the possibility of building an ANN to assess
the level of supra-professional competencies (soft
skills) of employees and propose an ANN architec-
ture for a comprehensive assessment of the person-
nel of a credit institution in terms of the possibility of
operational risk events associated with the actions of
employees involved in the business process.

Conclusion

Based on the use of the ANN, a method is pro-
posed for assessing the level of competence of
employees in terms of its impact on the possibility of
operational risk events associated with the actions of
the personnel in a credit institution (unintentional
errors, intentional actions or inaction). The ANN
models that have shown the best results in relation
to assessing the level of personnel competence are
similar to the models described by the authors in [3]
for assessing operational risks arising in the process
of using information technologies. This allows us
to conclude that a system of unified network mod-
ules can be used for a comprehensive assessment of

the operational risks of a credit institution, taking
into account all possible sources of operational risk:
imperfections or erroneous internal processes of a
credit institution; actions of personnel and other
persons; failures and deficiencies of information,
technological and other systems, as well as a result
of the implementation of external events.

The research results described in the paper are new
and can serve as a basis for creating intelligent systems
for monitoring operational risks associated with the
actions of the personnel in a credit institution. Taking
into account the adaptation, the proposed solutions
can be used by companies in various sectors of the
economy, including those not related to the financial
sector. ®
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