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Abstract

The necessity to enhance the efficiency of modern network enterprises based on digital platform 
technologies, Digital Twins, and Digital Threads determines the relevance of implementing dynamic multi-
agent technologies in production practice. The architectural complexity of existing multi-agent systems 
(MAS) and the lack of scientific research in the field of justifying methods and tools for their creation 
motivate the goal of this study to develop a comprehensive MAS design technology. This technology should 
encompass all architectural levels and allow for the adaptation of reference and best design practices. This 
article analyzes the possibilities of applying Digital Twins and Digital Threads in the creation of network 
enterprises and proposes methods for their implementation using MAS. A design technology for MAS 
has been developed in accordance with the IIRA (Industrial Internet Reference Architecture) and RAMI 
(Reference Architectural Model Industrie 4.0) architectural frameworks, which enables the interconnected 
formation and display of design results across various architectural levels. At the business level, a method is 
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Introduction

To produce innovative products and services 
for the specific needs of customers, dynami-
cally formed flexible network or Internet-

distributed enterprises can be created, requiring the 
implementation of new management systems based 
on the use of modern digital and intelligent technolo-
gies. As a result of the creation of such enterprises, the 
life cycle of products and services provided should be 
shortened both at the stage of launching into the mar-
ket and at the production stage, ensuring high quality 
and adaptability of product configurations for various 
categories of consumers [1].

The creation of network or virtual enterprises based 
on modern digital platforms, on the one hand, leads to 
an increase in the level of integration and cooperation 
of enterprises interacting within the overall network 
structure [2], and on the other hand, gives rise to new 
tasks of creating mechanisms for coordinating partici-

pants in network enterprises and selecting reliable part-
ners, organizing joint ownership and determining the 
rights to use data, the unresolved nature of which can 
lead to a loss of confidence of potential participants in 
a network enterprise regarding the possibility of joint 
activities within the overall network structure [3]. Solv-
ing the problems of creating network enterprises in 
industry becomes more complicated, as a rule, due to a 
large number of cooperative connections, high resource 
intensity and large investment cycles.

The implementation of Industrial Internet of Things 
(IIoT) technologies, Digital Twins and Threads into 
the practice of digital transformation of enterprises 
based on the concept of the Industrie 4.0 creates objec-
tive prerequisites for increasing the efficiency of man-
aging network interactions of enterprises carrying out 
joint activities through the creation of modern digital 
systems [4–7]. At the same time, Digital Twins and 
Threads are based on digital models which represent 
systems of mathematical and computer models that 
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make it possible to display the information state, pre-
dict the behavior of simulated objects in real time and 
formulate decisions.

One of the effective approaches to the implementa-
tion of the listed technologies is the creation of digi-
tal systems for managing manufacturing and business 
processes of a network enterprise based on the use 
of multi-agent technologies – multi-agent systems 
(MAS) of a network enterprise. In works [8, 9] devel-
oped computer models based on the use of agent-based 
and discrete-event modeling methods which are built 
into the structure of Digital Twins to optimize pro-
duction processes at various stages of the life cycle. To 
increase the efficiency of using computer models of 
manufacturing and business processes, it is necessary 
to ensure their interaction with systems for operational 
data collection using the IIoT, as well as their integra-
tion with other intelligent technologies based on deci-
sion-making rules, analysis of big data and machine 
learning [10–13].

The architectural complexity of the MAS determines 
the goal of the study to develop a comprehensive tech-
nology for designing a software implementation that 
would affect all levels of the network enterprise archi-
tecture in accordance with the IIRA and RAMI archi-
tectural frameworks [14, 15] and the use of a variety of 
decision support tools in computer models of agents. 
Existing works on the design of multi-agent implemen-
tation of digital systems mainly consider the functional 
level of design [16–19] and practically do not consider 
the design of MAS at other architectural levels.

This article solves the problems of analyzing the 
capabilities of Digital Twins and Digital Threads for 
creating network enterprises, their implementation 
using an MAS and developing MAS design technology 
at the levels of business and user requirements, func-
tional design and implementation with mutual map-
ping between the levels of the results obtained. A fea-
ture of the proposed technology is the linking of MAS 
design stages by sequential mapping of design entities 
(categories) between architectural levels and adapta-
tion of design solutions based on libraries of reference 
solutions and knowledge bases of the best usage prec-
edents [20–22].

1. Analysis of the possibilities  
of using Digital Twins 
and Digital Threads  

to create network enterprises  
based on multi-agent technology

Digital twin technology is widely used in industry 
and allows you to manage enterprise assets (products, 
equipment, any resources) at different stages of their 
life cycle. At the same time, Digital twins not only 
reflect the current state of assets, but also allow, using 
a set of procedures, to model, predict and formulate 
decisions to optimize their behavior. From this point 
of view, Digital twins are an integrated system of data, 
models and tools for analysis and decision-making 
used throughout the entire life cycle of various assets 
[8, 23].

Due to the need to track and manage the behavior 
of not only individual assets, but also the dynamic pro-
cesses in which they participate, there is an objective 
need to implement more complex production tech-
nologies based on digitalization which are reflected 
in the concept of Digital Threads. The Digital Thread 
concept involves the use of modern modeling and 
management tools that link the life cycle processes of 
interconnected assets and make it possible to improve 
the manufacturability, controllability and sustainabil-
ity of production systems [24]. Digital Thread in the 
economic sense implements value chain management. 
In the RAMI architectural framework [15], Digital 
Thread is associated with interacting assets: produc-
tion chains and supply chains.

The use of Digital Twin and Digital Thread pro-
vides the flexibility and adaptability needed to quickly 
develop and implement products while reducing risk. 
Thus, data obtained from existing or designed produc-
tion systems can form the basis of improved models 
that will allow forecasting at both the component level 
and the asset level as a whole. Archiving digital asset 
descriptions can greatly facilitate any future required 
redesign of the production system. The combination 
of Digital Twins and Digital Thread constitutes a digi-
tal system for a specific production system or an entire 
network enterprise.
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A unified information model of Digital Twin and 
Digital Thread can be represented using software open 
source, which allows for the implementation of digi-
tal technologies in complex projects [25]. This option 
ensures the implementation of Digital Twin and Digi-
tal Thread not only in digitalization projects of indi-
vidual enterprises, but also in the creation of network 
enterprises through the integration of various software 
systems based on a single digital platform. Using Digi-
tal Twin and Digital Thread technologies, information 
is transferred from individual links in the value chain to 
the production system of a network enterprise, which 
makes it possible to monitor compliance with require-
ments and the impact of the results obtained on the 
efficiency of the entire network enterprise [26].

The dynamic nature of Digital Twin and Digital 
Thread technologies makes it natural to use multi-
agent systems to organize the interaction of Digital 
Twins within the Digital Thread, while the tool for 
implementing Digital Twins are software agents, and 
the Digital Thread is the MAS as a whole. The issues 
of implementing production systems using multi-agent 
interaction technologies are quite well theoretically 
worked out [9, 10, 13, 16, 17, 27].

The modern development of Industrie 4.0 concepts, 
which has led to new architectures for Digital Twins 
organizing in the form of Asset Administrative Shells 
operating on common digital platforms, provides the 
opportunity to develop MAS on a new technological 
basis, primarily using microservice implementation of 
mechanisms for performing agent functions [18, 19, 
28].

In the listed works, the main emphasis is on the 
functional implementation of MAS for creating digital 
and network enterprises and to a lesser extent devoted 
to the issues of their design technology. At the same 
time, the construction of multi-agent systems for inter-
action between participants in a network enterprise 
makes relevant the issues of creating an MAS design 
technology that takes into account the level of com-
plexity of network enterprises being created. Previously 
developed MAS design technologies, for example, 
such as ASEME [29], RTMIAS [30], X-Machine [31], 
etc., are local in nature, based on component technol-

ogy of object-oriented design, and in some cases use 
ontologies for developing interaction between agents, 
but for such complex systems as network enterprises, 
they are of little use.

From the point of view of applying the concept of 
Industrie 4.0, the design of the MAS of a network 
enterprise comes down to the design of Asset Admin-
istrative Shells (AAS), which correspond to agents 
that implement active and proactive modes of opera-
tion [21, 28, 32], as well as designing scenarios for their 
interaction within the unified Digital Thread through 
the exchange of messages between AAS in accordance 
with the protocols established by FIPA [33]. A distinc-
tive feature of the implementation of AAS on the prin-
ciples of multi-agent technology is the possibility of 
using knowledge bases to develop solutions, machine 
learning and simulation mechanisms for analyzing and 
interpreting events.

To implement software agents and their interaction, 
it is necessary to develop a set of functional AAS ser-
vices, and for a digital platform that serves many inter-
acting AAS, a set of infrastructure services that ensure 
the creation and registration of AAS and their users, 
commercial and information security of use and a 
number of other functions.

Taking into account the complexity of the process 
of creating an MAS of a network enterprise, this article 
proposes a design technology that is based on the con-
sistent refinement of design solutions at the levels of 
architecture of a network enterprise in accordance with 
IIRA and RAMI frameworks [14, 15] using the method 
for adapting reference and best design models.

2. Stages of technology  
for designing an MAS  

for a network enterprise

The stages of designing an MAS for a network enter-
prise are well defined by points of view on the system 
architecture in accordance with IIRA [14]:

 ♦ Business Modeling – Business viewpoint;
 ♦ Design of manufacturing and business processes – 
Usage viewpoint;
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 ♦ Functional design of MAS – Functional viewpoint;
 ♦ Design of implementation technology – Implemen-
tation viewpoint.

The listed points of view on architecture or archi-
tecture levels are interrelated: each subsequent level of 
architecture specifies the previous level of architecture 
in its own specific language and confirms the possi-
bility of implementing the requirements formulated 

above. A feature of the proposed MAS design technol-
ogy is the sequential decomposition and detailing of 
design solutions and iterative repetition of stages if the 
need arises.

The set of digital system entities used in the pro-
posed MAC design technology at various levels of the 
IIRA architecture, as well as design tools, is presented 
in Table 1.

Table 1.
Entities and tools for MAS design  

at various levels of IIRA architectural framework

Entity
Levels of MAS architecture of a network enterprise

Business level Usage level Functional level Implementation level

Subject Participant, Role Performer role
Interface (Boundary Class) Client application

Subject agent (AAS) Composite microservice

Object Assets Product, Resource
Object agent (AAS) Composite microservice

Entity class Database

Function Activity / Activities Process
Operation (method, service) Microservice

Entity class Microservices registry

Modeling and Design Tools

Model type Value Network (St. Gallen);
Use-Case diagram

Activity diagram; BPMN 
diagram; Usage Model (IIRA)

UML diagrams:
Sequence; Class; State-chart

UML diagrams:
Component; Deployment 

By Value Network (network enterprise) participant 
we mean any enterprises or organizations participating 
in the value chain as subjects.

By Role we mean a specific behavior scenario per-
formed by a value network participant in manufactur-
ing or business processes. Moreover, the same partici-
pant can play different roles in the same process; for 
example, an enterprise can be a supplier of equipment 
and a service provider, and an operating enterprise can 
also be an operator of a private cloud infrastructure. 

Roles at the usage level can be refined to the level of 
specific performers.

At the functional level, the role is performed directly 
either by an actor (organizational unit) or by a software 
agent (subject). In the first case, an interface must be 
created for the subject, implemented in the form of a 
client application, through which it interacts with the 
MAS. In the second case, a Digital Twin is created for 
the subject which automates a number of functions of 
the actor, essentially replacing it. In this regard, it is 
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proposed to represent the subject’s Digital twin at the 
functional level in the same way as the asset’s Digital 
twin – in the form of AAS, which is implemented by a 
composite microservice in the sense that a composite 
software component includes a registry of services cor-
responding to individual functions [34].

In accordance with RAMI, an Asset of a network 
enterprise will be understood as any physical or soft-
ware objects (products ‒ goods, services or their com-
ponents, and resources – individual devices, equip-
ment, production lines, production systems) [15], 
which are represented by AAS [33]. AAS of objects 
(products or resources) are proposed to be imple-
mented using microservices [35, 36]. If any part of the 
information about assets does not require active man-
agement, then it is technologically implemented in the 
form of a passive database which is local for micros-
ervice or a database which is shared across multiple 
microservices.

From a business point of view, the Activity of a net-
work enterprise will be understood as a certain func-
tion that produces flows of material assets, information 
and value (costs). Each activity is detailed as a process 
executed by the MAS, which consists of individual 
operations. The identified operations are specified as 
elements of the AAS structure which link through API 
to an implementation in the form of a microservice. In 
this case, the meta-description of the operation as an 
entity class is placed in the service registry [21, 34].

A combination of different tools is used to model 
and design MAS. This article uses the object-oriented 
modeling language UML as a comprehensive tool to 
present an end-to-end example of the MAS design 
process.

Let us consider the stages of technology for design-
ing an MAS for a network enterprise, corresponding to 
IIRA viewpoints, in more detail.

Business modeling. Business Viewpoint determines 
the strategy for creating and operating a network enter-
prise. From this position, at the business modeling 
stage, stakeholders and their vision of the functioning 
of the enterprise in the context of the use of common 
digital platforms, as well as the values and goals of digi-

talization of manufacturing and business processes are 
determined. At this stage, business requirements for 
the designed multi-agent system are formed. The most 
important role at this stage is played by the design of 
business models for the functioning of network enter-
prises, specified in business scenarios [21, 37]. The 
St. Gallen value network framework is widely used as 
a notation for describing business models [38]. From 
the perspective of multi-agent implementation, the 
method of determining the main activities and their 
actors, which are subsequently supported by software 
agents and their processes, becomes of utmost impor-
tance. The core activities of value networks can be cap-
tured using UML use case diagrams.

The business modeling process begins with SWOT 
analysis of the proposed network enterprise organiza-
tion. This identifies the strengths and weaknesses of 
digitalization from the perspective of using internal 
resources, as well as opportunities and threats from 
the perspective of the influence of the external envi-
ronment. As a result of SWOT analysis, the company’s 
vision, the main values being formed are determined 
and a tree of goals is built. For goals, sets of measures 
are formed to achieve them, including the creation of a 
new or customization of an existing software and hard-
ware platform.

The selection of business models and correspond-
ing application implementation scenarios is carried 
out according to the methodology described in [22, 
39]. In accordance with this methodology, depending 
on the type of business model (the Industrial Internet 
of Things platform model, the Value adding services in 
operation model, the Data Trustee model) and the type 
of business process (product lifecycle management 
processes, production system lifecycle management 
processes, supply chain management, asset service 
management) applied scenarios for the implementa-
tion of a network enterprise are selected (Adaptive 
Factory, Value Creation Network “Innovative Product 
Development”, Value Creation Network “Order-Con-
trolled Production”, Value-Based Scenario, etc.). The 
selection of an application scenario for the implemen-
tation of a network enterprise is carried out on the basis 
of a knowledge base of typical scenario models, organ-
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ized using the ontology of digital transformation, and 
subsequent analysis of network effects.

The selected application scenario is presented in the 
form of a value network model and is adapted to the 
operating conditions of a particular enterprise. In the 
value network model, the composition of enterprise 
participants and their roles is first determined (parent 
enterprise, subcontractors, functional service provid-
ers, platform operators, software developers, system 
integrators, etc.). The performance of activities by par-
ticipants in a network enterprise in accordance with 
their roles can be represented in the form of a use case 
diagram. An example of a use case diagram for a value-
based application scenario [40] is presented in Fig. 1.

Design of manufacturing and business processes in 
accordance with the point of view of system use (Usage 
Viewpoint). At this stage, functional requirements for 
the organization of manufacturing and business pro-
cesses are determined in terms of specifying partici-
pants in network enterprises and their roles in various 
activities (processes). In this case, activities are deter-
mined from the perspective of initiation conditions, 
task workflow, resulting effects and restrictions on the 
execution of processes, and executor roles are assigned 
to tasks [37, 40].

The transition from the value network model to 
models of manufacturing and business processes is 
carried out in accordance with the following method: 
each value flow and accompanying information and 
financial flows correspond to manufacturing or busi-
ness processes, which can be modeled in the form of 
an activity diagram or BPMN diagram reflecting the 
assignment of roles process participants for perform-
ing specific operations (services). As a result of activity 
diagrams design, functional requirements are formed 
for the future composition of software agents imple-
menting the allocated roles, and the composition of 
operations (services) of the corresponding AAS.

Functional design of MAS, reflecting a functional 
point of view on the system architecture (Functional view-
point). At this stage, a method is presented for the for-
mation of basic design solutions for building an MAS 
of a network enterprise from the position of imple-
menting various categories of services using AAS and 

Fig. 1. Example of a use-case diagram  
for a value-based scenario (VBS).

their specialization: interaction with external business 
services (ERP, MES, PLM, etc.); applications (Appli-
cation) – functional services of digital systems; system 
services (System Management) – platform services; 
asset integration services – physical devices, products 
(Control); communication services of digital system 
components (Table 2) [14, 34].

From a functional viewpoint, in accordance with 
the concept of the Platform Industrie 4.0, each com-
ponent of a network enterprise represents an asset and 
its AAS [41, 42]. The structure of AAS includes a set 
of properties, operations and events which can also 
be divided into submodels [42]. At the same time, the 
information part (passive) of AAS in the form of a set 
of properties allows you to reflect the dynamic infor-
mation model of the asset, and the operational (active) 
part allows you to interact with assets, other AAS and 
external applications, and to execute functional ser-
vices. In accordance with the types of assets, software 
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agents that are represented by AAS are divided into 
product agents and resource (equipment) agents [43]. 
A digital platform can be represented by AAS with a set 
of system services, the actor for which is the operator 
(administrator) of the platform. Digital Twins of sub-
jects managing the production system are also repre-
sented by agents – AAS.

AAS as software agents are well represented by 
classes in the object-oriented paradigm. The inter-
action of software agents in the process of executing 
individual activities with the addition of the necessary 

interface classes (Boundary) and entity classes associ-
ated with the database (Entity) is displayed in the form 
of a sequence diagram (Sequence Diagram). Figure 2 
shows a fragment of a sequence diagram reflecting the 
process of generating recommendations for equipment 
operation in accordance with a Value-Based Scenario.

The process is launched through the boundary class – 
 client application “Data Analysis” (Boundary), and 
the received recommendation is recorded in the local 
database through the entity class “Recommendation” 
(Entity).

Table 2.
Sublevels of the IIRA functional level

Functional level sublevels Description

Business level
(BUSINESS DOMAIN)

Services for exchanging information with external applications of various information systems: ERP, CRM, PLM, 
MES, HRM, etc.

Application level
(APPLICATION DOMAIN)

Functional services performing the functions of monitoring, diagnostics, forecasting, coordination, optimization, 
support, management of manufacturing and business processes

Operating level
(SYSTEM MANAGEMENT 
DOMAIN)

General infrastructure services for managing a software system (platform): deployment, configuration, monitoring, 
diagnostics and updating of its components, as well as orchestration for coordinating the operation of various 
system components

Information level
(INFORMATION DOMAIN)

Services for collecting, cleaning, syntactic and semantic transformations, storing and issuing data for functional 
components.
Auxiliary data management services: data security, data access control and data rights management, backup and 
recovery, etc.
Services that implement universal methods of data analysis, incl. Big Data analysis methods, machine learning, 
simulation, knowledge extraction

Communication level Considered between services (components) at all sublevels

Control level  
(CONTROL DOMAIN) 

Services interaction of software components with physical devices (assets): collecting data using sensors from 
physical devices, monitoring operation and executing control commands on physical devices.

Physical systems
Physical devices: equipment parts, equipment, production lines, production systems (factories), network 
enterprises (Connection World)
Software: software libraries, knowledge bases, ontologies, repositories
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On the generated class diagram, AAS “Analyst 
Agent” implements the functions of a software agent at 
the Functional Domain level. The service (operation) 
“Perform Forecast” using one of the machine learning 
methods, for example, a neural network, performs fault 
prediction, and the service “Form Recommendation” 
using a set of rules and/or a simulation model based 
on agent-based and discrete-event modeling methods. 
implemented, for example, in the AnyLogic system [9].

Equipment Agent AAS is a software agent that col-
lects data into a historical dataset to predict the con-
dition and updates the condition of the asset. In this 
sense, AAS performs the functions of the control level 
(Control Domain). Information services for convert-
ing data formats, checking access security, etc., asso-
ciated with the execution of the “Data Analysis” and 
“Save Recommendation” services, are called within 
these services. Similarly, the communication ser-
vice of AAS “Analyst Agent” and AAS “Equipment 

Agent” is called within the “Prepare Dataset” service.

Design of technological implementation (Implementa-
tion viewpoint). The point of view on the implementa-
tion of a digital system reflects the physical construc-
tion of the system from the components being created. 
Considering the autonomy of the main components – 
software agents, their distribution in a computer net-
work, the need for independent access to infrastructure 
services of a common digital platform, the presence of 
local databases as part of the components, it is pro-
posed to implement MAS based on microservices 
technology in a cloud containerization environment. 
Architectural patterns can be used to provide examples 
and references for conceptualizing real-life IIoT archi-
tectures.

The use of microservices is proposed to be carried 
out at two levels: at the level of AAS in the form of 
composite microservices and at the level of microser-

Fig. 2. Fragment of a sequence diagram for the process  
of recommendations formation for equipment operation.
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vice implementation of operations (services, methods) 
of the AAS. In the second case, the operation in the 
information part of the AAS is connected via an API 
interface with a microservice which is stored in a dedi-
cated library of the AAS, organized using a service reg-
istry (Registry) [34].

Integration and deployment of microservices is car-
ried out on a technology platform for managing con-
tainer microservices. An example of a deployment dia-
gram of all software of a digital multi-agent system for 
the process of recommendation formation for equip-
ment operation is presented in Fig. 3.

As an architectural pattern for implementing a net-
work enterprise in the Industrial Internet concept 

(IIRA), we propose to use the Digital Twin pattern as 
an intermediate software layer (between the applica-
tion and the physical world) [14]. This pattern implies 
the construction of industrial applications based on 
digital twins, which in turn are implemented based on 
standard services of the IIoT platform.

3. Method for adapting design models  
for a multi-agent system  
of a network enterprise

The MAS design technology is based on the use of a 
methodology for adapting design models (design pat-
terns). For this purpose, knowledge bases (libraries) of 
design models are organized; they are systematized in 
accordance with a set of dictionaries (ontologies).

Fig. 3. MAS deployment diagram.

Designing a multi-agent system for a network enterprise 79

OperatorSupplier

Analyst

Containerр

Analyst_agent

Container

Platform_agent

Container

Operator_agent

Container

Decision_making

Клиент

Формирование_решения

Client

Decision_formation

Container

Operator_agent

Container

Equipment_agent

Client

Data_analysis



BUSINESS INFORMATICS        Vol. 18        No. 3        2024

In the State Standard “Structure of the Digital Fac-
tory” [20], design patterns are specified in the asset 
class libraries of the digital factory, and a set of diction-
aries is defined in accordance with which asset classes 
are built. In the materials of the Plattform Industrie 4.0 
project [21], design models (patterns) are presented in 
a library of functional blocks. In [22], it was proposed 
to use not only reference models of application scenar-
ios from the knowledge base, but also to accumulate 
models of precedents related to completed projects and 
use the hierarchy of ontologies to organize access to 
these models.

In this work, the approach to the use of MAS design 
patterns is developed from the point of view of their 
application at all stages of design technology. Method 
for adapting multi-agent system design models comes 
down to selecting precedents of appropriate models 
from libraries of reference models and knowledge bases 
and their subsequent refinement (Fig. 4).

To reflect the current state of the MAS creation pro-
ject, a Project Repository is organized, which records 
the state of the project after each stage. At the same 
time, the Project Ontology is also clarified and devel-
oped.

Project organization at the initiation stage begins 
with defining the ontology of a network enterprise and 
selecting appropriate dictionaries from a set of ontolo-
gies that can be implemented by various standardiza-
tion bodies, consortiums and research projects, and 
including upper ontologies, problem ontologies and 
domain ontologies. The selected ontologies form the 
prototype of the Project Ontology (or network enter-
prise ontology). In addition, as the project is imple-
mented, the ontologies of external participants in the 
network enterprise are also connected to the existing 
ontology through links. A necessary condition for their 
unification is the alignment of external ontologies with 
the Project Ontology.

The subsequent development of the repository 
and ontology metadata involves versioning not only 
the data (a “snapshot” of the parameters of the sys-

tem models is implemented as of a certain point in 
time), but also the ontology of the network enterprise 
(Project Ontology). This option allows you to use all 
the data accumulated in the historical perspective 
for the development of a project for the creation and 
operation of a network enterprise. Mechanisms that 
implement versioning, alignment and development of 
ontologies, their connection with each other, must be 
implemented as independent services within the plat-
form that supports the functioning of a multi-agent 
system.

Each subsequent stage of designing a multi-agent 
system generates at the output a set of input parameters 
for the formation of the next stage, within which these 
input parameters serve as the basis for selecting new 
models from a library of reference models. According 
to the levels of model typification, which are stored in 
the library of reference models (design patterns), mod-
els can be both quite abstract, high-level, and specific 
to a particular subject area.

A distinctive feature of the proposed method for 
adapting MAS design models of a network enterprise is 
the use, along with a library of reference models (design 
patterns), also of a knowledge base aimed at preserving 
the formed and tested structures and descriptions of 
real business models, business scenarios, production 
and business processes, software agents (AAS), sets of 
services (precedent models).

Precedent models are presented as descriptions 
of cases that are stored in the system with reference 
to the description of the initial conditions (require-
ments), as well as the results of the work of the net-
work enterprise, the quality characteristics of the 
products released (products) and the resulting eco-
nomic effect. Thus, when searching for suitable mod-
els, not only reference models (design patterns of a 
certain type) are selected, but also adapted precedent 
models, taking into account the degree of proximity 
(maximum similarity value – S) of the corresponding 
characteristics of the models  Mi  M and the availa-
ble input and required output parameters that define 
the problem situation C In [44]: 
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Fig. 4. Method for adapting MAS design patterns.
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where

, where N is the total number of models available 
in the library and Precedent Knowledge Base;

, where CR is a constant number of compared 
description elements (properties, relationships);

– j-th property (relationship) describing the i-th 
model,

 – j-th property (relationship), describing the set of 
required input or output parameters,

wj – weight of the j-th property (relationship),

sim – similarity function , .

After completing the design process of a multi-
agent system, the design results reflected in the Project 
Repository are used to perform the following stages of 
creating an MAS: software development, testing and 
implementation. The result of the design process is 
also placed in the Precedent Knowledge Base for later 
use in other projects.

Conclusion

As a result of the study, we can conclude that the use 
of MAS fully ensures the creation of effective network 
enterprises based on the implementation of the princi-
ples of the Industrie 4.0 and the use of digital twins and 
digital thread, providing information collection, mod-
eling and planning of asset behavior, organization and 
control of manufacturing and business processes.

The proposed methods and technology for design-
ing MAS in accordance with IIRA and RAMI archi-
tectural frameworks provide, at the business and usage 
levels, for the construction of basic application scenar-
ios for the use of MAS and the roles of actor-agents, 
the formation of structures of manufacturing and busi-
ness processes; at the functional level – building a set of 

functional components in the form of AAS and models 
of their interaction in a common information space; at 
the technological level of implementation – adaptation 
of microservice implementation templates to the spe-
cific conditions of building a network enterprise.

A distinctive feature of the design technology so 
developed is the interconnected representation of all 
used categories (entities) at various levels of the archi-
tecture, which allows for a coordinated transition 
between the stages of MAS design. 

The complex nature of the proposed technology for 
designing MAS interaction between participants in 
a network enterprise determines the organization of 
effective participation of all stakeholders in the creation 
of a network enterprise focused on the implementation 
of a business strategy, taking into account the adapta-
tion of reference and best models of application sce-
narios, functional components and microservice struc-
tures using design patterns libraries, knowledge bases 
and ontologies. Consistent display of design results 
between different levels of architecture in the project 
repository allows you to fully implement functional 
and non-functional requirements, taking into account 
the available information and computing resources.

The proposed methodology for adapting design 
models for a multi-agent system of a network enterprise 
develops an approach to adapting MAS templates from 
libraries of reference solutions and knowledge bases of 
the best precedents for use at all stages of design tech-
nology.

The application of the presented technology for 
designing an MAS of a network enterprise will help 
improve the level of quality and reliability of the func-
tioning of a network enterprise, adaptability to dynam-
ically changing business needs and the capabilities of 
all stakeholders.  
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