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Abstract

The rapid development of artificial intelligence (AI) is accompanied by increasing computational 
complexity and decreasing model transparency, which significantly limits its adoption in critical 
domains that require a high level of trust, interpretability, and justification of decisions. Under these 
conditions, the field of Explainable Artificial Intelligence (XAI) has gained particular importance as it 
focuses on approaches and technologies that enable understanding of AI system logic and interpretation 
of their outputs. This article examines the timely topic of implementing XAI in the context of Industry 
5.0. Special attention is given to practical application scenarios: the authors present concrete industrial 
cases from IBM, Siemens, and other companies demonstrating how XAI contributes to enhancing 
the reliability, safety, efficiency, and trustworthiness of AI systems. The study includes a systematic 
search and analysis of the literature in this domain and proposes well-grounded key criteria for 
comparing existing XAI approaches. The article also outlines the advantages, current limitations, and 
promising directions for the development of XAI, highlighting the opportunities it opens for improving 
effectiveness, transparency, and trust in business.
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Introduction

The emergence of explainable artificial intel-
ligence (XAI) is directly associated with the 
rapid progress of modern machine learning 

methods, particularly deep neural networks. These 
models have demonstrated outstanding performance 
across a wide range of tasks; however, they have also 
come to be perceived as so-called “black boxes”, that 
is, highly complex systems whose internal mechanisms 
are largely opaque to users [1]. In contrast to earlier 
AI systems, such as expert systems or rule-based mod-
els that were relatively transparent, contemporary deep 
learning algorithms contain millions of parameters. As 
their complexity has increased, interpreting the deci-
sions they produce has become nearly impossible in 
practice. This has given rise to what is often described 
as an “explainability barrier”, which limits the adop-
tion of AI due to insufficient trust in opaque models 
[2].

Modern society expects artificial intelligence to be 
not only effective, but also reliable, transparent, and 
fair [3–5]. A lack of clear explanations for algorithmic 
decisions leads to concerns among users as well as reg-
ulatory authorities.

Explainable artificial intelligence has emerged 
as a response to this challenge. Its primary aim is to 
improve the interpretability and transparency of AI 
black-box models. XAI seeks to bridge the gap between 
the growing complexity of modern algorithms and the 
human need to understand the results they generate. 
Within the XAI paradigm, methods, techniques, and 
algorithms are developed to provide interpretable and 
intuitively meaningful explanations of AI-driven deci-
sions. In this way, XAI offers developers, users, and 
regulators clear and well-reasoned explanations.

Within the human-centric vision of Industry 5.0, 
XAI is regarded as a key enabler of successful AI 
deployment. It allows users to understand and trust 
algorithmic outcomes, which is essential for effec-
tive human-machine interaction. Explainable AI 
also helps ensure that digital systems remain ethi-
cal, accountable, and aligned with human values and 
objectives [6, 7].

For business leaders, XAI is no longer merely a 
technical add-on, but a necessary condition for effec-
tive decision-making and governance. As algorithmic 
complexity increases, black-box models deprive man-
agers of the ability to assess the rationale behind deci-
sions that underpin strategic and operational actions. 
The adoption of XAI helps address this challenge by 
providing transparent explanations of algorithmic 
behavior. This supports more informed and responsi-
ble decision-making, reduces organizational risks, and 
creates new opportunities for innovation and develop-
ment. For companies seeking to remain competitive in 
the context of Industry 5.0, the implementation of XAI 
becomes a strategic necessity [8–10].

In this study, the authors analyze contemporary 
approaches and requirements related to explainabil-
ity that aim to enhance the transparency and reli-
ability of intelligent systems and to strengthen trust 
in their decisions. A systematic literature review on 
XAI was conducted based on defined inclusion and 
exclusion criteria, analysis of citation databases, and 
structured synthesis of the selected publications. Sec-
tion 1 examines the nature of XAI in the context of 
Industry 5.0, discusses its role and the black-box 
problem in business applications, and compares exist-
ing approaches. Section 2 focuses on opportunities 
for applying XAI in business and key directions for 
its adoption. Section 3 presents practical cases and 

Keywords: XAI, explainable artificial intelligence, Industry 5.0, machine learning, industry

Citation: Avdoshin, S. M., & Pesotskaya, E. Yu. (2026). Explainable AI for Industry 5.0: Shedding light on the black 
box. Business Informatics, 20(1), 7–28. https://doi.org/10.17323/2587-814X.2026.1.7.28

	8	 Sergey Mikhailovich Avdoshin, Elena Yuryevna Pesotskaya



BUSINESS INFORMATICS        Vol. 20         No. 1        2026

industry examples demonstrating the effectiveness of 
XAI in corporate settings. Section 4 analyzes barriers 
and limitations that hinder the widespread adoption 
of XAI and assesses associated risks. Finally, Section 
5 discusses promising directions for future develop-
ment and potential trajectories for the use of XAI in 
business decision-making.

1. The Concept of explainable AI  
in the context of Industry 5.0

1.1. Industry 5.0 and explainable AI

The widespread adoption of artificial intelligence 
(AI) in critical domains has revealed a number of 
challenges related to explainability, particularly in 
the context of Industry 5.0. The European Commis-
sion defines Industry 5.0 as a model of industry that 
complements the existing Industry 4.0 paradigm with a 
human-centric approach and resilience to external dis-
ruptions [11]. While Industry 4.0 primarily focused on 
technologies such as autonomy, digital connectivity, 
and data-driven processes, Industry 5.0 places humans 
at the center, emphasizes close integration with AI, 
and incorporates social responsibility as a core princi-
ple. Industry 5.0 positions human involvement as a key 
element of production and management processes [11, 
12] and promotes closer collaboration between humans 
and AI or robotic systems in the workplace. In this 
paradigm, humans are not removed from decision-
making processes; instead, technologies are designed 
to augment human capabilities, enhance comfort and 
safety, and enable personalized production tailored to 
individual needs.

Under these conditions, XAI becomes a crucial fac-
tor for both trust and effectiveness, serving as a bridge 
between the growing complexity of modern black-box 
models and the demand for reliable and transparent AI 
systems. XAI is commonly defined as the ability of a 
system to provide human-understandable explanations 
of how decisions are made [13]. Its goal is to make AI 
models transparent, interpretable, and trustworthy by 
explaining both the internal processes and the outputs 
of algorithms [14].

The motivation for developing XAI in business is 
largely driven by ethical and legal considerations. First, 
regulators increasingly impose requirements for algo-
rithmic transparency. In the European Union, the con-
cept of a “right to explanation” for decisions made by 
automated systems is actively discussed. For example, in 
the banking sector, if a loan application is rejected by an 
automated decision-making system, the client has the 
right to be informed about the reasons behind that deci-
sion [15]. Such regulations, including the requirements 
of the General Data Protection Regulation (GDPR), 
compel organizations to implement explainability 
mechanisms; otherwise, the use of black-box models 
may entail legal risks and consequences [16].

Second, socio-organizational factors also play a sig-
nificant role. As noted by Zavodna et al. [17], insuf-
ficient transparency of AI systems leads to resistance 
among users and managers during implementation. 
In business practice, there is growing evidence that 
opaque AI systems are often rejected by organizations, 
ultimately reducing the effectiveness of digital transfor-
mation initiatives.

Ensuring explainability is therefore a necessary con-
dition for building trust in AI among employees, cus-
tomers, and service users. According to recent studies 
[18, 19], XAI helps identify and mitigate model biases, 
ensure compliance with ethical standards, and improve 
the justification of algorithmic decisions. As a result, 
explainability increases users’ willingness to accept 
and effectively utilize AI-based systems. It can be con-
cluded that within the human-oriented paradigm of 
Industry 5.0, where machines are intended to comple-
ment rather than replace humans, transparency of AI 
decisions becomes a prerequisite for safe and produc-
tive human-AI collaboration.

As part of this study, a systematic literature search 
and analysis on XAI was conducted based on defined 
inclusion and exclusion criteria, citation database 
analysis, and structured organization of the selected 
materials (Fig. 1). The research is grounded in a com-
prehensive review and analysis of scientific literature 
on explainable artificial intelligence and its applica-
tions in business and Industry 5.0.

Explainable AI for Industry 5.0: Shedding light on the black box	 9
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The most significant growth in publications is 
observed in the period from 2021 to 2024, which can 
be attributed to the increasing business interest in algo-
rithmic transparency and evolving regulatory require-
ments.

The thematic structuring was carried out along the 
following directions, which form the basis of the struc-
ture of this study:

	♦ conceptual foundations of XAI;
	♦ methods and metrics;
	♦ applications in business;
	♦ barriers and risks;
	♦ regulatory aspects.

It is important to note that explainability is not a 
single or static attribute. In academic research on XAI, 
it is treated as a complex, multidimensional criterion 
that encompasses a range of aspects, from model trans-
parency (the extent to which its internal mechanisms 
are accessible for understanding) and interpretability 
(the extent to which one can understand why a specific 
decision was made), to accuracy, fairness, the faithful-
ness of explanations (i.e., avoiding misleading ration-
ales), and accountability. For example, a simple and 

transparent model may be easy to understand, but not 
necessarily accurate. For this reason, each XAI project 
must strike a balance between these dimensions.

Joyce et al. [20] propose to view explainability as a 
function of comprehensibility that reflects both trans-
parency and interpretability. Arrieta et al. [14], along 
with Murdoch [21], place these concepts within a 
broader framework of responsible AI, extending them 
with notions such as trust, reliability, and related con-
siderations. In this article, the authors propose an orig-
inal map of the most commonly discussed explainabil-
ity properties (Fig. 2).

At present, there is no single, widely accepted stand-
ard that defines what should be considered explainabil-
ity in artificial intelligence. This multidimensionality 
reflects the inherent complexity of the concept itself 
and highlights the need for systematization and align-
ment of terminology and evaluation approaches for 
XAI, depending on the application context, including 
the industry, model type, and target audience.

There is also no universal set of quantitative or 
qualitative metrics for measuring the level of explain-
ability. Different approaches rely on different criteria, 
ranging from subjective user understanding of explana-

Fig. 1. Bibliometric analysis methodology.
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tions to formal measures of stability and local fidelity 
of interpretations [22, 23]. As a result, the adoption of 
explainable AI requires not only technical implemen-
tation, but also methodological effort to determine 
what constitutes “sufficient” explainability in a given 
context.

Despite the diversity of existing approaches, it can 
be argued that the comparison of explainability meth-
ods is based on a number of recurring criteria [13, 14, 
20, 21]. The following characteristics are most fre-
quently discussed in the literature:

	♦ Type of explanation (local vs. global, post-hoc vs. 
built-in / intrinsic).

	♦ Transparency and interpretability (the extent to which 
a human can understand the model’s reasoning).

	♦ Stability of explanations (the degree to which expla-
nations change in response to small variations in 
input data).

	♦ Accuracy and informativeness of explanations 
(whether the explanation correctly reflects the mod-
el’s underlying logic).

	♦ Robustness to noise and adversarial attacks (high or 
low robustness).

	♦ Temporal and computational complexity, which is 
particularly important for industrial applications and 
real-time processing (high, medium, or low).

These criteria are widely discussed in international 
studies and are commonly used as a basis for the sys-
tematic comparison of XAI approaches.

1.2. The “black box” problem  
and AI trust in business

The demand for responsible, transparent, and 
human-centric artificial intelligence in business is 
steadily growing, in line with current technological 
and managerial trends. Best practices are gradually 
emerging, industry-specific guidelines are being devel-
oped, primarily in the financial sector and healthcare, 
and many companies begin to define explainability 
requirements independently, based on the specifics of 
their business processes.

In managerial and business domains, the use of arti-
ficial intelligence is already becoming routine, ranging 
from recommendation systems in e-commerce to algo-

Fig. 2. Overview of key explainability characteristics.
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rithms for business process optimization and data-
driven decision-making. However, the willingness of 
companies and organizations to entrust critical pro-
cesses to black-box models remains limited.

A black-box model refers to a system whose inter-
nal structure is hidden or too complex to be under-
stood by humans. Many high-performing machine 
learning algorithms, including deep neural networks 
and ensemble methods, are characterized by a high 
degree of opacity. While such models were previously 
applied to narrowly scoped tasks, this lack of trans-
parency was not considered critical. However, as AI 
systems have increasingly been deployed in domains 
that directly affect human decision-making and 
activities, opacity has become a fundamental issue, 
as emphasized in a number of XAI studies [24–26]. 
As AI systems began to influence decisions with real-
world consequences, the lack of transparency turned 
into a serious concern. For businesses, a key question 
arises: if the internal workings of an algorithm are not 
understood, can its decisions be trusted?

The absence of explanations makes it difficult to 
detect errors and biases. Hidden biases in training 
data may lead to unfair or discriminatory outcomes. 
For example, algorithms used for recruitment or cus-
tomer selection may unintentionally discriminate 
against certain groups of applicants.

When it comes to trust in artificial intelligence, 
especially in high-risk domains such as transporta-
tion, finance, and industry, people tend to reject even 
highly accurate model outputs if no rational explana-
tion is provided. In the banking sector, for instance, 
both clients and managers expect to understand the 
reasons behind a loan rejection. In industrial set-
tings, the absence of explanations may result not only 
in distrust, but also in critical safety risks if a model 
fails. Any decision of significant importance must 
therefore be accompanied by explanations that are 
understandable to humans. Without this, the use of 
black-box models in such domains is generally con-
sidered unacceptable.

A trade-off between model accuracy and interpret-
ability is widely discussed in the literature. Indeed, 

the most transparent models, such as shallow deci-
sion trees, often demonstrate lower accuracy on 
complex tasks compared to deep neural networks. 
Conversely, efforts to maximize performance met-
rics frequently result in highly complex models at 
the expense of interpretability. In practice, this leads 
either to a simpler, so-called ‘gray-box’ models with 
limited performance, or to powerful black-box mod-
els whose high accuracy is achieved through a loss 
of transparency [27, 28]. The objective of XAI is to 
reduce this gap by offering methods that preserve 
predictive performance while providing meaningful 
explanations. However, this trade-off has not yet been 
fully resolved, and the question of how much perfor-
mance can be sacrificed for the sake of transparency 
remains open.

In summary, the black-box problem is not merely a 
technical metaphor, but a serious barrier to the wide-
spread adoption of artificial intelligence across busi-
ness domains.

2. Business needs  
for explainable  

artificial intelligence

Based on the results of the bibliometric analysis, 
the authors found that the most densely represented 
application domains of explainable artificial intelli-
gence today are finance and industry. In these areas, 
XAI is used both to build trust in algorithmic systems 
and to support operational and strategic decision-
making. The energy sector, public administration, 
and healthcare appear predominantly in studies of a 
regulatory and normative nature, reflecting the grow-
ing attention to transparency, auditability, and non-
discrimination of algorithms in high-risk domains.

Logistics is emerging as a new and rapidly devel-
oping area of XAI application. Although the number 
of publications in this field remains relatively limited, 
the domain demonstrates strong growth and increas-
ing interest from both researchers and companies in 
explainability for supply chain systems and intelligent 
optimization (Table 1).
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Table 1.
Bibliometric analysis of XAI application areas in various industries

Source
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Research focus and key ideas

1. Martins et al. (2024) [10] X X X X Overview of XAI in finance; SHAP/LIME;  
transparency of credit scoring

2. Gramegna & Scardapane (2021) [31] X X Discrimination assessment; explainability in credit risk

3. Hjelkrem & de Lange (2023) [32] X X Explaining deep learning models in open banking

4. Poyiadzi et al. (FACE, 2020) [30] X X X X X Counterfactual explanations; applicability  
across domains

5. Weitz et al. (2022) [18] X X AI acceptability; reduction of organizational resistance

6. Chehbi-Gamoura (2023) [6] X X Explainability in decision-making

7. Tabassi (NIST AI RMF, 2023) [16] X X X X X X X X Regulatory requirements for XAI

8. EU AI Act (2024) [41] X X X X X X X X Legal requirements for explainability

9. Ahmed et al. (2022) [12] X X X X XAI in Industry 4.0 / Industry 5.0

10. Adadi & Berrada (2018) [13] X X X X X X XAI taxonomy; post-hoc methods

11. Arrieta et al. (2020) [14] X X X X X X X X Responsible AI; properties of explainability

12. Černevičienė & Kabasinskas (2024) [42] X X X X Systematic review of XAI in finance; tasks:  
scoring; SHAP/ANN/XGBoost methods

13. Brasse et al. (2023) [43] X X X XAI in information systems; classification  
of research directions

14. Samek W., Montavon G., et al. (2019) [1] X X X X Survey of XAI methods; taxonomy of rule-based,  
model-agnostic and intrinsic models; widely cited

15. Carvalho et al. (2019) [44] X X X X Systematic review of XAI challenges; industry-focused 
limitations and opportunities

16. Molnar (2025) [45] X X X X Comprehensive interpretability; model-agnostic  
techniques; stability of explanations

17. Angelov et al. (2021) [46] X X X Explainable-by-design methods; self-explainable  
models; interpretable fuzzy-rule

18. Rai (2020) [47] X X X X Explainable AI in management and decision support; 
accountability frameworks

19. Samek & Müller (2017) [22] X X X Visualization techniques; explainability evaluation; 
relevance propagation

20. Liao & Varshney (2021) [48] X X X X Human-centered XAI; user modeling;  
adaptive explanations for stakeholders

21. Chamola V et al. (2023) [49] X X X X X X Explainability in cyber-physical systems;  
domain-aware explanations; OT/IT integration

22. Belle & Papantonis (2021) [50] X X X Logic-based XAI; symbolic reasoning; foundations  
for transparent decision-making
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The integration of explainable algorithms into real-
world practice helps mitigate the black-box prob-
lem and makes AI systems more understandable and 
acceptable for business use. Requirements for explain-
able AI in business, economics, and management can 
be classified into several key dimensions that reflect 
both the practical needs of organizations for explaina-
ble algorithms and the demands imposed by the exter-
nal environment.

A. Trust and transparency of decisions. Trust is 
regarded as a fundamental prerequisite for the func-
tioning of artificial intelligence systems in the digi-
tal economy [29]. Explainable AI can provide expla-
nations in a human-understandable form, thereby 
reducing the risks of mistrust and discrimination, 
and justifying AI-based recommendations to clients, 
shareholders, auditors, and employees. For example, 
XAI-based credit scoring systems can detail the con-
tribution of individual factors such as income level or 
credit history, thus meeting regulatory requirements 
and strengthening customer trust. In human resource 
management, explainability helps prevent unjustified 
decisions. If an algorithm filters out job candidates, 
a company must ensure that this occurs for relevant 
reasons rather than due to hidden discrimination. By 
providing HR specialists with interpretable criteria 
and information about which skills or competencies 
were decisive, XAI makes the selection process more 
transparent and fair. This reduces the risk of bias and 
increases employee trust in such systems.

B. Integration of AI into operational workflows. 
Explainability facilitates the integration of algorithms 
into everyday work processes, reduces staff resist-
ance, and helps establish a shared “language” between 
humans and AI systems. At the organizational level, 
researchers introduce the concept of AI acceptabil-
ity, which reflects the willingness of employees and 
managers to adopt and use AI tools. Empirical studies 
show that the main barriers are socio-organizational 
factors, largely related to trust and understanding [16, 
43]. Employees may resist algorithmic decision-mak-
ing due to fears of losing control or skepticism toward 
“machine-generated” outcomes. However, when sys-
tems provide clear explanations and involve users in 

the decision-making process, the likelihood of mutual 
and trust-based collaboration increases. For instance, 
engineers are more likely to rely on a predictive system 
if it indicates which specific sensor readings led to a 
given forecast and provides relevant contextual infor-
mation.

C. Strategic management and business analytics. 
XAI supports top management and business owners 
in strategic decision-making. Businesses increasingly 
rely on analytical models for strategic planning, risk 
assessment, and analysis of consumer behavior. How-
ever, executives are often unwilling to base decisions 
on model outputs if the underlying assumptions and 
reasoning are unclear. As a result, explainable models, 
such as econometric models with interpretable coeffi-
cients or advanced machine learning models enriched 
with XAI explanations, are preferred in corporate ana-
lytics.

Recent surveys, including the work by Tchuente, 
Lonlac, and Kamsu-Foguem [9], propose a structured 
evaluation approach based on theoretical foundations, 
application context, data and task characteristics, and 
solution methodology (TCCM: Theory, Context, 
Characteristics, Methodology). In real-world set-
tings, it is important to explain the entire managerial 
decision-making process: why a particular question 
is posed, why specific data are used, how the model 
arrives at its conclusions, and whether domain experts 
validate these explanations in practice. Without human 
validation of explanations, the application of XAI in 
business remains incomplete. This is why experts rec-
ommend establishing an iterative cycle consisting of 
model development, explanation generation, expert 
evaluation of explanations, and subsequent adjustment 
of the model or its application.

D. Control of complex industrial systems. Modern 
industrial environments generate vast amounts of data, 
ranging from equipment sensor readings to financial 
and logistics information. AI models are capable of 
identifying hidden patterns in these data and optimiz-
ing operations. Nevertheless, engineers and operators 
must understand these patterns, especially when sys-
tems propose non-standard actions, such as shutting 
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down a machine due to a detected anomaly. XAI ena-
bles the integration of explanatory modules into indus-
trial analytics systems, clarifying which sensors or 
indicators exceeded normal thresholds, why a failure is 
predicted, or which factor was decisive in identifying a 
product defect.

For these purposes, the FACE (Feasible and 
Actionable Counterfactual Explanations) approach 
has proven effective and is well documented in the 
literature [30]. FACE identifies realistic and achiev-
able pathways from the current state to a desired out-
come while accounting for feasibility constraints such 
as technological tolerances, safety requirements, and 
operational regulations. As a result, personnel receive 
explanations from AI systems in an understandable 
form, whether as charts, textual descriptions, or vis-
ual highlights of problematic components within sys-
tem diagrams. These explanations indicate which fac-
tors were critical to the system’s conclusions and what 
changes are required. If a robot or automated produc-
tion line behaves unpredictably, this poses risks to 
both personnel and production safety. The availabil-
ity of explanations, for example, “the robot reduced 
speed because a sensor detected a deviation in raw 
material quality,” allows engineers to analyze the data 
and rules underlying the decision and to adjust the 
algorithm to prevent similar errors in the future.

E. Compliance with regulatory requirements. Many 
sectors of the economy are subject to strict regulation, 
including finance, industry, and energy. To avoid repu-
tational and legal risks, businesses require ethical over-
sight mechanisms and algorithmic audit procedures. 
XAI tools provide technical support for these initia-
tives. In effect, explainability becomes a competitive 
advantage: companies that can demonstrate the trans-
parency and fairness of their algorithms gain greater 
trust from both consumers and regulators [10], includ-
ing in the context of regulations such as the GDPR [15] 
and the AI Act [41].

In summary, in business, economics, and manage-
ment, explainable AI enhances the transparency of 
business analytics, improves human-algorithm inter-
action within organizations, and supports compliance 

with ethical and regulatory standards. Explainabil-
ity is gradually becoming part of corporate data cul-
ture. Managerial decisions are now expected to be not 
only data-driven, but also explanation-driven, that is, 
accompanied by clear and understandable justifica-
tions. Only when algorithmic decisions are supported 
by meaningful explanations are all stakeholders willing 
to accept and endorse them.

3. Practical applications of XAI:  
Use cases and industries

Explainable artificial intelligence is most in 
demand in domains where automated decisions have 
a direct impact on people, their health, well-being, 
rights, and safety. In such contexts, improving predic-
tive accuracy alone is insufficient. It becomes essen-
tial to ensure that decisions are understandable and 
well justified, which makes XAI a critical component 
of AI deployment.

Below, we outline key business domains in which 
XAI is already being applied or actively introduced, 
along with representative use cases and tasks where 
explainability plays a decisive role.

3.1. Financial sector

Finance can be regarded as one of the core sec-
tors and among the most heavily regulated areas of AI 
application. Here, explainability directly affects not 
only customer trust but also compliance with man-
datory legal and ethical requirements. At the same 
time, a well-known tension exists between accuracy 
and interpretability: deep learning models often dem-
onstrate high predictive performance but remain dif-
ficult to explain. To improve transparency, banks tend 
to rely either on more interpretable models, such as 
gradient boosting methods where feature importance 
can be assessed, or on the application of XAI tech-
niques. These include interpretable scoring cards and 
monotonic Gradient Boosting Machines (GBMs), 
which preserve logical relationships between input 
factors and the final score.
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Methods such as LIME (Local Interpretable Model-
agnostic Explanations) and SHAP (SHapley Additive 
Explanations) are gaining increasing popularity, par-
ticularly in credit scoring, investment analysis, and risk 
assessment, as reported in recent studies [31–33].

 Credit scoring and loan approval. When credit deci-
sions are made automatically, banks are often required 
to provide borrowers with reasons for rejection. Cus-
tomers have the right to understand why their applica-
tion was denied, while banks must ensure that model 
decisions are not based on discriminatory attributes 
such as gender, age, or ethnicity. SHAP, for instance, 
provides numerical estimates of feature contribu-
tions. These values can be simplified and communi-
cated as human-readable justifications, for example: 
insufficient income (–20 points), short credit history 
(–15), high current debt (–10). The model can then 
analyze what changes in the input data would lead to 
a different outcome and suggest ways for the customer 
to improve creditworthiness. This approach satisfies 
regulatory requirements while also improving trans-
parency and customer understanding.

 Investments and trading. In investment analysis, 
explainability acts as a trust-building factor between 
the system and its users. Algorithms that generate 
investment recommendations must justify them in 
order to persuade investors to follow such advice. 
Investors relying on AI-based recommendations need 
to understand which macroeconomic or market sig-
nals underlie a forecast. Explanations may take the 
form of narrative reasoning, for example: “We rec-
ommend reducing equity exposure due to emerging 
risk signals, such as rising inflation and declining cor-
porate earnings.” Such explanations help justify deci-
sions and reduce both regulatory and reputational 
risks.

Risk analysis and fraud detection. The growing com-
plexity of financial transactions and the constant evo-
lution of fraud schemes require explainable solutions. 
In this area, XAI serves as a tool for expert validation 
of model behavior. Explainability helps clarify why 
a transaction was flagged as suspicious, for example 
due to an unusual geographic location or an exceeded 

transaction limit. This makes it possible to distinguish 
genuine threats from false positives and reduces oper-
ational costs. The use of XAI in insurance analytics 
and risk management further improves the interac-
tion between algorithmic outputs and expert judg-
ment, enabling model correction, retraining, and the 
creation of additional competitive advantages [34].

3.2. Industry

Another key domain for XAI adoption is indus-
try and so-called smart manufacturing, where AI is 
used to predict equipment failures, optimize product 
quality, and manage supply chains. In the context of 
Industry 5.0, it becomes critical not only to predict 
events but also to explain the reasoning behind algo-
rithmic recommendations. This allows engineers and 
operators to trust system outputs and act upon them.

Predictive maintenance. Traditional maintenance 
approaches face multiple challenges. Algorithms often 
generate numerous false alarms without explaining 
their origin, leading to unnecessary inspections and 
downtime. Moreover, sensor-based data are highly 
dynamic: after repairs or upgrades, equipment behav-
ior changes, reducing predictive accuracy and causing 
data drift. Operators may also receive opaque alerts 
without understanding which parameters triggered 
them or what actions should be taken.

Research by Watanabe et al. shows that constrained 
generalized additive models (GA2M+) combine 
strong predictive performance with a structure that is 
more interpretable for engineers and aligned with the 
physical logic of processes [35]. Risk attribution tech-
niques for time series analysis enable the assessment 
of individual factor contributions within specific 
observation windows. Surrogate rule-based decision 
trees built on top of black-box models translate com-
plex predictions into simple, operator-friendly expla-
nations, while counterfactual explanations indicate 
which parameter changes would reduce failure prob-
ability to an acceptable level.

A practical example is IBM Maximo Predict [36], 
which uses AI together with sensor data, mainte-
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nance reports, and failure histories to forecast equip-
ment breakdowns and provide interpretable explana-
tions to specialists. As shown by Hermans et al. [37], 
incorporating SHAP analysis and interpretable mod-
els into predictive maintenance systems can reduce 
false-positive alerts by more than 90 percent, signifi-
cantly increasing engineer trust and operational effi-
ciency.

Quality control. XAI is also becoming increasingly 
important in product quality inspection. Computer 
vision algorithms are widely used to detect defects on 
production lines, but traditional models often limit 
output to binary classifications without explaining 
the reasons behind them. This undermines opera-
tor trust and complicates root cause analysis. Inter-
pretation techniques such as LIME and SHAP allow 
visualization of image regions that were decisive for 
classification. As a result, engineers can better under-
stand system decisions, identify defect sources more 
quickly, and more confidently adopt automated qual-
ity control.

Logistics. Logistics and supply chain manage-
ment benefit from AI in route optimization, resource 
allocation, and warehouse management. However, 
inventory and delivery optimization algorithms are 
often perceived by managers as black boxes, which 
reduces their willingness to adopt recommended 
strategies. Explainability helps overcome this bar-
rier. Systems that clearly demonstrate which factors, 
such as demand growth, supplier delays, or trans-
portation cost changes, influenced a decision inspire 
greater trust and improve alignment between human 
judgment and algorithmic recommendations. Experi-
mental studies show that the use of SHAP and LIME 
increases transparency and trust in AI-driven logistics 
and inventory management decisions [38].

The concept of industrial XAI for manufactur-
ing processes is actively promoted by Siemens. In 
its technical report [39], the company emphasizes 
explainability as a core requirement for industrial 
AI, stating that it must be ensured throughout the 
entire lifecycle of AI systems, from problem formu-
lation to monitoring and operational support. This 

example highlights the growing role of XAI as a 
mandatory element for transparency and governance 
in Industry 5.0 systems.

The range of domains in which AI can be applied 
is much broader. Beyond business, transparency and 
explainable AI are increasingly relevant in social 
domains such as healthcare, politics, law, and pub-
lic administration, where the cost of decisions is par-
ticularly high and public trust is critical. At the same 
time, many areas remain less explored from an XAI 
perspective, especially where AI adoption is still lim-
ited. These include agriculture, such as crop yield 
forecasting and machinery management, energy sys-
tems optimization, the entertainment industry, where 
understanding audience preferences is essential, as 
well as culture and the arts.

4. Barriers to XAI adoption:  
Economic, technical,  

and organizational factors

Despite the clear benefits of XAI in terms of trust 
enhancement and risk reduction, its widespread 
adoption in business still faces significant barriers. A 
central question in the business environment is return 
on investment. If the benefits are not immediately 
visible or do not directly translate into profit growth, 
XAI may be perceived as an optional feature. To con-
vince management or investors, tangible effects must 
be demonstrated: increased customer loyalty, reduced 
error rates, or lower compliance costs. Such conclu-
sions require empirical evidence, yet compared to tra-
ditional AI deployments, there are still relatively few 
published cases that quantify the impact of XAI.

To further clarify and empirically validate the key 
barriers to XAI adoption in business and industrial 
contexts, a targeted bibliographic analysis of scientific 
publications was conducted (Table 2). The analysis 
included only studies in which XAI is examined not 
as an abstract technical concept, but in the context of 
real-world applications in organizations, industry, dig-
ital manufacturing, corporate governance, the finan-
cial sector, or the regulation of high-risk AI systems.
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The most frequently cited barrier in the literature 
relates to organizational challenges. The human factor, 
rooted in long-standing reliance on personal expertise 
and intuition, often leads to organizational resistance 
to the adoption of XAI. Not all organizations are ready 
to accept “advice from a machine.” Concerns arise as 
to whether employees will trust insights generated by 
AI without an adequate level of explainability. In addi-
tion, effective use of XAI requires new roles, ranging 
from explanation designers to interpretation special-
ists. Investments in staff training are therefore neces-
sary so that employees perceive XAI as a supportive 
tool rather than a threat to their professional position.

Resistance may also result in slower decision-mak-
ing processes. Explainable models require time for 
review and interpretation, which contrasts with the 
business drive for speed and efficiency. If not properly 
integrated into workflows, XAI can reduce operational 
agility. This creates a need for time-saving solutions, 
for example, reducing the number of meetings because 
all participants immediately understand the algo-
rithm’s logic and spend less time debating the validity 
or transparency of its outcomes.

Another important barrier is the lack of personaliza-
tion of explanations. Most current XAI systems provide 
standardized explanations without accounting for the 
user’s level of expertise, task, or situational context. As 
a result, explanations may be overly complex for some 
users and overly simplistic for others. Research has 
begun to explore adaptive explanation approaches, in 
which the system assesses whether the user has under-
stood previous explanations and adjusts the level of 
detail accordingly. However, such methods have not 
yet been widely adopted in practice.

Technical limitations and resource constraints rep-
resent another major obstacle. Many XAI methods 
remain at the level of research prototypes, often imple-
mented as scripts or notebooks that are difficult to inte-
grate into production environments. These methods 
can be computationally intensive, slow, and depend-
ent on access to the internal structure of models. For 
example, generating a single explanation using LIME 
may require hundreds or even thousands of model 
evaluations, resulting in substantial computational 
overhead [40]. In real-world settings, engineering 
teams are forced to seek compromises, such as cach-
ing, approximation techniques, or optimization of XAI 

Table 2.
Taxonomy of XAI adoption barriers

Type of barrier 
based on bibliographic analysis Source

1. Technical limitations (integration complexity,  
lack of standards, low performance of XAI methods) [7], [8], [9], [10], [12], [25], [27], [28], [36], [39], [40], [43], [49], [58]

2. Organizational challenges (lack of competencies,  
need for staff training, process changes) [6], [7], [8], [9], [11], [12], [17], [18], [19], [29], [36], [39], [47], [48], [43], [54], [55]

3. Economic barriers (implementation costs,  
return on investment (ROI), resource constraints) [7], [8], [9], [12], [17], [18], [19], [29], [34], [36], [39], [42]

4. Regulatory and compliance barriers [3], [4], [10], [11], [12], [15], [16], [29], [34], [36], [39], [41], [42]

5. User-related / human factors (trust, cognitive load,  
non-intuitive explanations) [6], [8], [9], [11], [17], [18], [19], [29], [36], [39], [47], [48], [49], [54], [55]
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components, to ensure that explanations can be deliv-
ered in real time or within acceptable latency. Users are 
unlikely to tolerate long delays while a system “thinks” 
about an explanation.

In addition, there is a lack of widely accepted indus-
try standards for explanation formats and no unified 
platform that supports all models out of the box. As a 
result, companies often develop XAI solutions tailored 
to their specific needs. This leads to duplicated efforts, 
increased costs, and limited scalability, as each organi-
zation invests its own time and resources into bespoke 
implementations.

Finally, high implementation costs and complex-
ity pose a significant constraint. Explainability is often 
treated as an additional module that requires interface 
redesign, business process adaptation, and substantial 
team preparation. In financial institutions, for example, 
it is not sufficient to generate explanations for scoring 
models; employees must be trained, client-facing inter-
faces updated, and explanations presented in a clear and 
compliant manner. These associated costs can hinder 
adoption, particularly when XAI is not explicitly man-
dated by regulators or industry standards. Consequently, 
even where the importance of explainability is acknowl-
edged, XAI may still be perceived as a secondary feature 
rather than a necessary strategic investment.

The identified barriers can be represented in the 
form of a risk map, allowing for the assessment of their 

likelihood and potential negative impact. In Fig. 3, the 
authors highlight key risks with medium to high proba-
bility of occurrence and the most significant economic, 
technical, and organizational consequences associated 
with the implementation and use of XAI in business 
contexts. Table 3 presents the mitigating measures.

To overcome the identified risks and barriers, it is 
necessary not only to advance technologies and sys-
tem architectures, but also to establish new standards, 
develop relevant competencies, and adapt business 
processes. In addition, specialized artifacts need to be 
designed, which are discussed in the following sec-
tions.

5. The future of XAI adoption  
in business AI solutions

Industry 5.0 effectively positions explainable AI as a 
standard rather than an optional feature. This require-
ment creates the foundation for genuine human-AI 
partnership, which is frequently highlighted as a core 
principle of Industry 5.0. In the factories and organi-
zations of the future, highly skilled operators and man-
agers will make decisions jointly with AI systems: the 
AI will identify risks or optimization opportunities, 
explain the logic behind its recommendations, while 
the human expert, having understood this logic, will 
approve or reject the proposed action, introducing 
human judgment, creativity, intuition, and responsi-

Fig. 3. Mapping of key risks for XAI adoption.

Risk Categories

1 - financial 
2 - technical
3 - technological
4 - organizational
5 - ethical
6 - legal
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bility. Such synergy is only possible when supported by 
a robust XAI infrastructure combined with appropriate 
organizational changes.

5.1 Development  
of regulatory requirements

Regulatory pressure remains one of the most power-
ful drivers of XAI adoption in business. In Europe, the 
proposed AI Act places a strong emphasis on explain-
ability, transparency, and auditability, defining them 
as fundamental requirements for high-risk AI systems, 
ranging from financial decision models to industrial 
applications. Legislators are gradually formalizing 
expectations regarding algorithmic explainability, par-
ticularly in critical domains.

In the financial sector, for example, regulations may 
require that all decision-making models provide clients 
with clear information about the key factors influenc-
ing outcomes. Future scoring and trading systems will 
be expected to demonstrate transparency, avoid dis-
criminatory behavior, and explicitly disclose associ-

ated risks. A promising direction is the emergence of 
self-diagnostic algorithms that not only explain their 
outputs but also automatically check for prohibited 
dependencies and integrate explanation generation 
directly into reporting and compliance workflows.

5.2. Human-machine  
symbiosis

Modern XAI systems must be context-aware and 
capable of adapting explanations to domain-specific 
logic. This requires close collaboration with subject-
matter experts and the incorporation of domain knowl-
edge, including ontologies and formal rules.

Seminal works by d’Avila Garcez et al. and Besold 
et al. propose approaches for embedding logical rea-
soning into neural networks through neuro-symbolic 
AI methods, which combine deductive reasoning with 
deep learning. These approaches enable models to rely 
on explicit rules, ontologies, and domain knowledge, 
thereby improving interpretability, traceability, and 
documentation of reasoning processes.

Table 3.
Mitigations

Key Risks Mitigations

1. Unclear return on investment, budget constraints, 
additional costs for XAI integration

XAI dashboards and monitoring panels; explainability KPIs; phased pilots;  
stop-criteria

2. Infrastructure upgrades and high computational  
cost of XAI methods

Approximations and caching; precomputation; hybrid models: fast rule-based 
components with asynchronous explanations

3. Complex integration of XAI outputs into system 
architecture; lack of unified standards

XAI explanation interfaces with REST APIs and JSON outputs; modular 
architecture solutions

4. Resistance to change, lack of XAI expertise, 
complex user interfaces

Training materials (XAI guidelines, workshops); two-level explanations;  
UX/UI protocols

5. Risks of discrimination, bias, manipulative  
or incomplete explanations, erosion of trust

Multi-level bias audits; removal or restriction of sensitive attributes;  
counterfactual testing; regular drift monitoring

6. Leakage of confidential information through 
explanations; lack of accountability

Control of explanation granularity and access; built-in output filtering policies; 
logging and audit trails
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In the future, business decision support systems are 
likely to evolve toward delivering not only predictions 
(for example, the risk of a deal failure) but also struc-
tured and readable justifications. Such systems may 
reference similar historical cases, statistical evidence, 
and explicitly indicate which facts and assumptions 
underpin their conclusions.

Research on explanation interfaces by Kim et al. 
and Rong et al. highlights the importance of tailoring 
explanations to the user. In practice, this may result 
in interactive dashboards for executives and manag-
ers, where market forecasts and strategic recommen-
dations are accompanied by visualizations illustrating 
the underlying assumptions and key drivers. Particular 
attention will be paid to aligning these interfaces with 
managerial reasoning styles and providing appropriate 
abstractions, diagrams, and visual summaries.

5.3. Embedding XAI  
into business processes  

and organizational knowledge sharing

When aggregated, explanations generated by XAI 
systems can reveal broader organizational patterns and 
serve as a basis for high-level managerial insights. In 
this sense, XAI may accelerate bottom-up feedback: 
instead of lengthy reports prepared by middle manage-
ment, consolidated explanations produced by AI sys-
tems can provide executives with a rapid understanding 
of what is happening and why.

It is conceivable that future systems will adapt to 
organizational culture and business specifics, learning 
which types of explanations decision-makers find most 
understandable and presenting insights in a famil-
iar style. Complex managerial situations may require 
not a single recommendation, but multiple alternative 
scenarios, each accompanied by its own explanation. 
AI systems may propose several options, justify each 
of them, or suggest decomposing a complex problem 
into sub-tasks, explaining why such decomposition 
improves decision quality.

This leads to the concept of end-to-end explana-
tions that cover the entire decision-making process, 

from problem formulation to the final choice. At the 
same time, it is crucial to maintain a balance, ensuring 
that explanations clarify rather than distort reality. A 
multi-level explanation approach appears particularly 
promising: a concise, high-level explanation for initial 
understanding, complemented by a more detailed ver-
sion for verification and deeper analysis.

The XAI artifacts proposed in this study (Table 4) 
are derived from an analysis of existing documentation 
practices, monitoring approaches, and UX method-
ologies, while extending them with new elements that 
address business needs and identified risks. As such, 
they represent an original contribution by the authors 
to the development of XAI in an organizational and 
business context.

Research highlights the importance of model docu-
mentation as a key mechanism for transparency and 
knowledge transfer across teams. Mitchell et al. [56], 
for example, emphasize the role of model interpreta-
tion documents such as Model Cards, while Gebru et 
al. [57] argue for the value of Datasheets for Datasets, 
which describe intended use cases, data sources, identi-
fied limitations, and mechanisms for generating expla-
nations. The relevance of such documentation becomes 
particularly pronounced in large organizations, where 
knowledge transfer cannot rely solely on informal com-
munication or code repositories. Well-structured docu-
mentation enables faster onboarding of new models, 
especially in contexts of staff turnover or solution scaling.

Equally important is the design of interaction inter-
faces. Whereas explanations of model outputs were 
previously accessible mainly through specialized ana-
lytical tools, explanations are now increasingly embed-
ded directly into operational applications. As a result, 
analysts or managers can receive contextual comments 
alongside predictions, clarifying which factors influ-
enced the outcome and how strongly it deviates from 
typical behavior. Moreover, explanation formats can 
be adapted to the user’s role, ranging from concise 
business summaries to detailed technical breakdowns. 
Such interfaces significantly enhance AI acceptance in 
corporate environments, particularly when decision-
making time is limited.

Explainable AI for Industry 5.0: Shedding light on the black box	 21



BUSINESS INFORMATICS        Vol. 20        No. 1        2026

At the strategic level of model operation, visual 
monitoring panels and reporting views can be used 
to regularly track the distributions of key features and 
predictions, detect data and target drift, and automati-
cally generate alerts when thresholds are exceeded. 
Such monitoring supports timely identification of 
quality degradation and enables corrective actions 
(e.g., resolving data quality issues or triggering model 
retraining) [58].

Special attention is also given to the automated vali-
dation of explanations. In regulated domains such as 
banking or healthcare, manual review of every expla-
nation is infeasible. As a result, frameworks are being 
developed to automatically assess explanations for 
compliance with internal policies, absence of discrimi-
natory patterns, and overlooked risks. This shifts XAI 
from a visualization layer to an integral component of 
organizational quality assurance systems.

Finally, sustainable XAI adoption is impossible 
without educational and supporting materials accessi-
ble not only to developers, but also to a broader range 
of employees. These materials include guidelines, 

training programs, and step-by-step instructions for 
interacting with XAI systems. Their purpose is to lower 
entry barriers and enable responsible use, particularly 
for professionals involved in data interpretation who 
may lack technical backgrounds. According to Don-
oso-Guzmán et al. [59], human-centered approaches 
to XAI evaluation that account for the goals and con-
texts of different user roles are especially promising. 
Such evaluation frameworks can also be applied to tai-
lor explanations to corporate practices and managerial 
expectations, helping to anticipate which explanations 
will be perceived as convincing, excessive, or insuffi-
cient, and how arguments should be structured for dif-
ferent stakeholders.

Overall, XAI artifacts do more than merely explain 
individual outcomes; they facilitate the integration 
of AI into organizational reasoning, turning it into a 
transparent, accessible, and governable tool.

The outlined perspectives form a roadmap for XAI 
development in the coming years. The dominant trend 
is a deeper integration of AI and human judgment, 
shifting from narrowly focused explanations of indi-

Table 4.
Key XAI artifacts in business contexts

Artifact Purpose / Function User

XAI documentation and protocols 
(Model Cards, Datasheets)

Formalized description of the model, data,  
and limitations to ensure transparency and auditability

Model developers, auditors,  
regulators

Explanation interfaces 
(Explainability UI/UX)

Interactive access to explanations within the user 
interface End users, analysts, operators

XAI monitoring dashboards  
and panels

Visualization of factors influencing predictions  
to support managerial decision-making Middle and senior management

Automated XAI validation 
frameworks

Automated verification of explanation quality  
and detection of deviations from expected behavior

Quality engineers, risk management 
teams, internal audit

Training and supporting materials 
(XAI guides, workshops)

Supporting staff in adopting and understanding XAI 
through training courses and guidelines

Managers, business analysts, learning 
and development specialists
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vidual predictions toward human-centered intelligence 
embedded in collective decision-making processes. In 
this sense, XAI is evolving from a standalone interpret-
ability module into a design paradigm for AI systems 
that are inherently conceived for collaboration with 
humans.

Conclusion

Explainability has become a critical requirement for 
AI applications in business, industry, and management, 
where real financial resources, safety, and responsibil-
ity toward people are at stake. It is increasingly a fac-
tor of both competitiveness and regulatory compliance: 
organizations that are able to explain the behavior of 
their algorithms are better positioned to withstand reg-
ulatory scrutiny and to gain the trust of customers and 
stakeholders. Even today, XAI facilitates the integra-
tion of AI into smart manufacturing and the financial 
sector, positively influencing the development pros-
pects of Industry 5.0, where human-centricity, safety, 
and sustainability play a central role.

Explainable AI enables companies to meet these 
demands by providing tools for algorithm monitoring, 
decision rationale reporting, and control of discrimi-
natory behavior. In the foreseeable future, XAI may 
become an integral part of enterprise quality manage-

ment systems. Just as ISO standards currently exist for 
business processes, similar standards may emerge for 
the explainability and ethical compliance of AI com-
ponents embedded in organizational workflows.

Decision-makers equipped with algorithms that 
can justify their outputs gain a powerful instrument 
that combines the strength of data-driven models with 
the clarity and logical structure of traditional analysis. 
This enables more informed yet innovative decision-
making: while AI can uncover non-obvious patterns, 
explainability makes these insights acceptable and 
actionable in practice. New forms of organizational 
learning based on interaction with XAI systems may 
further accelerate the dissemination of best practices 
and institutional knowledge.

At the same time, it must be acknowledged that 
large-scale adoption of XAI is still constrained by 
economic, technical, and organizational barriers. 
The greatest potential for XAI development lies in 
domains where regulatory pressure, high cost of error, 
and strong data and process discipline converge, such 
as finance, insurance, manufacturing, and industrial 
operations. Where organizations deliberately invest 
in explainability and embed it into system architec-
tures, quality processes, and user experience design, 
explainable AI can become a source of sustainable 
competitive advantage. 
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Introduction

The problem of insider threats in critical infra-
structure organizations (energy, transporta-
tion, finance, IT) is not new [1] and remains 

one of the most acute problems in the field of modern 
security. Research data indicates that a significant por-
tion of incidents, including data leaks, sabotage, and 
corruption, is caused by the actions of insiders [2]. The 

scale and complexity of these threats have multiplied 
with the development of digital technologies. Accord-
ing to IBM Security, most data leaks in the energy sec-
tor are related to the human factor, including employee 
errors and malicious actions [3]. In Russia, according 
to a study by “Rostelecom-Solar,” 45% of companies 
face incidents caused by unreliable personnel, with 
22% of these incidents leading to catastrophic conse-
quences [4].
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In response to growing threats, states are tightening 
regulatory requirements. In the EU, Directive NIS2 
obliges companies to implement employee vetting sys-
tems, including social media analysis and polygraph 
tests. In Russia, Federal Law No. 152-FZ “On Per-
sonal Data” and Government Decree No. 1119 regulate 
the collection and processing of candidate information 
but leave gaps regarding the use of AI algorithms. In 
the USA, for example, the Cybersecurity Act requires 
companies in the energy sector to conduct annual per-
sonnel audits for connections with extremist groups. 
In Russia, as noted by “HeadHunter,” every second 
organization conducts preliminary candidate checks, 
yet only 27% have an in-house security service [5].

Traditional candidate assessment methods, such 
as resume analysis, interviews, or reference checks, 
prove ineffective in identifying complex, multi-stage, 
and intentionally concealed threats. Their key limi-
tation is the fragmentation of data and the lack of 
semantic integration of heterogeneous information 
sources: biographical, behavioral, financial, and 
digital traces of a candidate. This leads to a reac-
tive, rather than predictive, approach to personnel 
security, which, given the high cost of insider inci-
dents (including both direct and reputational losses), 
becomes an unacceptable risk to the sustainable func-
tioning of organizations.

In response to this challenge, technological solu-
tions using artificial intelligence (AI), psychometric 
testing, and automated data verification are emerg-
ing in scientific literature and on the market [6–10]. 
However, their application often remains isolated, 
failing to solve the problem of comprehensive candi-
date assessment. Moreover, the creation of centralized 
intelligent systems aggregating confidential personal 
data generates new, systemic risks. These include 
both ethical-legal dilemmas – questions of fairness, 
discrimination, privacy, and the right to explanation 
of automated decisions [11, 12] – and unique cyber 
threats aimed at compromising the semantic knowl-
edge base and assessment algorithms themselves.

Thus, the relevant scientific and practical task is the 
development not just of another vetting tool, but of 
a holistic methodology for designing systems for pro-
active personnel risk assessment. Such a methodology 
should ensure the semantic integration of heterogene-
ous data to identify complex threat scenarios, while 
being embedded within strict ethical-legal frameworks 
and considering cybersecurity requirements for the 
designed system itself.

The aim of this article  is to analyze the key meth-
odological, ethical, legal, and architectural require-
ments for building an intelligent risk assessment sys-
tem for personnel recruitment in critical infrastructure 
facilities. The focus is not on a detailed description of 
the internal ontological model (which is the subject of 
a separate study), but on the systemic constraints and 
conditions under which its implementation would be 
correct, safe, and lawful.

The scientific novelty of the work lies in the synthe-
sis of three aspects usually considered in isolation: 

1)	 a comparative analysis of the technological compo-
nents of a multi-level assessment system (AI, psy-
chometrics, data verification); 

2)	 a comprehensive analysis of ethical-legal dilemmas 
and regulatory requirements; 

3)	 proactive modeling of cybersecurity threats inherent 
to the ontological system itself and the formulation 
of architectural countermeasures based on Security 
by Design and Privacy by Design principles.

The structure of the article reflects the logic of the 
sequential formation of system requirements. The first 
section examines the ethical and legal aspects that 
define the fundamental design boundaries. The second 
section is dedicated to analyzing new vectors of cyber 
threats and the resulting architectural requirements 
for system security. The third section contains a com-
parative analysis of existing technological assessment 
methods (documentary verification, psychometric 
testing, AI analysis), justifying the need for their inte-
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gration within a unified methodology. The conclusion 
formulates the main findings and defines directions for 
further research.

1. Ethical and legal aspects  
of applying an ontological approach  

in candidate assessment

The shift to comprehensive candidate assessment 
systems based on semantic integration of heterogene-
ous data and artificial intelligence methods gives rise to 
a number of ethical and legal dilemmas [13]. Balancing 
organizational security with the protection of individ-
ual rights requires careful analysis prior to the design 
and implementation of such systems.

Key moral and ethical dilemmas.

The principle of fairness and non-discrimination. 
Automated systems based on historical data can 
reproduce and amplify existing societal biases. For 
example, identifying “potentially unreliable” candi-
dates based on analysis of social activity can lead to 
discrimination based on indirect attributes (political 
views, religious affiliation, social status). This contra-
dicts both ethical norms and labor legislation.

The right to privacy and digital autonomy. Integrat-
ing data from open sources (social networks, forums, 
etc.) with data from corporate and state databases 
contributes to creating an exhaustive digital profile of 
an individual without their explicit consent for creat-
ing such a profile and without informing the poten-
tial candidate about it. The question arises about the 
boundaries of permissible surveillance: where does 
the employer’s legitimate interest in a candidate’s 
reputation end, and where does unacceptable intru-
sion into private life begin?

The right to explanation. A hiring decision based on 
the output of an ontological model and AI algorithms 
may, not without reason, be perceived by a candi-
date as unfair and unexplainable, as most machine 

learning models operate as “black boxes.” In accord-
ance with evolving legal doctrine (e.g., the “right to 
explanation” in GDPR), a candidate should have the 
opportunity to challenge an automated decision and 
receive a meaningful explanation of its reasons.

System requirements and constraints imposed by leg-
islation.

Transparency and controllability of ontological tools. 
In the context of Russian legislation (Federal Law 
No. 152-FZ “On Personal Data”), data processing 
must be specified, limited to stated purposes, and 
understandable to the data subject. This generates a 
systemic requirement for the ontology: its structure 
and key logical rules must be available for review by 
both the candidates themselves (in the part concern-
ing them) and regulatory bodies. An organization 
may be required to disclose not the specific settings 
of generative AI (as a trade secret), but at least the 
principles, categories, and attributes upon which the 
assessment is built.

Limitations on the content and structure of ontologies. 
Legislation does not directly regulate the structure of 
ontologies, but the basic principles of personal data 
processing (lawfulness, purpose limitation, and data 
minimization) impose serious constraints on it:

	♦ the ontology should not include redundant classes 
and properties that do not have a direct and provable 
relation to professional qualities and risks for a spe-
cific position (e.g., sexual orientation, philosophical 
beliefs, etc.);

	♦ ogical rules and the risk scenarios themselves must be 
justified and documented by research or statistics to 
exclude arbitrary and discriminatory interpretation.

The requirement of human control. The final hiring 
decision, especially one based on an assessment of 
“unreliability,” cannot be fully automated. The sys-
tem should provide results as a recommendation, and 
the final decision must be made by a human (HR spe-
cialist or manager), who bears responsibility for it.
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The established ethical-legal frameworks define 
conceptual constraints for the ontological model. 
However, their practical implementation and ensur-
ing compliance with the requirements that an intel-
ligent decision support system for personnel recruit-
ment must satisfy are impossible without considering 
a new class of applied tasks – namely, the tasks of 
ensuring the cybersecurity of the designed intelligent 
system itself. A centralized knowledge base accu-
mulating confidential personal profiles becomes, in 
itself, an object of critical importance and generates 
unique attack vectors. A comprehensive analysis of 
these threats and the architectural countermeasures 
necessary to protect the integrity, confidentiality, and 
availability of the ontology constitutes the subject of 
separate consideration in the next section.

2. Current threats  
and additional requirements  

for ensuring information security  
in the implementation  

of ontological modeling

Creating a unified ontological knowledge base, 
accumulating confidential biographical, financial, 
and behavioral data about candidates, transforms the 
threat landscape for an organization. The integrated 
ontology, being the core of the decision support sys-
tem, itself becomes a holistic object of high value and, 
consequently, a priority target for cyberattacks. This 
imposes specific constraints on its architecture, con-
tent, and management processes.

Classification of new vectors of cyber threats.

Compromise of the ontology. Unlike fragmented 
data, a compromised ontology allows a malicious 
actor to:

	♦ make unauthorized changes to ontological relation-
ships between specific concepts to systematically and 
purposefully reduce the system’s sensitivity to certain 
threats;

	♦ add false facts or entire scenarios to the ontology 
aimed at discrediting specific candidates (targeted 
“black PR”) or, conversely, concealing their real 
risks.

Leakage of the confidential semantic network – the 
foundation of the ontology. The theft of the knowledge 
base is equivalent to obtaining a structured dossier on 
all candidates who have undergone vetting. In this case, 
not only candidate attributes (experience, education) 
are disclosed, but also logical connections between 
them (e.g., “Candidate A is connected to Company B, 
which participated in a dubious tender”), which also 
represents a leakage of contextual information.

Insider misuse of access to the ontology. A security 
service employee or knowledge engineer with rights to 
modify the ontology can manipulate it for corrupt or 
other unlawful purposes, remaining “in the shadows” 
due to the complexity of verifying semantic changes.

Architectural constraints and countermeasures. To 
counter the indicated threats, the system architecture 
must be based on the “Security by Design” principle 
(an approach to software development where security 
is built into the product at the concept stage, not added 
post facto [14]):

	♦ all operations modifying the ontology (adding classes, 
properties, individuals, rules) must be recorded in a 
structure resistant to tampering. The use of block-
chain technologies or similar distributed ledgers to 
create a verifiable and irrefutable change log can be 
recommended, which directly contributes to proving 
insider actions within the organization’s infrastruc-
ture [15]. This imposes an architectural constraint: 
the ontology management system must be integrated 
with a secure logging module;

	♦ the ontology itself should be used to model security 
policies. It is necessary to introduce, for example, 
classes such as AuditEvent, SystemUser, AccessRole 
and relationships like hasPermission, performedAc-
tion. This should allow, using the same ontology, 
to describe, control, and audit data access within 
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the system, implementing the RBAC (Role-Based 
Access Control) concept;

	♦ personal data, being particularly sensitive, should be 
stored in encrypted form, and the ontology should 
operate only with their cryptographic hashes or 
tokens to establish semantic links, without the need 
for constant decryption and access to the semantics 
of facts.

Cybersecurity requirements directly affect the 
implementation of ontological modeling as well. The 
ontology should not contain redundant data. For 
example, to establish a fact of “financial unreliability,” 
in some cases, the presence of the attribute “hasCred-
itDelinquencyStatus = true” may be sufficient, with-
out the need to store detailed delinquency history in 
the ontology itself. This reduces the damage in case of 
its compromise.

It is also recommended to design the ontology as 
several linked but physically or logically separated 
modules. Public data (from social networks and other 
publicly available resources) can reside in one mod-
ule, while sensitive data (polygraph results, connec-
tions with law enforcement) – in another, with stricter 
access control. This limits potential risks and damage 
in case of compromise.

The ontology population process should include a 
stage of mandatory verification of scenarios and fea-
tures entered by expert analysts. A cross-validation sys-
tem is proposed, where a new inference rule, scenario, 
or class is activated only after confirmation by several 
independent experts. This should counteract the risk of 
“semantic sabotage.”

Thus, the design of an ontological system for risk 
assessment in personnel recruitment must take into 
account that the designed tool for risk management 
itself becomes a source of new, systemic vulnerabili-
ties, creating the possibility of new cyber threats. The 
response to this challenge is the implementation of a 
multi-layered security architecture based on the prin-

ciples of continuous and comprehensive auditing, 
strict access segregation, end-to-end encryption, and 
minimal sufficiency of ontological models. Only such 
comprehensive protection should make it possible to 
mitigate the risks inherent in centralized repositories 
of confidential data and intelligent decision support 
systems based on them.

The proposed ontological approach should be imple-
mented not as a closed system in terms of the method-
ology for making decisions to reject a candidate, but as 
a transparent decision support tool embedded within 
ethical-legal frameworks. This requires designing the 
ontology considering “Privacy by Design” princi-
ples (an approach where privacy and data protection 
considerations are integrated into the design phase of 
any system, service, product, or process), implement-
ing explainability mechanisms (Explainable AI, XAI), 
and ensuring the ability to audit all its modifications. 
Only under these conditions can a balance be achieved 
between the operational security of an organization 
and fundamental human rights.

3. A multi-level system  
for personnel risk assessment  

in critical infrastructure:  
an ontological approach,  

psychometric testing,  
and AI analysis

Without claiming universality, the focus should be 
on the following key risks associated with hiring new 
employees:

1.	 Professional incompetence. According to Check-
ster, 78% of candidates provide false information 
about skills and experience, increasing the risk of 
errors in critical projects.

2.	 Connections with criminal structures. Undetected 
employee connections can lead to data leaks or 
sabotage.

3.	 Drug and other addictions. Employees with addic-
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tions more frequently violate security protocols, 
as confirmed by Russian Ministry of Internal 
Affairs statistics.

4.	 Financial problems. Indebtedness makes candi-
dates vulnerable to corruption, as noted in studies 
by credit bureaus.

Review of existing approaches: documentary veri-
fication and psychometric testing. Modern personnel 
vetting methods can be divided into two main categories: 
documentary verification and psychometric testing. 
Various technological solutions can be applied in this 
context.

Documentary verification.

Verification of work history and education. Using state 
databases (Pension Fund, Ministry of Internal Affairs) 
and university APIs. For example, the “SearchInform” 
platform automates requests to 98% of Russian edu-
cational institutions, reducing verification time from 7 
to 2 days. In Russia, 67% of companies use the Uni-
fied Register of Diplomas from the Ministry of Educa-
tion and Science, which allows detecting 18% of forged 
documents. However, the system has limitations: uni-
versities often process requests for up to 14 days; 32% 
of educational institutions do not update information 
about graduates. In 2023, 12% of resumes contained 
false data about education, as noted in the 2023 report 
on resume falsifications by the Russian Union of 
Industrialists and Entrepreneurs.

Direct contact with previous employers helps clarify 
actual achievements. According to MIT, 30% of refer-
ences contain hidden negative assessments.

Social Media Monitoring. Various tools can be 
applied for social media monitoring (depending on 
countries, social networks, etc.). For example, plat-
forms like SocialIntelligence Corp analyze publica-
tions for radical views. In 2023, 7% of candidates in the 
energy sector were screened out due to posts on Tel-
egram supporting extremist groups.

Psychometric testing.

MMPI and BigFive questionnaires. The MMPI-2 has 
been used for quite some time [16] and identifies ten-
dencies toward manipulation (Scale L) and aggression 
(Scale Pd). In an MIT study, the test identified 80% 
of candidates with criminal inclinations. For instance, 
9.7% of those convicted for terrorism showed clini-
cal scales above the norm. Big Five: the assessment of 
Conscientiousness correlates with employee reliability 
(r = 0.62, p < 0.01) [17].

Stress resistance assessment. Application of case tech-
niques simulating emergency situations. For example, 
a case method from “Media Netology” facilitates pre-
dicting behavior in crisis situations, and the “Crisis 
Management” test from PwC reduced staff turnover by 
25% in the energy sector.

Various technological solutions with certain advan-
tages and disadvantages can be applied during docu-
mentary verification and psychological testing. Some 
of them are considered below.

Ontological models.

These models [11, 18] can be used for semantic anal-
ysis of resumes and cross-referencing their data with 
incident databases. The Palantir system is used in the 
USA to identify candidates connections with terrorist 
organizations, demonstrating 85% accuracy, and can 
also correlate candidates’ employment periods, for 
example, with cyber incidents in the CISA database.

AI-algorithms.

NLP analysis of resumes [12] allows, for example, 
identifying contradictions in dates and facts (IBM 
Watson algorithms reduce errors by 40% and detect 
date contradictions with 93% accuracy).

Computer vision: analysis of video interviews 
[19] for micro-expressions (e.g., the HireVue plat-
form analyzes micro-expressions (frequent blinking  
(>20 times/min) correlates with secretiveness 
(r  =  0.71)) predicts candidate reliability with 78% 
accuracy).
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Polygraph.

Used for candidates with “red flags” [20, 21].

In some cases, conducting additional in-depth 
checks may be required:

	♦ verification of professional competence (e.g., the 
CISSP exam for cybersecurity specialists confirms 
knowledge of security standards);

	♦ analysis of credit (financial) history (Equifax and 
NBKI services identify financial vulnerability of can-
didates. A Deloitte study shows that 33% of employ-
ees with a credit burden >50% of income are involved 
in fraud and/or corruption. In 40% of cases, debts 
exceeding income are identified);

	♦ blockchain for transaction verification (the Chainal-
ysis service tracks candidates cryptocurrency trans-
fers. In 2023, 5 cases of money laundering among top 
managers, 12 candidates with connections to sanc-
tioned wallets were identified), as well as for logging 
and proving insider actions within the organization’s 
infrastructure [22].

At the same time, it should be noted that, at pre-
sent, there is a lack of integration between the con-
sidered methods. For example, AI does not consider 
polygraph results, leading to fragmented assessment; 
ontological models are rarely used and even more 

rarely integrated with psychological tests. Polygraph 
examinations are quite expensive per candidate and 
are inaccessible for small businesses.

Comparative analysis of approaches. A compara-
tive analysis of the effectiveness of candidate assess-
ment methods was conducted during the research 
(Table 1). The data presented in Table 1 were 
obtained as a result of a comprehensive analysis of 
open scientific publications, reports from consult-
ing companies, and the HR technology market, and 
the approximate implementation cost was estimated 
based on an analysis of the average service cost on 
the market in 2025 [23–28]. Naturally, within the 
analysis that was conducted, the complexity of the 
methods (e.g., MMPI, Big Five questionnaires) and 
the need to involve qualified specialists to inter-
pret the results were not assessed. It is well known 
that the quality of polygraph examinations heavily 
depends on the expert conducting them, which cer-
tainly affects the final implementation cost. When 
conducting AI analysis, it is difficult for a non-spe-
cialist to correlate the quality of the applied models 
and candidate testing results, so the average market 
service cost must be considered. However, it was 
revealed that ontological models are not popular, 
and their implementation cost cannot be estimated 
as there are no similar offerings on the service mar-

Table 1.
Comparative analysis of approaches

Method Accuracy, % False positives, % Implementation cost, USD/cand.

Documentary verification 60–68 22–28 8–15

Psychometric testing 75–80 15–20 18–50

AI analysis 85–90 8–12 50–100

Polygraph 81–91 12–18 70–110
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ket, which limits the understanding of their contri-
bution to identifying unreliable employees.

Various combinations of the approaches we con-
sidered are successfully applied by organizations in 
different countries. For example, the CLEAR sys-
tem for civil servants (USA) combines credit history 
and social media checks and reduced hiring risks in 
the public sector by 40% (CLEAR Program Annual 
Report. U.S. Department of Homeland Security). 
In China, social credit scores are analyzed along-
side transaction analysis on Alipay; however, this 
approach is criticized for privacy violations (in 2019, 
over 10,000 officials voluntarily confessed to corrup-
tion under pressure from the system). In Germany, 
the Xayn platform uses Federated Learning to analyze 
data without centralization, complying with GDPR.

Conclusion

This research was dedicated to solving the relevant 
task of forming systemic foundations for design-
ing intelligent systems for proactive personnel risk 
assessment in critical infrastructure organizations. 
The work justifies the necessity of shifting from frag-
mented checks to a comprehensive approach capable 
of identifying complex insider threats.

The main results obtained within this article are 
as follows:

1.	 Key ethical-legal frameworks have been defined, 
serving as mandatory context for any technologi-
cal development in this field. Dilemmas of fairness, 
privacy, and explainability, as well as specific leg-
islative requirements imposing constraints on the 
collection, processing, and interpretation of candi-
date data, have been analyzed.

2.	 Specific cybersecurity requirements arising from 
the creation of a centralized ontological knowl-
edge base have been formulated. A set of archi-
tectural countermeasures based on Security by 

Design and Privacy by Design principles is pro-
posed to protect the integrity, confidentiality, 
and availability of the assessment system itself.

3.	 A comparative analysis of technological compo-
nents (documentary verification, psychometric 
testing, AI analysis) has been conducted, and the 
methodological necessity of their deep semantic 
integration for transitioning from reactive to pre-
dictive risk assessment models has been proven.

Thus, the practical significance of the work lies 
in creating a comprehensive set of requirements and 
constraints for architects and developers of intelli-
gent systems for proactive personnel risk assessment 
in organizations. The proposed approach allows us to 
design systems where technological efficiency does 
not contradict legal norms, ethical principles, and 
fundamental information security requirements.

Directions for future research. Further work 
involves transitioning from the formulated systemic 
requirements to concrete implementation, focus-
ing on developing and verifying a formal ontologi-
cal model intended for semantic data integration and 
identifying risky candidate behavior scenarios. For 
this, it is necessary:

	♦ to classify suspicious actions of candidates for 
vacant positions and types of threats originating 
from them;

	♦ to develop a methodology for constructing scenar-
ios based on justified ontological relations;

	♦ to consider issues of integrating the model with the 
upper-level UFO ontology to ensure methodologi-
cal rigor.

As envisioned, this will allow us to move from the 
conceptual foundations outlined in the article to cre-
ating practical tools for intelligent decision support 
systems for proactive personnel risk assessment in 
critical infrastructure organizations. 
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Abstract

In the context of the increasing need to improve the management efficiency of enterprises that 
support the implementation of the principles of digital transformation based on the concept of the fifth-
generation industry, the relevance of research on the development of appropriate systems in terms of 
ensuring continuous targeted and sustainable development, customer-centricity and social orientation 
of production is increasing. Digital twin technology and its multi-agent implementation act as effective 
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Introduction

The main goals of the digital transformation of 
enterprises include increasing labor produc-
tivity, improving the quality of products and 

services provided, mass customization of production, 
flexibility and adaptability of production and business 
processes due to the widespread use of technologies 
using digital platforms and digital twins [1–3]. Full 
automation of production very often leads to negative 
social consequences: an increase in unemployment, a 
decrease in creativity in work, violations of the pro-

tection of production systems from unintended and 
malicious actions, overproduction of products with 
environmental violations, excessive consumption of 
expensive resources: material, energy, financial, which 
generally leads to unstable economic development.

In the process of digital transformation, based on the 
principles of the 4th generation industry, new forms of 
organizing corporate relations of enterprises are being 
developed within the framework of creating business 
ecosystems, forming digital and network enterprises 
based on integrated software and hardware platforms 

means of building enterprise performance management systems. At the same time, the lack of scientific 
research in this area determines the purpose of the article, which is to develop a product-resource 
approach to enterprise performance management based on digital twins in the fifth-generation industry. 
A distinctive feature of the proposed approach developed by the authors is the use of dynamic enterprise 
performance management technology based on digital twins, which ensures the integration of business 
processes and resources used at the level of not only one enterprise, but also at the level of network value 
chains based on a common digital platform of the business ecosystem. The paper analyzes approaches to 
the intellectualization of enterprise management, on the basis of which the requirements for an enterprise 
performance management system are formulated, ensuring the solution of interrelated tasks of targeted 
enterprise development, the formation of flexible value chains, and the rational and sustainable use of 
enterprise resources. The possibilities and disadvantages of the efficiency management process in EPC 
class systems are analyzed. The paper substantiates the use of digital twin technology and its multi-
agent implementation to build an enterprise performance management system in the context of mass 
customization and the network nature of value chains in the fifth-generation industry. A process for 
managing the efficiency of enterprises at all stages of the life cycle based on the technology of digital 
twins of products and resources has been developed, dynamically ensuring the targeting, adaptability and 
sustainability of the functioning and development of the enterprise.

Keywords: fifth-generation industry, targeting, adaptability, sustainability, enterprise performance management, 
product digital twin, resource digital twin
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[4–6]. The basis for the creation of such enterprises are 
new digital technologies such as Industrial Internet, 
cloud technologies, processing of big data, machine 
learning, multi-agent systems, generative artificial 
intelligence, etc. The fourth-generation industry con-
cept allows for flexible digital and networked enter-
prises that dynamically learn how to build value chains 
based on big data to meet specific consumer needs.

In terms of works reflecting the possibilities of 
building multi-agent systems that optimize the use of 
resources in dynamic business processes based on simu-
lation, one should note [7–9], which presents effective 
methods of dynamic support for operational manage-
ment decision-making. In [10], an approach is proposed 
to form various scenarios for the strategic development 
of socio-economic systems using an evolutionary opti-
mization algorithm based on simulation modeling. At 
the same time, the operational and strategic manage-
ment contours are considered separately in these works.

In modern conditions of digital enterprise develop-
ment, a more rapid strategy update is required based 
on the need for continuous business process changes 
and the reverse dynamic effect of strategy changes on 
operational business processes. At the same time, the 
main focus in such production systems is on the oper-
ational management horizon, and issues of strategic 
planning for sustainable development on a long-term 
time scale are practically not considered. In addition, 
the requirements of mass customization, when the 
consumer interactively participates in the development 
and customization of products for their own needs [11], 
complicate the solution of the tasks of coordinating 
goals between participants in joint economic activities. 
The emerging problems of digital transformation of 
enterprises based on the principles of the 4th genera-
tion industry necessitate further intellectualization of 
enterprise management processes, ensuring their tar-
geted, adaptive and sustainable development.

The above-mentioned principles of enterprise devel-
opment in recent years are reflected in the concept of 

the 5th generation industry [12, 13], in which produc-
tion becomes human-centered not only from the point 
of view of consumers of products and services, but also 
from the point of view of manufacturers themselves, 
that is, employees of enterprises, for whom their role 
in decision-making increases, with different levels of 
control, even in robotic production. At the same time, 
production requires greater safety and sustainability 
in terms of the consumption of necessary resources. 
Enterprises of the 5th generation industry acquire a 
self-organizing form of functioning in accordance with 
dynamically updated goals, which are determined not 
only by the needs of changes in the market situation, 
but also are set taking into account the social needs of 
society in the broadest context.

In parallel with the concept of the fourth and fifth 
generation industry, the concept of creating smart 
enterprises (intelligent enterprises) is developing in 
the world [14–16]. In the concept of smart enter-
prises, the main principles are to achieve sustainable 
development, increasing trust between enterprise par-
ticipants, conducting investment research by mode-
ling market behavior, rethinking strategy and business 
models, flexible budget planning, continuous moni-
toring of business processes, receiving feedback at all 
levels of management by measuring business results, 
in-depth understanding of processes and interdepend-
ence. between them. This concept fully implements 
the approach to creating self-learning intelligent enter-
prises on a new technological basis.

In [17], the principles of intelligent, self-configur-
able production are developed, which reflect the idea 
of a continuous cycle of goal setting, configuration and 
reconfiguration of value chains, monitoring and con-
trolling the execution of business processes in order 
to ensure sustainable development based on the use 
of neural network modeling technologies, processing 
big data, and multi-agent systems. This formulation of 
the problem is very close to the established approach 
to continuous engineering and digital transforma-
tion of enterprises, outlined in [18]. At the same time, 
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the sustainability of an enterprise will be understood 
as an enterprise capable of “... finding the optimal 
ratio between all its elements, establishing connec-
tions between them that make it possible to maintain 
vital parameters at a given level for as long as pos-
sible, effectively countering the disturbing effects of 
the external environment” [19]. From the point of 
view of sustainability, it is important to ensure that all 
resources are balanced in order to achieve the targets 
of efficiency and effectiveness, as well as their com-
pliance with the necessary standards of use in terms 
of meeting the needs of the external environment.

To implement the principles of intellectualization 
of production and business processes in the fifth-gen-
eration industry, the article proposes the construction 
of an enterprise performance management system 
that would ensure the solution of the following inter-
related tasks: 

	♦ Targeted development of enterprises aimed at flex-
ible and dynamic formation of goals and plans in 
accordance with the rapidly changing environment 
and social needs.

	♦ The formation of flexible value chains that ensure 
the dynamic realization of market needs in accor-
dance with the strategic and operational objectives 
of the enterprise.

	♦ Sustainable and balanced use of enterprise 
resources in production and business processes, 
aimed at safe, environmentally friendly and socially 
justified use.

The article proposes to build such an enterprise 
performance management system based on the devel-
opment of a product-resource approach to the organ-
ization of digital twins using multi-agent technology 
that allows dynamic monitoring of strategic goals by 
measuring process efficiency indicators, accumulat-
ing big data and timely updating of the strategy. The 
implementation of the proposed approach will require 
the creation of a new generation of digital platforms 
based on the principles of the 5th generation industry.

1. Analysis of the traditional approach  
to enterprise performance management  

in an EPM system

In modern conditions, the main goals of enter-
prise development are continuous innovation, ensur-
ing sustainable development, environmentally friendly 
production, flexibility, cost-effectiveness, quality 
improvement, speed and adaptability of production 
and business processes, which determine the vector of 
development of targeted companies. At the same time, 
the companies’ focus is realized at the strategic and 
operational levels.

	♦ At the strategic level, business objectives are consid-
ered in all areas of activity and promising, possibly 
new types of activities are highlighted, taking into 
account the ongoing changes in the external environ-
ment and the current state of the company’s compe-
tencies and potential.

	♦ At the operational (product) level for certain types of 
activities which determines the possibilities of orga-
nizing production and business processes, taking into 
account the interests of all stakeholders: consumers, 
investors, management, staff, external organizations.

At the strategic level, business goals are usually organ-
ized in the form of various types of balanced scorecard 
(BSC) or strategic maps [20]. Classically, the goals of 
the main activities are reflected at the third level (the 
level of internal business processes). Types of activities 
in modern conditions of client-centricity and dynamic 
implementation are interpreted as organizational ser-
vices provided to various categories of consumers [21]. 
On the other hand, the declaration of the possibilities 
of implementing services is reflected in the concepts of 
competencies and abilities of organizations [22].

A set of key performance indicators (KPIs) is 
used to measure the achievability of goals. Libraries 
(repositories) containing descriptions and templates 
for calculating indicators are usually used to select 
a set of goals and KPIs in accordance with the cho-
sen strategy [23]. Subsequently, these indicators are 
reflected in specialized information and analytical 
systems equipped with tools for analyzing the effec-
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tiveness of business processes (Enterprise Perfor-
mance Management, EPM) [24–26] and extracting 
knowledge from the collected data in process moni-
toring (Process Mining) [27].

For the targeting development of enterprises, it is 
very important to ensure the interaction of the organ-
ization’s goals at the strategic level and key perfor-
mance indicators at the operational level. The pro-
cess of correlating goals with operations that ensure 
their fulfillment is called goal operationalization [21]. 
To move from strategic goals to operational goals, 
goal environment diagrams are usually used [28]. 
Such interaction is carried out as a result of consist-
ent detailing of strategic goals in the form of sets of 
measures to achieve them. For events, in turn, the 
business processes that execute them and key perfor-
mance indicators that measure the results of the pro-
cesses are determined. An example of a diagram of 
the goal’s environment is shown in Fig. 1. In enter-
prise performance management systems [25], key 
performance indicators are monitored; they are used 
to analyze the achievement of goals and possible sub-

sequent changes in both the regulatory KPIs and the 
goals themselves at the BSC level.

The business performance management process in 
the EPM system is shown in Fig. 2.

Let’s look at the business performance management 
process in the EPM system in more detail. Based on 
the company’s strategy and external sources of infor-
mation about the competitive environment, a balanced 
scorecard and goal environment diagrams are built.

The development of business processes based on 
BSC and goal environment diagrams is usually carried 
out in BPMN notation and implemented using Low-
Code tools. The EPM system binds software modules 
that collect data on the performance of key perfor-
mance indicators to software components that imple-
ment business process operations, and sets planned 
process performance indicators (KPIs).

As a result of the information collection, a special 
EPM module that implements methods for extracting 
knowledge from processes (Process Mining) is quickly 

Fig. 1. Diagram of the goal’s environment.
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analyzed for the performance of operations. At the 
same time, the analysis of both individual indicators 
and their integration by convolution and subsequent 
evaluation is carried out.

Based on the data obtained, both the current situa-
tion is analyzed and a forecast is made using machine 
learning methods for necessary changes in tactical 
goals at the business process level and strategic goals at 
the enterprise level.

The described process of enterprise performance 
management in the EPM system is successfully applied 
in traditional business, which are characterized by a 
relative regularity of operational processes, and the 
main thing is to monitor key performance indicators 
that regulate the achievement of goals, and strategic 
goals are formed rather for new business processes 
that are subsequently implemented on a regular basis. 
The structure of the business processes themselves and 
their participants is relatively stable.

The fourth-generation industry and its development 
in the fifth generation are characterized by the high 
variability of business and production processes within 
the framework of mass customization of products and 
services provided, which are carried out in business 
ecosystems based on digital platforms. In [18,  32], 
principles and models for creating network enterprises 

for changeable business goals were developed, provid-
ing a dynamic configuration of business and produc-
tion processes based on digital twin technology and 
asset administrative shells implementing them. For 
such enterprises, it is necessary to improve the meth-
ods of managing the effectiveness of enterprises, taking 
into account the implementation of the requirements 
for dynamically ensuring the targeting, adaptability 
and sustainability of the enterprise.

2. Enterprise performance management  
based on digital twin technology

In the modern mass-customized production, an 
original process configuration can be built for each 
product or product-related project, in which different 
performers are involved at each moment, selected on 
a digital platform. Making decisions about the devel-
opment of product lines, the transition to the produc-
tion of new products and the modernization of exist-
ing ones, and the customization of products to meet 
the needs of specific customers necessitate the man-
agement of not only processes but also products at the 
operational level. Dynamic product management also 
involves the dynamic configuration of business pro-
cesses for changing business goals, requiring the selec-
tion of the best resources under certain constraints on 
their use and compliance with sustainability require-

Fig. 2. The process of enterprise performance management in the EPM system.
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ments, and in a network environment on a single digi-
tal platform of the business ecosystem.

The specifics of the fifth-generation industry make 
it necessary to accelerate product innovations (updat-
ing of nomenclature, technologies, mass customiza-
tion), on the one hand, and ensuring the sustainability 
of the use of all resources in processes, on the other 
hand. From this point of view, the goals of the process 
level should reflect the goals of customer orientation, 
flexibility and adaptability of business and production 
processes, and the last level of the strategic map related 
to the use of resources and technologies should reflect 
the goals of sustainability. In this regard, the impor-
tance of developing a product-resource approach to 
improving the efficiency of enterprise management in 
the digital economy is increasing.

In the product resource approach, the innovative 
stage of product quality development is very impor-
tant, where a set of functional and non-functional 
product requirements is formed, which is the basis 
for product and service design and specification of 
subsequent SLA – Service Level Agreements with 
future business partners. These requirements specify 
the key indicators of process efficiency in relation to 
the specific parameters of the products produced and 

the resources used. The formation of requirements is 
based on the analysis of the external market of prod-
ucts and technologies and is implemented using the 
QFD quality deployment method and the FMEA 
method of analyzing the types, consequences and 
causes of potential nonconformities [29–31].

The analysis of the implementation of requirements 
for the production of products and the use of resources 
from the perspective of achieving operational goals in 
the industry of the fourth and fifth generations directly 
in the traditional EPM class system is almost impos-
sible to implement due to the large number of qualita-
tive and quantitative characteristics and their dynamic 
changes from one type of product to another. In this 
regard, it is advisable to develop a dynamic technol-
ogy for enterprise performance management based on 
digital twins.

Digital twins, in accordance with the RAMI archi-
tectural framework [2], are information models that 
reflect at each moment the state of both manufactured 
products and used resources (equipment, production 
lines, entire enterprises). Moreover, the formation and 
use of product information by stages of its life cycle is 
carried out in the process of interaction of the digital 
twin of the product with the digital twin of resources 

Fig. 3. Architecture of the intelligent agent (built on the basis of [17]).
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based on multi-agent technology [14]. For a digital 
twin in the form of an intelligent agent, a typical set 
of components is proposed that allows automating the 
processing of various situations in the decision-making 
process about responding to events both in the outside 
world and when coordinating interaction with other 
agents (Fig. 3).

Consider the main components of an intelligent 
agent that implement the functions of situation pro-
cessing:

	♦ Observer collects data on the behavior of real objects 
displayed in the digital twin, interprets the received 
data and enters it into various submodels of the digi-
tal twin.

	♦ The analyzer identifies possible deviations from 
the regulatory values of key KPIs and Service Level 
Agreements (SLAs).

	♦ The solver makes decisions about the need to change 
the states of real objects and initiates interaction 
(negotiations) with other intelligent agents, makes 
decisions based on the results of negotiations.

	♦ The organizer carries out information exchange 

with other intelligent agents by sending requests and 
receiving responses.

	♦ The publisher records the decisions made and updates 
key performance indicators and SLA indicators.

In accordance with the presented architecture of 
an intelligent agent implementing the functions of a 
digital twin, the schematic diagram of the enterprise 
performance management process (product manufac-
turing) is implemented in the form of a technological 
scheme shown in Fig. 4.

Let’s consider this scheme in more detail. The pro-
cess of developing a new product concept should cor-
respond to the goals that are laid down in the company’s 
strategy in the form of a set of requirements, reflected 
in a balanced scorecard. At the same time, a prod-
uct digital twin (PDT) is created, into which key per-
formance indicators are transferred from the diagrams 
of the environment of the BSC goals, for example, the 
accuracy of the order’s compliance with the originally 
formulated requirements, the degree of compliance of 
resources with the order, the speed of order execution, 
etc. Using the domain ontology, services for analyzing 

Fig. 4. The process of managing the performance of product manufacturing based on digital twin technology.
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the market of similar products, materials, technologies, 
competitors and suppliers and selecting promising con-
sumer characteristics of a future product are launched 
from the digital twin. As a result, functional and non-
functional requirements are formed, which are entered 
into the corresponding submodel of the PDT.

In the process of designing a product from the digi-
tal twin of the product, a service is launched to form 
the design of the product and the value-added chain 
(VAD) with the selection of specific business partners 
for its implementation. As a result of the design in the 
digital twin of the product, a description of its struc-
ture (Bill of Materials, BOM) and the structure of the 
technological process are displayed in the subsystem of 
the product design.

Resource digital tweens (RDT) are involved in the 
design process, which reflect the profiles of the ability 
to perform various operations. Resource digital tweens 
are created both at the level of enterprises that are part 
of a common business ecosystem on a single digital 
platform, and at the level of specific equipment that 
implements operations. As a result of the selection and 
coordination of resources during the design process, 
RDTs capture participation in a specific value chain for 
the subsequent implementation of an innovative pro-
ject. Then at the planning stage, quantitative and qual-
itative characteristics of the product production plan 
are formed, which is specified in the form of service 
level agreements with subcontractors and recorded in 
both the digital twin of the product and the digital twin 
of resources.

The production process starts from the product dig-
ital twin according to the plan contained in this twin, 
and unfolds according to the designed value chain in a 
sequence of operations. In the process of production 
(execution of value chains), statistics are accumulated 
in digital counterparts of products and resources on 
the progress of work, which, as noted in the previous 
section, is used both to quickly respond to changes and 
to analyze goals in the short and long term.

Thus, the analysis of the efficiency of the use of indi-
vidual resources is carried out by launching analytical 
and predictive services in the digital counterparts of 
resources, and analyzing the effectiveness of end-to-
end processes by launching the corresponding services 
from the digital counterparts of products. As a result of 
the analysis, there may be a revision of the parameters 
of requirements and key performance indicators related 
to the production and provision of services, as well as a 
possible change in the strategic goals of the enterprise.

During the execution of the main processes, moni-
toring operations can be launched to analyze not only 
their operational efficiency, but also the analysis of 
related supporting processes: electricity consumption, 
materials, environmental protection measures, infor-
mation protection, etc. For this, a sub-model of regu-
latory attributes for resource use in terms of compli-
ance with the conditions of sustainable operation must 
be set in the resource digital tweens. The analysis of the 
operational efficiency of resource use provides a basis 
for forecasting the sustainability of both the main and 
supporting business and production processes.

Compared to the approach to managing the effi-
ciency of business processes in the EPM system, 
this approach based on digital twins has a number of 
advantages.:

1.	 Providing enterprise performance analysis using 
digital counterparts for both the system as a whole 
and for individual products and resources.

2.	 Increasing the efficiency and adaptability of value 
chains to meet changing market goals.

3.	 Ensuring the integration of business processes 
and resources used at the level of not only one 
enterprise, but also at the level of network value 
chains formed on the basis of a common digital 
platform of the business ecosystem.

4.	 Providing analysis and management of the sus-
tainability of resource use in various production 
and business processes.
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Conclusion

The digital transformation of enterprises based on 
the concept of the fifth-generation industry involves 
massive customization of production, increasing the 
creative role of employees, the social orientation of 
economic activity of enterprises and necessitates the 
use of artificial intelligence technologies in optimizing 
business processes and the use of resources in them. As 
a result of the research we conducted, it can be con-
cluded that in order to solve the problem of increasing 
the performance of enterprise management, it is nec-
essary to create a system based on digital twin tech-
nology, which should ensure continuous targeting and 
sustainable development, customer-centricity and 
social orientation of production.

The analysis of traditional enterprise performance 
management systems has shown the limitations of 
their application for the dynamic operating condi-

tions of enterprises, which necessitate timely changes 
in the strategic and operational goals of enterprises in 
accordance with changing product needs, taking into 
account the requirements of sustainable resource use.

The enterprise performance management process 
developed in the work based on the use of digital twin 
technology for products and resources at all stages of 
the life cycle allows you to quickly reflect the state 
of all related processes, monitor compliance with 
requirements and key performance indicators, predict 
the development of situations using machine learning 
methods and tools, and formulate proposals for cor-
recting goals at the operational and strategic levels.

The application of the dynamic technology we 
developed for enterprise performance management 
will make it possible to fully implement the principles 
of the fifth-generation industry in the digital transfor-
mation of enterprises and increase the efficiency of 
enterprise management at all stages of the life cycle. 
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Abstract

Amid intensifying competition in the B2B e-commerce sector, particularly within the Do-It-Yourself 
(DIY) segment, traditional static search architectures increasingly suffer from limited adaptability and 
declining retrieval relevance. This study examines the limitations of rule-based ranking approaches and 
proposes a dynamic product ranking framework based on the Learning-to-Rank paradigm implemented 
with LightGBM. The primary objective of the research is to quantitatively evaluate the economic return 
on investment (ROI) associated with the deployment of personalized ranking algorithms. A simulation-
based digital experiment was conducted using a synthetic user clickstream model to approximate real-
world interaction behavior. The results indicate that the proposed dynamic ranking model yields significant 
improvements in search effectiveness, as measured by the metric, while simultaneously generating 
quantifiable gains in key business performance indicators. Specifically, the implementation resulted in a 2.1 
percentage point increase in the conversion rate and a 14.5% uplift in incremental revenue. These observed 
effects achieved statistical significance. These findings provide empirical evidence supporting the economic 
viability of transitioning from static search systems to intelligent ranking architectures, highlighting their 
strategic importance for scalable and competitive B2B e-commerce platforms.
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Introduction

Search functionality constitutes one of the core 
components of user experience (UX) and a criti-
cal determinant of competitiveness in e-com-

merce platforms. In the B2B Do-It-Yourself (DIY) 
segment, in particular characterized by high catalog 
complexity, pronounced demand seasonality, and het-
erogeneous user intent, the quality of search results 
directly influences conversion rates and customer reten-
tion metrics.

The evolution of search systems in e-commerce has 
progressed from static inverted indexes and manually 
tuned relevance rules toward hybrid architectures based 
on machine learning techniques and semantic analysis. 
Nevertheless, a substantial proportion of market partici-
pants continue to rely on simplified solutions grounded 
in binary term matching, caching of frequent queries, 
and static product catalogs. While such approaches were 
initially effective during the early stages of online sales 
channel development, their relevance and scalability 
have declined as product assortments (SKU matrices) 
expand and user queries become increasingly complex.

The growth of data volumes, the need to support 
multilingual interfaces, and the diversification of prod-
uct portfolios have collectively rendered static search 
systems insufficient in terms of both retrieval quality and 
economic efficiency.

At the same time, the B2B DIY market exhibits 
ongoing supplier consolidation and intensifying com-
petitive pressure, prompting leading platforms to adopt 
next-generation intelligent search mechanisms. For 
small and medium-sized enterprises (SMBs) operat-

ing under constrained computational and financial 
resources, this situation creates a structural tension. 
On the one hand, achieving search accuracy, person-
alization, and response speed comparable to market 
leaders has become a strategic necessity. On the other 
hand, companies must maintain an acceptable total cost 
of ownership (TCO) and ensure rational utilization of 
infrastructure resources.

Currently, there is no methodologically grounded 
and economically optimized framework that supports 
a staged transition from static search architectures to 
intelligent systems capable of balancing relevance qual-
ity, computational performance, and operational cost.

The objective of this study is to develop and provide 
a quantitative economic justification for the implemen-
tation of a dynamic Learning-to-Rank model within a 
B2B e-commerce catalog. The proposed methodology 
is designed to isolate and empirically evaluate the impact 
of personalized ranking on key economic performance 
indicators, including conversion rate (ΔCR) and revenue 
(ΔRev), using synthetic modeling of user behavior.

1. Background and related work

Recent research on search systems for e-commerce 
indicates that the market is undergoing a phase of qual-
itative transformation driven by assortment expansion, 
shifts in user behavior, and intensifying competition 
across online sales channels. Traditional static search 
mechanisms based on binary term matching and cach-
ing of frequent queries have proven increasingly insuf-
ficient under conditions of high data variability and 
increasingly complex user intent.

Keywords: Learning-to-Rank, B2B e-commerce, LightGBM, economic efficiency, return on investment 
(ROI), total cost of ownership (TCO), simulation-based analysis, conversion optimization, DIY retail segment, 
information retrieval
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In recent Russian academic and applied litera-
ture (e.g. [1]), a clear transition is observed from static 
inverted indexes toward hybrid architectures that com-
bine full-text, semantic, and personalized search capa-
bilities. Within this transformation, the focus extends 
beyond improving retrieval relevance to encompass 
the economic sustainability of technological solutions, 
including the reduction of total cost of ownership (TCO) 
and the enhancement of return on investment (ROI).

The relationship between economic efficiency and 
user experience in the DIY segment has been exten-
sively examined in studies of major international 
market players [2, 3]. These works emphasize that 
improvements in search relevance and personalization 
directly translate into measurable gains in business 
performance indicators.

Practical cases of search system transformation in 
the B2B DIY sector have been demonstrated by com-
panies such as STD “Petrovich” and JSC “TD Elek-
trotekhmontazh” (ETM), which presented their pro-
jects on the RUWARD platform. The Petrovich case 
[4] illustrates how the development of an integrated 
supplier account system enhanced the completeness 
and structural consistency of catalog data, thereby 
establishing a foundation for the subsequent imple-
mentation of intelligent search and recommendation 
mechanisms.

Similarly, the ETM project [5] documents the intro-
duction of dynamic product data management and user 
segmentation strategies, resulting in increased conver-
sion rates and reduced catalog maintenance costs.

Over the past decades, the Learning-to-Rank para-
digm based on training models using labeled relevance 
data has emerged as a central methodology for improv-
ing search result quality [6, 7]. Survey studies and 
foundational works confirm the universality and theo-
retical significance of LtR approaches across a broad 
range of Information Retrieval tasks [8].

Comparative analysis of adjacent markets, including 
DIY, electronics, furniture, and jewelry, reveals con-
verging trends in search system development: increas-
ing emphasis on personalization, semantic enrich-

ment, and the integration of multimodal features such 
as images, textual descriptions, and brand attributes 
[9]. At the same time, each industry retains domain-
specific characteristics that shape architectural choices 
and investment priorities.

This body of literature establishes the technological 
and economic context for the present study and moti-
vates the need for a quantitatively grounded assessment 
of dynamic ranking implementation in B2B e-com-
merce environments.

As illustrated in Table 1, search architectures across 
e-commerce segments differ substantially in terms of 
data structure, dominant ranking signals, personaliza-
tion depth, and economic objectives. Despite this het-
erogeneity, a common structural pattern emerges: as 
catalog complexity and user intent variability increase, 
static retrieval mechanisms become insufficient, 
necessitating hybrid architectures and adaptive rank-
ing strategies. In this context, dynamic ranking mech-
anisms increasingly serve as the integrative layer that 
aligns technical relevance with business performance 
objectives.

Both Russian and international studies ([1, 10–12]) 
indicate that the successful implementation of intelli-
gent search systems is determined by three interrelated 
groups of factors:

1)	 the quality of catalog data (structural consistency, 
completeness, multimodality);

2)	 the maturity of the search architecture (presence 
of a hybrid retrieval layer and adaptive ranking 
mechanisms);

3)	 the economic efficiency of the solution (balanced 
ROI and TCO).

An analysis of the Petrovich and ETM cases further 
confirms that even moderate investments in catalog 
automation and data structuring may yield measur-
able economic benefits. Reported outcomes include a 
reduction of manual search maintenance costs by up to 
30–40% and an increase in search-session conversion 
rates by 10–15%.
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Evidence from adjacent e-commerce segments sug-
gests that Learning-to-Rank (LtR) has evolved from an 
emerging methodological trend into an industry stand-
ard for personalization and conversion optimization.

	♦ Electronics (Amazon, JD.com). In this segment, 
LtR is employed to balance price, margin contribu-
tion, and product return probability. This optimi-
zation strategy increases not only gross revenue but 
also net GMV through reduced operational costs and 
improved inventory efficiency.

	♦ Furniture (Wayfair). Here, LtR extends into multi-
modal ranking. Models incorporate visual embed-
dings (e.g., Image2Vec) to evaluate stylistic compat-
ibility, enabling products that do not strictly match 
textual queries but align with a user’s visual prefer-
ences to achieve high ranking positions.

	♦ Jewelry (Etsy). In markets dominated by subjective 
attributes such as aesthetics and emotional resonance, 
LtR effectively utilizes categorical embeddings to 
encode latent stylistic preferences, optimizing results 
for emotional and gift-oriented intent.

Collectively, these examples demonstrate the meth-
odological universality of LtR from ranking based on 
precise technical attributes (Electronics) to handling 
complex visual and aesthetic signals (Furniture and 
Jewelry).

In recent years, hybrid approaches combining tra-
ditional lexical retrieval with transformer-based dense 
retrieval models have gained prominence for enhancing 
ranking quality and establishing universal benchmark-
ing standards [13–15]. However, one of the primary 

Table 1.
Comparative characteristics of search approaches across different e-commerce segments

Parameter DIY (B2B/B2C) Electronics Furniture Jewelry

Data Type Technical specifications, 
brands, categories

Standard SKUs, device 
parameters

Multimodal data (images, 
materials, dimensions)

Visual and stylistic attributes, 
brand information

Primary 
Challenge

Long-tail queries, complex 
SKU structure, B2B pricing 
models

Frequent SKU updates, high 
competition, narrow filtering 
constraints

Semantic ambiguity 
(style, interior context, 
materials)

Strong dependence on visual 
perception and emotional 
factors

Search 
Architecture

Hybrid (Redis + 
Elasticsearch + ANN)

High-performance full-text 
search with attribute-based 
filtering

Multimodal (text + image) Semantic search with visual 
retrieval

Personalization 
Level

Moderate (by categories, 
brands, purchase history)

High (by devices, accessories, 
behavioral patterns)

High (by style, room 
context, design history)

Maximum (by aesthetic 
preferences and gift context)

Economic 
Objective

TCO reduction, SLA 
optimization, operational 
stability under load

Increase in CTR and 
conversion rate, reduction in 
CPL

Increased engagement, 
reduced bounce rate

Growth of average order value 
(AOV) and customer loyalty

Improvement 
Methods

Hybrid retrieval, Learning-
to-Rank, incremental index 
updates

Rapid reindexing, ANN over 
product attributes

Image2Vec, style 
embeddings, semantic 
search

Visual similarity ranking, 
embedding-based re-ranking

Learning-to-Rank in B2B e-commerce catalogs: A digital experiment and conversion analysis	 57



BUSINESS INFORMATICS        Vol. 20        No. 1        2026

challenges in deploying such models within production 
e-commerce systems lies in ensuring computational 
efficiency and latency control. This issue is actively 
addressed in research on transformer-based re-ranking 
and lightweight inference architectures [16].

In summary, although the evolution toward hybrid 
search systems represents a dominant technological 
trajectory, dynamic ranking based on Learning-to-
Rank is widely recognized as the principal driver of 
economic effectiveness. Nevertheless, the quantitative 
economic justification of LtR implementation, par-
ticularly under constraints of limited computational 
resources and the need for infrastructure optimization, 
remains insufficiently developed.

To address this practice-oriented gap, the following 
section presents a methodology designed to isolate and 
empirically evaluate the economic impact of deploying 
a dynamic ranking model in a B2B e-commerce envi-
ronment.

2. Methodology

The methodological framework of this study is 
based on a simplified economic model of an e-com-
merce platform, in which the product catalog and its 
ranking logic are treated as the primary determinants 
of conversion funnel efficiency and generated revenue. 
Within this framework, search ranking is conceptual-
ized not merely as a technical component of informa-
tion retrieval, but as a revenue-influencing mechanism 
embedded in the platform’s value generation process.

To enable an isolated assessment of the impact of 
ranking quality, infrastructure-related engineering costs 
and traffic acquisition channels (including Cost per 
Lead (CPL) and SEO expenditures) are excluded from 
the analysis and treated as constants. This assumption 
allows the evaluation to focus exclusively on the mar-
ginal economic contribution of ranking improvements.

The objective of the proposed methodology is to 
provide a quantitative estimation of the economic 
effect (ΔRev) achieved through the transition from a 
static product ranking model to a dynamic model that 

depends on user type, geographic region, product cat-
egory, and machine-learning-based relevance score.

2.1. Catalog  
interaction model

Within the Customer Journey framework, the pri-
mary object of analysis is the navigation scenario 
through the product catalog, where a user interacts 
with a hierarchy of categories, nested selection pages, 
and product listing pages. At this level, user interac-
tion is reduced to the selection of a category followed 
by the examination of the corresponding product list.

The traffic flow T is modeled as the aggregate 
number of category visits and is assumed to remain 
constant across the ranking architectures being com-
pared. This assumption enables an isolated evaluation 
of ranking effects without confounding variations in 
traffic volume.

Each session is characterized by:

,

where   denotes the number of visits to category Cj;

Xi represents contextual user attributes (e.g., user type, 
geographic region).

The effectiveness of transitions within funnel stages 
constrained by category pages is fully determined by 
the ordering of products, as defined by the ranking 
function R.

2.2. Ranking-dependent  
conversion function

A central objective of the methodology is the for-
malization of a conversion function CR that establishes 
a direct dependency between economic performance 
indicators and the order of product presentation on a 
category page.

Let Ik denote the product located at the k-th posi-
tion within the list L(Cj), which is generated by the 
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ranking function R. The probability of a purchase Ik 
occurring during a category page visit is defined as 

. This probability is contingent 
upon two primary factors:

1.	 Relevance (Quality): The degree to which a prod-
uct Ik aligns with the general expectations associ-
ated with category Cj and the contextual prefer-
ences of the user Xi. This metric is maximized 
under dynamic ranking. In e-commerce, relevance 
estimation traditionally relies on implicit feedback 
mechanisms [17, 18].

2.	 Positional Effect (Position): The decay in the 
probability of a view, click, and subsequent pur-
chase as the product position k in the results list 
increases. Accounting for position bias is a funda-
mental requirement for the development of effec-
tive ranking systems [19].

The total expected revenue  for a selected  
ranking function R (either static Rstat or dynamic Rdyn) 
is calculated as the sum across all categories and 
products:

,

where P(Ik) represents the price of product Ik;

M denotes the total number of categories included in 
the experiment.

2.3. Target metrics  
and research hypothesis

To assess the economic effect, a system of metrics is 
utilized that focuses exclusively on the performance of 
the conversion funnel.

1.	 Incremental Revenue (ΔRev): The difference 
between the expected revenue generated by 
dynamic ranking (Rdyn) and static ranking (Rstat). 
This serves as the primary indicator of the eco-
nomic effect.

2.	 Conversion Rate (CR): The ratio of the total num-
ber of purchases to the total number of category 
visits.

3.	 Average Check (AC): The average value of a single 
transaction, which may fluctuate if dynamic rank-
ing shifts user preferences toward more expensive 
or more relevant products.

The research is predicated on the hypothesis 
that the transition to dynamic ranking (Rdyn), which 
employs a machine-learning-based score to adapt 
product ordering to context Xi, results in a statistically 
significant increase in total expected revenue com-
pared to static ranking (Rstat), ceteris paribus. This 
approach to linking relevance and financial perfor-
mance aligns with the classical methodology for the 
economic evaluation of Information Retrieval sys-
tems [20].

The methodology thus focuses on the development 
of a model capable of isolating and quantifying the 
effect of ranking quality improvements within a prod-
uct catalog. To verify this hypothesis and evaluate the 
economic effect ΔRev under conditions approximat-
ing real-world operations, the subsequent section of 
the study is devoted to the design and implementa-
tion of a Digital Experiment. The experimental por-
tion aims to provide empirical confirmation that 
the increase in retrieval relevance achieved through 
dynamic ranking leads to sustained growth in key 
business metrics.

3. Digital experiment

To quantitatively evaluate the economic effect 
ΔRev from the implementation of the dynamic rank-
ing model Rdyn, a controlled digital experiment was 
designed and conducted. This approach allows for the 
isolation of the ranking function’s influence from other 
external factors such as marketing campaigns or inter-
face changes thereby ensuring high reliability of the 
results.

The experiment comprises three key stages:
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1.	 Development of a unified data collection meth-
odology (Implicit Feedback) to create the train-
ing sample.

2.	 Synthetic generation of a controlled clickstream 
simulating user behavior to verify the model under 
ceteris paribus conditions.

3.	 Training of the Learning-to-Rank (LightGBM) 
model followed by simulation to compare key 
economic metrics (Rstat vs Rdyn).

Consequently, the objective of this section is to 
empirically confirm the hypothesis that improve-
ments in relevance quality, as measured by the 
NDCG@10 metric, translate into sustained growth in 
expected revenue.

3.1. Data collection

The training of the dynamic ranking model Rdyn 
and subsequent validation of the economic effect 
ΔRev require a representative array of log data reflect-
ing user behavioral scenarios within the catalog and 
search results. Data collection focuses on forming 
session sequences to extract implicit feedback and 
construct the feature space for the machine learning 
model.

It is important to note that within the scope of this 
study, due to the necessity of creating a fully con-
trolled and isolated environment for the digital exper-
iment, a synthetic clickstream was utilized for model 
training and testing. This clickstream was generated 
in strict accordance with the structural requirements 
for real-world logs described below.

Data source, volume, and filtering requirements.

In a production environment, the data source 
should be a corporate Data Warehouse (DWH). When 
forming the training sample, several requirements for 
volume and filtering must be observed to ensure statis-
tical reliability and experimental purity:

	♦ Time horizon: A rolling window of the last 12 months 
is recommended to account for demand seasonality 

in the DIY segment and provide sufficient depth for 
training.

	♦ Product filter: Mandatory exclusion of products with 
inactive or deleted statuses.

	♦ User filter: Exclusion of test sessions and administra-
tive users.

	♦ To optimize the machine learning pipeline, data 
extraction in Parquet format is recommended.

Interaction log formation (implicit feedback).

A pivotal element of data collection is the categori-
zation of action types to form implicit feedback, which 
serves as the target variable for training the ranking 
model. Logs are reduced to a uniform structure con-
taining mandatory attributes: user_id, SKU, action_
type, timestamp, session_id, and price. User actions are 
unified across four implicit feedback levels, ordered by 
increasing significance and reflecting the stages of the 
conversion funnel:

	♦ Impression (Level 0): The appearance of a product in 
the results list or category page.

	♦ Click (Level 1): Navigation to the product detail page.
	♦ Add-to-cart (Level 2): Addition of the product to the 
shopping cart.

	♦ Purchase (Level 3): A completed transaction (linked 
to order_id).

Each session_id, a strict chronological sequence 
of events is reconstructed via timestamp to accurately 
model the customer journey and evaluate the posi-
tional effect.

Contextual and economic attributes.

To construct the feature space for the model and 
evaluate the economic effect, the following attributes 
are included in the dataset:

	♦ Contextual attributes: user_type, region, category_id 
used for ranking personalization and accounting for 
external factors.

	♦ Economic attributes: order_id, quantity, price 
required for precise calculation of target business 
metrics (ΔRev and AC) at the transaction level.

	60	 Fedor Vladimirovich Krasnov



BUSINESS INFORMATICS        Vol. 20         No. 1        2026

Quality control of the collected dataset includes 
verifying the consistency of action sequences 
(impression  →  click  →  add-to-cart  →  purchase) and 
ensuring that the proportion of sessions with active 
interaction (at least one click) is no less than 15%, 
which guarantees the representativeness of the train-
ing sample.

3.2. Learning-to-Rank model  
training (LightGBM)

Gradient boosted decision trees, specifically the 
LightGBM (Light Gradient Boosting Machine) 
library [21], were selected to implement the dynamic 
ranking function Rdyn. This choice is motivated by 
several factors critical for a production e-commerce 
environment:

	♦ High Training and Prediction Speed: LightGBM uti-
lizes Gradient-based One-Side Sampling (GOSS) 
and Exclusive Feature Bundling (EFB), which sig-
nificantly accelerate model construction and reduce 
inference latency compared to other gradient boost-
ing implementations (e.g., XGBoost), a necessity 
for online ranking.

	♦ Efficiency with Large-scale Data: Due to memory 
optimization through histogram-based algorithms, 
LightGBM effectively processes training samples 
with high feature dimensionality and large row 
counts, typical for user click logs.

	♦ Support for LtR-optimized Loss Functions: Light-
GBM natively supports objective functions opti-
mized for ranking tasks, such as LambdaRank, 
which utilizes NDCG as the primary metric. This 
ensures a direct link between model optimization 
and search quality indicators.

The model constructs an ensemble of weak predic-
tive models (decision trees) sequentially, correcting 
errors from previous iterations. In the LtR context, 
the model is trained to predict the relative order of 
products within a single query or category (Pairwise/
Listwise approach) rather than absolute relevance 
scores (Pointwise approach). The training utilizes the 

feature space defined in the data collection section, 
with the target variable represented by implicit feed-
back levels (L  {0, 1, 2, 3}).

3.3. Synthetic clickstream  
generation algorithm

To provide the controlled environment necessary 
for training and testing the dynamic ranking model, an 
algorithm for synthetic interaction log generation was 
developed. This approach allows for the modeling of 
key behavioral characteristics of a real-world e-com-
merce platform, which is critical for evaluating the 
economic effect under ceteris paribus conditions.

Modeling parameters and assumptions.

The generation of the synthetic dataset is based on 
a set of fixed parameters that define the distribution of 
key attributes:

	♦ Product Assortment (P): A fixed set of products dis-
tributed across categories (e.g., DIY segments Nc  

such as Construction Materials, Tools, etc.).
	♦ Client Segmentation (A): Users Nt are distributed 
across types (A, B, C, D) based on behavioral char-
acteristics that model baseline conversion probability 
(CRbase) and price sensitivity. Segment A exhibits the 
highest CRbase, while segment exhibits the lowest.

	♦ Geographical Segmentation (G): Division into Ng 
regions used to introduce variability in the average 
check (AC) via regional coefficients.

	♦ Positional Effect (λ): The probability of interaction 
(click or purchase) is inversely proportional to the 
product’s rank (position) in the list. The positional 
effect is modeled using an exponential decay function 
reflecting the decline in user attention:

,

where μP represents the mean target position from 
which an action is performed;

λ denotes the decay coefficient reflecting rate of CR 
decline.
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Session generation procedure.

The generation of logs is conducted at the session 
level (session_id) in a strict chronological sequence.

1.	 Session initialization: A unique user_id and ses-
sion_id are are assigned. Contextual attributes, 
including client_type   A and geo  G, are selected 
randomly. The category for the current session is 
then determined. 

2.	 Impression formation: A list of M unique prod-
uct_id is generated, simulating a listing or category 
page. For each of the M products, a log entry is cre-
ated with action_type = 0 (impression), recording 
the rank = 1…M.

3.	 Interaction modeling: For each product in 
the results list, the conditional probability 
P(action|rank,  client_type) is calculated sequen-
tially. Based on these probabilities, entries with 
action_type = 1 (click) and action_type = 2 (add-
to-cart) are generated. Upon the generation of  
action_type = 3 (purchase), a unique order_id is 
assigned, and price and quantity are calculated 
based on the average check, adjusted by the client 
type and region.

4.	 Chronological binding: Each log entry is assigned 
a timestamp, shifted by a random time interval 
relative to the preceding event, which ensures the 
authenticity of the chronological sequence within 
the session_sequence.

The final synthetic clickstream dataset conforms to 
the structure defined in the Data Collection section 
and is utilized for both the training and verification of 
the machine learning model.

3.4. Dynamic  
ranking model (Rdyn)

The LightGBM gradient boosting algorithm was 
selected to implement the dynamic ranking function 
Rdyn. This choice is motivated by its high performance 

and efficiency when handling large sparse data, which 
is a critical requirement for e-commerce systems.

Objective function and training.

The product ranking task was formulated as a Learn-
ing-to-Rank (LtR) problem within the pointwise 
paradigm. The target variable  serves as the normal-
ized level of implicit feedback, where, yi    {0, 1, 2, 3} 
representing the progression from Impression to Pur-
chase. The model was trained using the NDCG@10 
metric to optimize the positioning of the most valu-
able items at the top of the search results.

Feature space.

To construct the Model_Score, three groups of fea-
tures were extracted from the collected clickstream and 
catalog attributes:

	♦ User features (Personalization): user_id, user_type, 
region, and aggregated behavioral metrics, such as the 
user’s average check and purchase frequency within a 
specific category.

	♦ Product features (Relevance): product price, category, 
availability status, and attributes modeling quality, 
such as rating and review count.

	♦ Interaction features (Context): category frequency 
(category_freq), the position of the product in static 
ranking (Rstat), and the keyword match between the 
category and product title.

The model Rdyn calculates the probability of a posi-
tive interaction for each (user_id, user_type, region)  
triplet and ranks the products in descending order 
based on this probability.

4. Experimental results

The quantitative evaluation of the economic effect 
resulting from the implementation of Rdyn was per-
formed by simulating user behavior on the generated 
clickstream, which provided controlled conditions for 
comparison. The primary objective of this stage is the 
empirical comparison of key search quality metrics 
(NDCG@10) and economic indicators (ΔRev, ΔCR) 
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for the two ranking functions: static (Rstat) and dynamic 
(Rdyn). The gathered data verify the central research 
hypothesis and demonstrate that improvements in rel-
evance translate into a sustained increase in expected 
revenue.

4.1. Comparison  
by category

To verify model quality at the results list level,  
Table 2 presents a comparison between dynamic (Rdyn) 
and static (Rstat) ranking for three randomly selected 
categories.

4.2. Ranking  
results conclusions

The analysis of inference results confirmed the high 
efficiency of dynamic ranking in prioritizing products 
with high predicted interaction scores (Model_Score) 
relative to static ranking (Rstat). The model consist-
ently reordered products associated with positive user 
actions (Action: YES) into the top-10 positions across 
all three test categories, significantly increasing their 
visibility. The most pronounced effect was observed 
in the Garden and Outdoor category, where prod-
uct PROD_001, which received a maximum score 
of 0.7399, was moved from the 20th position to the 
1st. Instances where the model assigned high scores 
to positions without a recorded action such as in the 
Plumbing category with a score of 0.6932 are inter-
preted as latent relevance that remained unrealized 
under the conditions of a specific test session. The 
results suggest that the application of the LightGBM 
algorithm supports improved listing ordering, which 
is potentially associated with positive gains in ranking 
quality metrics, specifically NDCG.

Economic effect assessment.

Based on the clickstream simulation, key economic 
metrics defined in Section “Target Metrics and Research 
Hypothesis” were calculated. The results derived from 
the synthetic dataset are presented as follows:

	♦ Calculated revenue increase (ΔRev): 14.5%

Table2.
Comparison of product positioning:  

dynamic vs static ranking

Category Product_ID Rdyn Rstat
Model_Score Action

Construction  
Materials

PROD_3180 1 17 0.6912 NO

PROD_0567 2 24 0.5493 NO

PROD_1657 3 26 0.5208 YES

PROD_1033 4 12 0.4834 YES

PROD_1008 5 16 0.4770 YES

PROD_4964 6 4 0.4592 NO

PROD_2220 7 23 0.4545 NO

PROD_3951 8 13 0.4522 NO

PROD_2462 9 12 0.4471 YES

PROD_2485 10 17 0.4383 NO

Garden  
and Outdoor

PROD_3640 1 20 0.7399 YES

PROD_3667 2 28 0.5948 NO

PROD_3180 3 12 0.5624 YES

PROD_1358 4 24 0.5192 NO

PROD_4143 5 4 0.5103 NO

PROD_1439 6 12 0.5099 YES

PROD_2331 7 21 0.4666 NO

PROD_2551 8 29 0.4615 NO

PROD_4483 9 23 0.4554 YES

PROD_3701 10 17 0.4497 YES

Plumbing

PROD_2003 1 25 0.6932 NO

PROD_0828 2 19 0.5751 NO

PROD_3790 3 3 0.5748 NO

PROD_0142 4 3 0.5720 NO

PROD_1192 5 27 0.5438 NO

PROD_4513 6 4 0.5359 NO

PROD_1060 7 16 0.5355 YES

PROD_4990 8 20 0.5285 NO

PROD_4287 9 26 0.4780 NO

PROD_3290 10 11 0.4758 NO
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	♦ Change in conversion rate (ΔCR): 2.1 percentage 
points

	♦ Change in average check (ΔAC): 1.8%

The findings indicate that the enhancement of 
retrieval relevance through dynamic ranking ensures 
a sustained and statistically significant increase in 
expected revenue (ΔRev > 0), thereby confirming the 
primary research hypothesis.

5. Discussion 
 and limitations

The digital experiment we conducted confirmed 
the technological efficiency of the dynamic ranking 
model we developed and provided a calculated eco-
nomic effect in the form of a 14.5% revenue increase. 
However, the results necessitate a critical discussion 
of methodological aspects and observed anomalies. 
The elevation of products with confirmed conver-
sions (Action: YES) indicates that features related to 
implicit feedback and context are successfully cap-
tured by the LightGBM model.

An analysis of cases involving high scores in 
the absence of an action (e.g., PROD_2003 in the 
Plumbing category) suggests that while the model 
correctly evaluates product relevance within its cat-
egory, predictions may not materialize due to exter-
nal factors excluded from the model, such as stock 
availability, delivery speed, marketing campaigns, or 
behavioral noise. This highlights the limitations of 
the pointwise approach and suggests the potential 
for transitioning toward listwise or pairwise optimi-
zation strategies that account for the context of the 
entire results list.

A primary limitation of this study is the reliance 
on a synthetic clickstream which, despite modeling 
the positional effect, cannot fully replicate the sto-
chasticity and variability of real-world user behav-
ior. Final verification of the economic effect requires 
full-scale A/B testing in a production environment 
to account for user adaptation and cross-funnel 
impacts.

Conclusion

This study analyzed the economic efficiency of 
transitioning from static to dynamic product ranking 
within the highly competitive B2B DIY segment. To 
this end, a Learning-to-Rank (LtR) model based on 
the LightGBM algorithm was developed, utilizing an 
expanded feature space and implicit feedback. The 
digital experiment confirmed the primary hypothesis: 
the implementation of dynamic ranking provides a sta-
tistically significant increase in key business metrics. 
Simulations on a synthetic clickstream demonstrated 
a sustained increase in total expected revenue (ΔRev) 
by 14.5% and an improvement in the conversion rate 
(ΔCR) by 2.1 percentage points.

These findings provide evidence of the direct eco-
nomic benefits of improving retrieval relevance 
through personalized product ordering. Log analysis 
revealed that the model successfully identifies prod-
ucts with high interaction potential, moving them from 
the long tail of the listing into the top-10 positions, 
thereby maximizing the positional effect. However, 
instances were identified where high predicted scores 
were not accompanied by actual actions, underscoring 
the necessity of integrating additional factors, such as 
inventory levels and logistical constraints, into the final 
ranking score.

The use of a synthetic clickstream remains a key 
methodological limitation as it cannot fully replicate 
the stochastic noise of a real-world operating envi-
ronment. Consequently, the next critical phase for 
result verification should involve controlled A/B test-
ing on live production traffic. Furthermore, to further 
enhance ranking quality, it is advisable to consider a 
transition from the pointwise paradigm to listwise 
approaches that account for dependencies between 
all items in a list. Overall, the LtR approach we devel-
oped demonstrates that the consistent transformation 
of search architecture in the e-commerce segment is 
not only a technological advancement but also a criti-
cal economic decision. Optimization through dynamic 
ranking, personalization, and system observability 
facilitates sustainable growth in platform conversion 
and overall profitability. 
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Abstract

This paper presents a description of the current state and the results of an analysis of recent advances 
in the problem domain of automated task distribution among employees. The purpose of the study is to 
identify the main trends and patterns in the development of existing task allocation methods, to determine 
their strengths and limitations, and to justify the need for new approaches and algorithms that can improve 
the efficiency of task delegation to employees. Using a unified system of notations for the key concepts 
of the subject area, the article provides a concise descriptive review of ten universal task distribution 
algorithms published over the past twenty years. The comparative analysis was carried out according 
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to a set of criteria reflecting both the technical and the organizational-behavioral aspects of how these 
algorithms function. The key evaluation criteria included: the degree to which performer competencies 
are taken into account; adaptability to changing external conditions and team composition; requirements 
for completeness and structure of the input data; robustness to incomplete or noisy data; transparency 
and explainability of decision-making; computational complexity; scalability with an increasing number 
of tasks and employees; implementation and maintenance costs; and orientation toward personnel 
development and competence enhancement. The comparative analysis we carried out made it possible 
to identify the advantages and shortcomings of each method and to formulate recommendations for their 
most effective practical application. The results showed that none of the examined algorithms can be 
considered a universal tool for delegation. Furthermore, it was found that comprehensive information 
about a performer’s suitability for solving tasks requiring diverse competencies is either ignored or 
insufficiently utilized by many algorithms. This observation leaves open the problem of developing new 
approaches to task allocation and designing new algorithms based on them.
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round-robin algorithm, front based algorithm, genetic algorithm management, product digital twin, resource 
digital twin
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Introduction

One of the factors determining the achieve-
ment of high productivity in the internal 
workflows of any organization, regardless of 

its organizational and legal form, is the effectiveness 
of planning and distributing tasks during the direct 
implementation of business processes. An increase in 
overall project complexity or operation under changing 
environmental conditions inevitably requires manage-
ment, at the level of the organization or its structural 
units, to plan more accurately and allocate the avail-
able resources more rationally, which is one of the 

important conditions ensuring rapid adaptation of a 
company’s business processes. At the same time, the 
limited labor resources available to a company in the 
short term make it necessary to ensure their optimal 
utilization over as long working intervals as possible. In 
addition, there is a growing risk of erroneous decision-
making [1] when tasks are distributed manually under 
workflow conditions close in intensity to the produc-
tion capacity limits of the company. This risk further 
increases when tasks differ significantly in their char-
acteristics, are rare or new, and are encountered by 
performers for the first time.
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In organizing the task allocation process within or-
ganizations, three key problems are typically identi-
fied. The first problem consists in the uneven work-
load of employees, leading either to actual idle time 
or to overload of individual employees or their groups. 
The second problem lies in the absence of a system-
atic mechanism for taking employee competencies into 
account and verifying their compliance with the mini-
mum requirements necessary for the effective execu-
tion of assigned tasks. The third problem manifests it-
self in managerial subjectivity during task allocation, 
which may reduce employee motivation and serve as a 
potential source of violations of business ethics or es-
tablished corporate culture norms. One of the charac-
teristic indicators that task allocation within an organi-
zation or its subdivision is ineffective is the systematic 
violation of task deadlines by performers, manifested 
in the fact that no less than one quarter of all assigned 
tasks are not completed on time for various reasons, 
regardless of which performers they were assigned to 
them. Another characteristic indicator is the systematic 
duplication of assignments, which may manifest itself 
either in assigning the same task to two independent 
performers or in incomplete delegation, when the ex-
ecution of a task requires continuous personal involve-
ment of a manager to monitor its timing or quality.

The analysis conducted on papers published from 
2005 to 2025 aimed at identifying new and origi-
nal methods of task allocation among performers has 
shown that, although this research area does not be-
long to the most prioritized ones, the development of 
new methods, algorithms, and delegation techniques 
continues to remain the subject of scientific and prac-
tical investigations carried out by individual research 
groups. The relevance of ongoing research in task al-
location methods, the key direction of which is the de-
velopment of universal algorithms and techniques, is 
driven by the need to form stable mechanisms for the 
operational redistribution of tasks capable of ensuring 
a balance between control and performer autonomy.

A detailed analysis of the sources made it possible 
to identify a number of new, noteworthy, but rather 
narrowly specialized solutions, for example those de-
signed for cloud data centers [2], distributed comput-
ing systems [3], software developer support systems 
[4], or control systems for multi-purpose aeromobile 
systems [5]. Algorithms structurally similar to task al-
location algorithms are also used in solving problems 
such as the distribution of research among academic 
schools [6], the selection of scientific and methodo-
logical information [7,8], and the allocation of credit 
application flows for commercial banks [9]. Particular 
attention should be paid to the analysis of changes in-
troduced into established delegation procedures under 
conditions of mandatory use of remote management 
technologies [10]. It should also be noted that in for-
eign practice, certain solutions aimed at improving the 
efficiency of task allocation [11] may be regarded as re-
sults of intellectual property and receive legal protec-
tion in the form of patents.

However, the main attention of the authors in an-
alyzing the publications was focused on identifying 
new universal methods that can be directly applied or 
quickly adapted for task allocation among perform-
ers in organizations of various industries and forms of 
ownership. This paper presents a review and compar-
ative analysis of ten identified universal methods de-
signed to automate task allocation among performers 
in companies or their subdivisions. The compiled list 
includes methods implementing substantially different 
ideas underlying delegation, while variants of the same 
algorithms that differ only slightly from their main ver-
sions were not included. In order to systematize the 
descriptions of various methods, a basic formalization 
of the notation for general factors was carried out in 
Section 1. Section 2 provides brief substantive descrip-
tions sufficient for forming a general understanding of 
each of the ten algorithms under review. The formal 
notation used in the descriptions of some of them may 
slightly differ from that used in the original publica-
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tions. Section 3 presents a comparative analysis of the 
selected algorithms according to a number of criteria, 
allowing their intrinsic characteristics to be compared 
and potential areas of application to be identified. The 
conclusion presents the findings of the current review 
and recommendations for further development of the 
analyzed domain.

1. Formalization of the task  
allocation problem

The subject area of task allocation among perform-
ers can be formalized using the following mathematical 
entities. Let

denote a non-empty finite set of tasks that must be com-
pleted;

denote a non-empty finite set of performers, or em-
ployees;

denote a non-empty finite set of competencies re-
quired by performers from E to complete tasks from 
the set T.

Each task t   T is characterized by the following attri-
butes: С(t) is the set of competencies required for its ex-
ecution; p(t) is the priority of task t, expressed using an 
ordinal scale, for example, “low,” “medium,” “high,” 
or “critical”; s(t) is the complexity of task t, expressed 
quantitatively in terms of labor intensity or the time re-
quired for its completion, for example, in hours.

Each performer e   E is characterized by the follow-
ing attributes: C(e) is the set of competencies possessed 
by the performer and applicable to tasks from the set T; 
a(e) is the available time for task execution, expressed 
in time units, for example, in hours; w(e) is the current 
workload of performer e, expressed in time units.

Thus, the problem under consideration can be for-
mulated as follows: it is required to distribute tasks 
from the set T among performers from the set E in such 
a way that both task characteristics (required compe-
tencies, priority, complexity) and performer charac-
teristics (possessed competencies, available time, cur-
rent workload) are taken into account. This allows the 
problem to be classified as an optimization problem in 
which it is necessary to minimize or maximize a certain 
objective function subject to a system of constraints. 
To formalize the assignment, it is convenient to intro-
duce a binary function x(t, e), which takes the value 1 if 
task t is assigned to performer e, and 0 otherwise.

Depending on managerial objectives, an organi-
zation may define different principles for distribut-
ing tasks among performers. Examples of key objec-
tives include reducing the risk of personnel overload, 
ensuring a balanced distribution of workload among 
team members, or maximizing the utilization of 
available resources. In addition, in the strategic per-
spective, the development of employee competen-
cies becomes important, enabling the formation of 
a more flexible and resilient organizational struc-
ture. Therefore, the choice of the optimality crite-
rion is determined not only by current operational 
needs but also by long-term business priorities, such 
as operational efficiency, cost reduction, increased 
resilience to external risks, and the development of 
human capital. Below, four objective functions are 
considered, which most fully reflect these organiza-
tional goals.

1.1. Minimization of workload  
for employees with 

high current utilization

This criterion takes into account the available time 
for task execution for each employee a(e), as well as 
task complexity s(t) and task priority p(t). Then the ob-
jective function F1 has the following form:
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   	 .	 (1)

The optimization process consists in searching for 
such values of the binary function x(t,  e) that ensure 
the assignment of tasks to those employees who will re-
tain the largest amount of free time after the assign-
ment of the distributed task. Thus, the task is assigned 
to the less loaded employee, which leads to minimiza-
tion of the workload of already highly utilized perform-
ers. Such an approach allows work to be redistributed 
in favor of employees with lower current utilization, 
thereby reducing the risk of burnout and overload. This 
approach is widely applied in organizations where it is 
important to maintain stable team performance, for 
example in call centers or IT support services, where 
balanced distribution of incoming requests reduces the 
probability of service failures.

1.2. Workload balancing  
among performers

The task consists in minimizing disproportions in the 
distribution of task labor intensity among employees. 
The average value across performers is calculated as

                                   ,	 (2)

which is then sequentially compared with each value 
a(e). The difference between these values should tend 
toward a minimum:

                         .	 (3)

Such a criterion ensures a more uniform distribu-
tion of tasks, which is particularly important in teams 

Fig. 2. Block diagram of the task allocation process among performers
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where interchangeability of performers is assumed. 
An example is the distribution of work assignments 
within a software development team or among con-
sultants of a project group, where excessive concen-
tration of tasks on individual employees may create 
risks of deadline violations.

Figure 1 presents a generalized block diagram of a 
typical process of task allocation among performers in 
an organizational system operating under conditions of 
a non-stationary task flow and a heterogeneous pool of 
performers. The process begins with the arrival of new 
tasks forming a dynamic input flow T. For each task, a 
preliminary analysis stage is performed, including the 
determination of the task type, the required competen-
cies C(t), the priority level p(t), and the urgency of exe-
cution. At this stage, a set of formalized characteristics 
is formed, which are subsequently used in the algorith-
mic task allocation procedure.

In parallel with the task pool, the performer pool E is 
considered, characterized by individual sets of compe-
tencies C(e), current workload w(e), available resource 
a(e), and possible constraints. An important feature of 
the model being considered is the presence of uneven 
workload among performers, which is reflected in the 
“Performer Pool” block and constitutes one of the key 
factors in making assignment decisions.

At the next stage, a method or algorithm for task 
allocation is selected. Depending on organizational 
objectives and the structure of the input data, various 
approaches may be applied: cyclic distribution, com-
binatorial optimization methods, evolutionary algo-
rithms, front based methods, neural network based 
correctors, and others. Thus, the “Allocation Algo-
rithm” block reflects the variability of possible task 
flow processing scenarios. Subsequently, a performer 
is selected for a specific task. The decision is made 
taking into account a combination of factors: cur-
rent workload, correspondence between competen-
cies and task requirements, task priority, and strategic 

objectives, such as workload balancing or employee 
competency development.

After the task is assigned, the system state param-
eters are updated, reflecting changes in the work-
load of each performer. This ensures the relevance of 
data under conditions of a non-stationary task flow, 
when new tasks arrive before previously assigned tasks 
have been completed. Thus, the process presented in 
the Fig. 1 has an iterative nature and implements a 
closed-loop task allocation management mechanism, 
ensuring adaptation to changes in the composition of 
tasks, the state of performers, and the selected alloca-
tion strategy.

The typical task allocation scheme presented in Fig. 
1 has an inter-industry character and finds application 
in a wide range of organizational systems. Below are 
examples from various areas of activity demonstrating 
the characteristics of the set of tasks T, the set of per-
formers E, the relevant constraints, and the target per-
formance indicators.

In the banking sector, one of the typical allocation 
tasks is the processing of credit applications from legal 
entities and individuals. In this case, the set T includes 
applications of varying levels of complexity and risk, 
while the set E consists of employees of underwriting, 
risk analysis, and compliance departments. The con-
straints include regulatory requirements, internal bank 
regulations, permissible application processing times, 
and workload limits for specialists. The target business 
indicators include the average processing time of an 
application, the proportion of approved applications 
with an acceptable risk level, and the throughput of the 
unit. Similar problems are discussed in studies devoted 
to the optimization of banking business processes and 
operational risk management [12].

In medical institutions, task allocation is associ-
ated with assigning patients to physicians of appro-
priate specialization, planning diagnostic procedures, 
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and managing medical staff schedules [13]. In this 
case, the set T includes consultations, surgeries, and 
diagnostic examinations, while the set E consists of 
medical personnel with various competencies C(e). 
The constraints include waiting time standards, ur-
gency of medical cases, equipment availability, and 
shift based work schedules. The target business indi-
cators include the total flow of treated patients, aver-
age waiting time, and balanced workload distribution 
among physicians.

In the construction industry, task allocation arises in 
the planning and coordination of work at construction 
sites [14]. The set of tasks T may include preparato-
ry work, installation of structures, engineering works, 
and quality control activities, while the set E consists 
of specialized teams and subcontracting organizations. 
The constraints include technological sequencing of 
work, material delivery deadlines, safety requirements, 
and fixed project completion dates. Target indicators 
include adherence to the project schedule, minimiza-
tion of downtime, and reduction of project costs.

In the judicial system, the distribution of cases 
among judges represents an assignment problem tak-
ing into account specialization, case complexity, and 
the current workload of the judicial staff [15]. In this 
case, the set T consists of cases of various catego-
ries, while the elements of E are judges with different 
qualifications and specializations. The constraints 
include procedural deadlines, requirements for bal-
anced workload distribution, and principles of ran-
dom case assignment established by regulations. The 
key target indicators include the average case process-
ing time, compliance with procedural deadlines, and 
workload balancing among judges.

In service organizations, task allocation is associ-
ated with queue management, distribution of service 
requests, and planning of equipment usage [16]. The 
set T is formed from incoming requests or applica-
tions, while the set E consists of specialists of various 

profiles. The constraints include service level agree-
ments (SLA), task priority level, geographical dis-
tance, and personnel availability. The target indica-
tors include average service time, the percentage of 
requests completed within the prescribed time, and 
the personnel workload coefficient.

The examples above demonstrate that the formal 
model of task allocation based on the sets T and E, the 
competency functions C(t), C(e), and the binary as-
signment function x(t, e), is sufficiently universal and 
can be applied across a wide range of industries. At the 
same time, specific constraints and objective functions 
may vary significantly, which justifies further speciali-
zation of task allocation algorithms aimed at meeting 
industry-specific requirements and accounting for the 
characteristics of incoming task flows.

2. Task allocation  
algorithms

Currently, there exists a wide variety of approaches 
to task allocation among performers, including both 
strict mathematical optimization methods and heu-
ristic algorithms, as well as combined schemes. The 
choice of a particular approach is determined by the 
nature of the problem, the dimensionality of the input 
data, and the requirements for the speed of obtaining 
a solution. Such methods are widely applied in project 
management, logistics, service companies, and other 
domains where rational use of resources and efficient 
execution of work are required. This section provides a 
brief review of ten universal task allocation algorithms 
published over the past twenty years.

2.1. Round-robin algorithm  
for uniform task distribution  

among performers

The Round-robin algorithm [17] is one of the typi-
cal examples of uniform task distribution, which can 
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be described as the sequential assignment of tasks to 
performers in a cyclic order. It is assumed that all per-
formers are equal to one another, that is, there are no 
preferences in favor of any performer based on priority, 
qualification, or strict rules assigning specific types of 
tasks to particular individuals, and that all tasks have 
identical complexity and do not contain formally dis-
tinguished subtasks. The objective of this algorithm is 
to distribute tasks in such a way that no performer ex-
periences overload.

Formally, the algorithm can be described as follows. 
Let, at a given moment, a set of tasks T be subject to 
allocation, and let the priority p(t) of each task t   T be 
known. For each performer e from the set of perform-
ers eligible and available to execute such tasks, E, the 
current workload w(e) is known.

The tasks from the set T are ranked according to 
their priority, forming a list TP, which determines the 
order of allocation: tasks with a higher value of p(t) are 
given priority in assignment. For each task t from TP, 
a set of candidate performers EC(t) is formed. In order 
for a performer e to be included EC(t), the performer 
must have sufficient free time to complete task t, taking 
into account their current workload w(e) and available 
time a(e):

                                 .	 (4)

The selection of a specific performer e for task t 
may be carried out based on additional criteria, such 
as minimal workload w(e) at the moment of assign-
ment or achieving a distribution of workload that is 
close to uniform upon completion of the allocation of 
all tasks from T. After assigning task t to performer e, 
their workload is updated as follows:

                              .	 (5)

The cycle is repeated until all tasks from the list TP 
have been allocated.

2.2. Algorithm based  
on the assignment matrix

The mathematical model for optimizing the process 
of task and labor resource distribution within an enter-
prise, proposed in [18] using combinatorial optimiza-
tion methods, formed the basis of an algorithm for task 
allocation among employees based on constraint anal-
ysis and the branch-and-bound method.

The algorithm is based on constructing an assign-
ment matrix, the processing of which results in the 
selection of a performer e from the set of candidate 
performers E for each task t from the set of tasks to 
be allocated T. For each task, along with the prior-
ity P(t), expressed using a three-level ordinal scale 
(low, medium, high), a time constraint is introduced, 
described by the start date Dstart(t) and the end date 
Dend(t). Each performer e is characterized by an in-
tegral indicator Q(e), as well as the dates Vstart(e) and 
Vend(e) of the period during which the performer is un-
available. The integral indicator is calculated as a lin-
ear combination:

                ,	 (6)

where Qc(e) and Qq(e) represent, respectively, assess-
ments of the volume and quality of completed work;

Qt(e) represents an assessment of deadline compliance;

wc, wq, and wt are weight coefficients, which in [18] are 
proposed to be equal to 0.35, 0.4, and 0.25, respectively.

When calculating all performance indicators of per-
formers, the algorithm initially introduces three levels: 
a baseline level from which performance is measured, 
a normal level that must be achieved, and a target level 
toward which the performer should strive.

To construct the assignment matrix and determine 
the optimal solution, an integer programming algo-
rithm such as the branch-and-bound method [18] is 
used. The matrix is initialized with cost values corre-
sponding to tasks. In each row of the assignment ma-
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trix, the minimum element is identified and subtracted 
from each element of that row, resulting in at least one 
zero element appearing in the row. Then, in each col-
umn of the matrix, the minimum element is identified 
and, provided that there is no zero in that column, it is 
subtracted from the column elements.

A pair (t, e), representing a branching candidate, is 
selected among those for which the matrix element val-
ue equals zero. A coefficient is calculated by summing 
the minimum value of the corresponding task row and 
the minimum value of the corresponding performer col-
umn. Among all such coefficients, the maximum one 
is selected, which determines the optimal decision: the 
task corresponding to the current row is assigned to the 
performer corresponding to the current column. Since 
each performer may be assigned only one task, the col-
umn of the assigned performer and the row of the as-
signed task are removed from the assignment matrix.

The algorithm sequentially analyzes subsets of per-
formers, determines the optimal solution for each sub-
set, and excludes it from further consideration. As a 
result, the best allocation of tasks among all possible 
combinations of performers is determined.

2.3. Algorithm for optimal workload  
distribution considering specialization  

and available time  
based on an adapted genetic algorithm

In [19], a composite genetic algorithm (GA) was 
proposed for solving the problem of academic work-
load distribution. The input data included a set of 
teachers, which is the set of performers E, and a set of 
disciplines and types of classes, which is the set of tasks 
T. In addition, the following characteristics were in-
troduced: K(e) is the qualification of performer e, i.e., 
the set of disciplines that the teacher is able to teach; 
and R(t, e) is the relevance of task t to performer e, ex-
pressed as a value in the numerical interval [0, 1], rep-

resenting the degree of correspondence between the 
performer’s qualification and the task content.

The GA includes the following operations: genera-
tion of an initial population as a random distribution 
of workload hours; selection as choosing performers 
based on specialization and workload criteria; genera-
tion of new allocation variants through crossover and 
mutation; and identification of the current optimal 
workload distribution subject to constraints.

The algorithm begins by generating an initial pop-
ulation of solutions, which is allocation variants  

, where each variant  represents a 
mapping of the set of tasks T onto the set of perform-
ers E, described by binary variables x(t, e), indicating 
which performer e is assigned to task t. Assignments 
are generated randomly but in such a way that the con-
straints are satisfied. The first constraint requires that 
task t may be assigned to performer e only if t   K(e). 
The second constraint requires that, for each perform-
er e    E, the total volume of assigned tasks remains 
within an admissible workload interval.

For each allocation variant pq, a fitness function 
F(pq) is calculated. It consists of several components. 
The component F1(pq) evaluates the degree of corre-
spondence R(t,e) for all pairs (t,  e). The component 
F2(pq) evaluates the uniformity of workload distribution 
among performers. The component F3(pk) evaluates, for 
all performers, the integral proximity of workload W(e) 
to the admissible interval [Amin(e), Amax(e)]. Based on the 
values of F(pk), a set of the most fit allocation variants 
Psel is formed.

After evaluation, evolutionary steps are performed. 
A new generation is formed from the best variants by 
applying crossover and mutation operators. From the 
set Psel, pairs of individuals pa and pb are randomly se-
lected, to which the GA crossover operator is applied, 
implementing a random exchange of parts of the task 
allocation or subsets of pairs (t, e) between the two in-
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dividuals. The resulting offspring are included in an 
intermediate generation Pnext. For some individuals 
p   Pnext, a mutation operator is applied, consisting of 
randomly reassigning certain tasks t  T to other admis-
sible performers e   E such that t   K(e).

The new generation is formed by combining the best 
individuals from the current generation with the new in-
dividuals of the intermediate generation: Pnew = Psel  Pnex. 
The algorithm iterations continue until a stopping cri-
terion is reached, defined as the condition that 90% of 
the individuals in the current population have the same 
maximum fitness value. As a result of multiple iterations, 
an assignment matrix X = {x(t, e)} is obtained that satis-
fies all constraints and optimizes the selected criteria. 
In cases where the number of optimized parameters ex-
ceeds fifty, multi-agent genetic algorithms (MAGAMO) 
[20] may be used to reduce solution time, enabling effi-
cient large-scale multi-objective optimization.

2.4. Heuristic algorithm  
for optimal allocation

The heuristic algorithm for optimal distribution of 
objects among storage units proposed in [21] has poly-
nomial computational complexity and can be applied to 
solving problems in various domains, such as distribu-
tion of parallel big data processing flows, warehouse lo-
gistics, and automated scheduling. It may also be adapt-
ed to the problem of task allocation among performers. 
This is a heuristic greedy algorithm in which the allo-
cation decision at each step is made without considera-
tion of long-term consequences. The algorithm aims at 
uniform filling of storage units and minimization of the 
difference between the most and least loaded units. In 
[21], objective functions, formalization of the problem, 
and results of experimental studies evaluating the algo-
rithm’s effectiveness are also presented.

Tasks t  T are sorted, forming a list ordered in de-
scending order of their labor intensity s(t). Task alloca-

tion is performed iteratively until the list is exhausted. At 
each iteration, two tasks are assigned to performers: the 
most labor-intensive and the least labor-intensive tasks 
from T. The index of the candidate performer is deter-
mined as the remainder of the division of the task’s posi-
tion in the list by the number of performers. When add-
ing task t to performer e, the following condition must 
be satisfied:

                                  ,	 (7)

otherwise, the task is not assigned to the given per-
former and is instead considered for the next candidate 
performer. After assigning a task to a performer, their 
workload is updated according to formula (5), and the 
assigned tasks are removed from the list. Since the al-
gorithm is a polynomial-time heuristic greedy algo-
rithm, it ensures high computational speed and satis-
factory allocation quality even for large data volumes 
under strict time constraints.

2.5. Algorithm based  
on random sample partitioning

To address the problem of uneven task distribution 
among employees, which leads to overload of some 
and underutilization of others, [22] describes software 
that enables, with the participation of a human man-
ager, the effective allocation of new tasks based on the 
analysis of current employee workload w(e) and task 
complexity s(t). The software is based on the Ran-
dom Sample Partition Algorithm (RSP) [23], which 
processes large volumes of data by dividing them into 
smaller data blocks available for direct human analysis. 
The analysis results are presented in a convenient form 
for the manager, who subsequently makes the final de-
cision regarding task assignment.

Based on information about task priority p(t) and 
complexity s(t), as well as information about available 
time a(e) and current workload w(e) of performers, a 
set D is formed containing data on tasks and perform-
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ers. The elements of D are pairs (t, e) supplemented 
with characteristics that allow evaluation of task ex-
ecution efficiency and the level of professional devel-
opment. The set D is randomly divided into K non-
overlapping subsets  of approximately 
equal size.

For each subset Dk, an analysis is performed aimed 
at determining the current workload w(e) of each per-
former, evaluating task complexity s(t) and priority 
p(t), and calculating the aggregate workload of each 
performer. The result is an informational object R(Dk) 
in the form of an analytical report containing, among 
other things, information about the number of tasks 
assigned to each performer or group of performers, 
the composition of the subset of tasks, their execution 
time, complexity, priorities, as well as potential over-
load of employees and their available resources suffi-
cient to execute new tasks.

The analytical reports R(Dk) obtained for all subsets 
are combined into a general result, a report Rtotal, which 
represents recommendations for task allocation taking 
into account workload balancing and task complexity. 
The resulting report Rtotal is displayed in the graphical 
user interface of the software for the manager, enabling 
the latter to make the final decision regarding task as-
signment to performers. The algorithm under consid-
eration performs the collection and structuring of data 
on tasks and performers, as well as primary workload 
analysis, which allows it to be regarded as a possible 
tool within decision support systems, providing recom-
mendations to a manager responsible for task alloca-
tion and personnel management.

2.6. Neural network based  
workload adjustment algorithm

When considering the production planning prob-
lem as a multi-objective optimization problem, the au-
thors of [24] justified that the implementation of tra-
ditional task allocation systems may be limited due 
to the restricted set of fixed criteria used in them. To 

overcome this limitation and enable consideration of 
additional factors that are difficult to formalize, such 
as order priorities or equipment specifics, a hybrid al-
gorithm was proposed that combines traditional opti-
mization methods with plan adjustment using neural 
networks. The neural network based corrector used in 
the algorithm is based on two types of artificial neural 
networks (ANNs): a multilayer perceptron (MLP) [25] 
and a self-organizing map (SOM) by Kohonen [26].

An important feature of the algorithm is the group-
ing of performers into types of work centers and tasks 
into task groups. All tasks from the set T are grouped 
according to their relevance to work center types R us-
ing the Kohonen SOM trained via a self-organization 
algorithm. For each task t, a work center type R(t) is de-
termined that can execute it in the shortest time. Tasks 
are combined into groups G(t), where each group corre-
sponds to the type of work center most suitable for exe-
cuting tasks of this category. Based on historical data and 
predefined expert rules, an MLP-type ANN is trained, 
which dynamically adjusts task priorities p(t), the distri-
bution of tasks among groups G(t), and the selection of 
performers, taking into account available time a(e) and 
workload w(e). After the correction stage, tasks from the 
set T are assigned to performers from E in such a way as 
to minimize total completion time, balance workloads 
w(e), and preserve task priorities p(t) and available time 
constraints a(e).

The algorithm also incorporates certain constraints. 
For example, not all tasks may be assigned to any per-
former, and a decisive assignment mechanism is possi-
ble: if a task belongs to a high-priority order, it may be 
rigidly assigned to a specific performer regardless of op-
timality according to other criteria.

2.7. Heuristic front  
based algorithm

Based on the analysis of the problem of optimal al-
location among performers within a project consisting 
of tasks connected by dependencies representable as an 
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acyclic directed graph, [27] proposes a heuristic algo-
rithm that allows finding an acceptable allocation of 
tasks within given time limits while minimizing the pro-
ject execution cost. The algorithm is based on the prin-
ciple of front based execution, according to which tasks 
are sequentially assigned to performers based on task la-
bor intensity and performer availability.

For formalization, additional definitions are intro-
duced: D(t) is the set of predecessor tasks for task t;  
R(t)   E is the set of performers capable of executing 
task t; and the labor intensity s(t, e) of task t depends 
on the specific performer e. The front of tasks at step k, 
denoted Fk, represents a subset of tasks from T whose 
predecessor tasks have already been completed, that is, 
Dk(t) = . Tasks from Fk become candidates for alloca-
tion. For each task t  Fk and each performer e   R(t), 
the start time of task t by performer e is calculated as:

                         	 (8)

and the completion time is determined as:

                                  y(e) = xk(e) + s(t, e),	 (9)

The task is assigned to the performer  for whom 
yk(e) is minimal. For this performer, the values of  
a( ) and w( ) are updated, and for the task the start 
time x(t) = xk( ) and completion time y(t) = yk( ) are 
fixed. Allocation of tasks from the set Fk continues un-
til it is exhausted.

After assigning all tasks from the current front Fk, a 
new front Fk+1 is formed, including tasks whose pre-
decessor tasks have now been completed, that is,  

 , and which require allocation. At the same 
time, the completion times of already assigned tasks for 
performers are updated as yk+1(e) = yk(e). The formation 
of new task fronts continues until all tasks from the set T 
have been allocated.

After allocation of all tasks, feasibility and optimal-
ity are verified. Feasibility consists in checking com-

pliance with directive deadlines d(t) for each task, that 
is, y(t) ≤ d(t). Optimality is assessed using an objective 
function whose minimization reduces the total project 
execution cost:

                 .	 (10)

If the generated plan is feasible and optimal, the pro-
ject schedule is formed and the total cost is evaluated. 
Alternative allocation variants are generated by differ-
ent assignments of performers to tasks. The first front, 
consisting of tasks without predecessors, is determined 
by complete enumeration of all possible assignments. 
Subsequently, for each new task, all available perform-
ers are considered, and execution times are calculated 
taking into account workload and task dependencies. 
Thus, different variants correspond to different com-
binations of assignments x(t, e), and the optimal one is 
selected by comparing the resulting combinations us-
ing the objective function that ensures the minimum 
project cost.

2.8. Iterative task  
delegation algorithm

When considering an approach to automating the 
task delegation process in project management, [28] 
proposed a model based on the use of iterative algo-
rithms operating on data regarding employee experi-
ence, availability, and preferences stored in a NoSQL-
type database. The main objective of developing such 
an algorithm was to reduce the involvement of the pro-
ject manager in routine task allocation and to improve 
assignment quality through analysis of accumulated 
data. The authors present an iterative task delegation 
algorithm based on task keywords K(t) and rating indi-
cators of performer e. If the standard algorithm fails to 
assign a task due to insufficient data, a backup assign-
ment mechanism is applied, taking into account the set 
of professional skills and preferences of performers.

	78	 Timofey Yakovlevich Shevgunov, Anna Alexandrovna Kroshilina



BUSINESS INFORMATICS        Vol. 20         No. 1        2026

The algorithm operates as follows. When a new task  
t   T is added, its keywords K(t) are extracted. For each 
keyword k   K(t), performers e   E with the highest rat-
ing R(e, k) are identified, and their ratings are summed 
to form an overall rating Rs(e) for each performer. A list 
of performers ranked in descending order of Rs(e) is 
formed. This list is then sequentially processed to check 
whether the current performer is available and capable 
of accepting the task, taking into account their workload 
w(e) and available time a(e). If a suitable performer is 
found, the task is assigned to them.

If no suitable performer is found, a backup algorithm 
is triggered. It uses professional skills Q(e) and person-
al preferences L(e) of the performer to compute a com-
bined rating:

                       ,	 (11)

where wq and wl are weights determining the relative 
importance of skills and preferences, respectively. The 
most suitable performer is then selected in a manner 
analogous to the selection based on Rs(e). If the task re-
mains unassigned after this stage, it is marked as requir-
ing manual assignment. Such tasks are assigned by the 
project manager after algorithmic processing of the en-
tire set of tasks T.

2.9. Task delegation  
algorithm based  

on a multi-agent system

In [29], an algorithm for planning, decomposition, 
and delegation of tasks in an unstructured decentral-
ized environment is presented, where agents possess 
limited information about their own capabilities and 
the capabilities of other agents. The described ap-
proach to task allocation using a multi-agent system is 
based on the assumption that each agent may partially 
execute a task and delegate the remaining parts to other 
agents. The approach relies on a recursive task decom-

position algorithm based on applied artificial intelli-
gence methods, which allows a task to be decomposed 
into subtasks, enabling the agent to execute those sub-
tasks it can implement independently and delegate the 
remaining subtasks to other agents. Such an assign-
ment process continues recursively until the entire task 
is distributed or a stopping condition is reached. The 
algorithm operates under conditions of incomplete 
information about the capabilities of all agents and 
supports partial planning, allowing planning with ab-
stract actions that are later replaced with specific steps 
through delegation.

An iteration of the performer assignment algorithm 
for a task t proceeds as follows. First, it is verified 
whether the task is primitive, that is, does not require 
further decomposition. If so, among the performers E,  
a performer e is identified for whom condition (4) 
holds and the competency sufficiency condition  
С(t)   С(e) is satisfied. If such a performer is found, the 
task is assigned to them; otherwise, the task is marked 
as unresolved.

If the original task t is not primitive, the agent in-
vokes a decomposition function D(t), which returns 
the set of its subtasks . For each subtask 
t', if the condition С(t')   С(e) is satisfied, the agent e 
assigns the subtask to itself, updating its workload ac-
cording to (5). If the condition is not satisfied, the sub-
task is delegated to another agent e'    E possessing a 
sufficient set of competencies for its execution, that is, 
С(t' )   С(e' ). Delegation of subtasks continues until all 
subtasks are assigned or an additional stopping condi-
tion is reached.

As an additional development of the algorithm, a 
two-phase mechanism may be used. In the first phase, 
the agent requests readiness from other agents to exe-
cute the subtask, and in the second phase, the subtask is 
transferred to the performer who first confirms the abil-
ity to execute it.
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2.10. Adaptive expectation  
based algorithm

The systematization of approaches aimed at improv-
ing the efficiency of crowdsourcing using applied arti-
ficial intelligence methods, conducted in [30], made it 
possible to identify three key directions: task delegation, 
performer motivation, and quality control. For each of 
these directions, an updated taxonomy was proposed, 
and limitations and development prospects were ana-
lyzed. Based on this analysis, the authors proposed an 
algorithm for delegating complex tasks using the WMST 
(Weighted Multi-Skill Tree) model [31], which is em-
ployed to evaluate performer skills. The purpose of de-
veloping this algorithm was to provide a procedure for 
assigning tasks to performers with optimal skill match-
ing and workload balancing.

For each performer e, a WMST model is preliminari-
ly constructed to assess their competencies C(e). During 
allocation of the task set T, for each task t, a perform-
er e is selected who satisfies three conditions: corre-
spondence of competencies С(t)   С(e); sufficiency of 
execution resources A(e)  ≥  S(t); and minimal current 
workload W(e). The last condition is aimed at balanc-
ing the overall workload of the entire performer set E. 
If the selected performer is temporarily unavailable, the 
algorithm revises the assignment by selecting a new per-
former satisfying the above conditions.

3. Comparative analysis  
of algorithms

The comparative analysis of task allocation algo-
rithms was carried out according to a number of criteria 
allowing for a comprehensive evaluation of their effec-
tiveness and practical applicability. The degree of con-
sideration of competencies reflects the extent to which 
the correspondence between performer characteristics 
and task requirements is taken into account, thereby de-
termining the algorithm’s ability to ensure optimal allo-
cation based on professional skills and experience.

Adaptability to changes characterizes the flexibility 
of the algorithm and its ability to adjust decisions when 
the composition of performers changes, execution con-
ditions are modified, or new tasks appear. Data require-
ments indicate the volume, structure, and accuracy of 
input information necessary for correct algorithm op-
eration. Robustness to incomplete or noisy data deter-
mines the reliability of the algorithm under conditions 
of uncertainty and informational distortions. Transpar-
ency and explainability of decisions are associated with 
the interpretability of obtained results and the possibil-
ity of analyzing the reasons influencing the selection of 
a specific performer. Computational complexity charac-
terizes the amount of computational resources and time 
required to obtain a solution, while scalability reflects 
the algorithm’s ability to maintain efficiency as the 
number of tasks and performers increases. Implementa-
tion cost includes the total organizational, software, and 
hardware expenses associated with deploying and main-
taining the algorithm. Finally, orientation toward per-
sonnel development reflects the potential of the algo-
rithm to support employee qualification enhancement, 
identify competency gaps, and contribute to forming an 
optimal structure of labor distribution.

The analysis of Table 1 shows that different algo-
rithms possess specific advantages and limitations, 
which determine their areas of practical application. 
The main recommendations for selecting an appropri-
ate approach are presented below.

The Round-robin algorithm described in Section 2.1 
represents a simple and transparent method applicable 
under conditions of relatively uniform workload. It is 
effective in situations requiring rapid and low-cost task 
allocation with limited input data and high demands 
for explainability.

The assignment matrix method described in Section 
2.2 is recommended when detailed task data are avail-
able and high transparency of decision-making is im-
portant. However, this approach demonstrates lower 
robustness to noisy data and limited scalability.
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The genetic algorithm described in Section 2.3 is ad-
visable for solving complex optimization problems with 
multiple constraints. Its advantage lies in high adapta-
bility to changing conditions and the ability to search for 
globally optimal solutions. At the same time, it requires 
significant computational resources and time costs.

The heuristic (greedy) algorithm described in Sec-
tion 2.4 is oriented toward rapid solution generation 

under limited data availability and high dynamics. Its 
advantage is high execution speed and low computa-
tional complexity; however, the solutions obtained are 
generally far from optimal.

The RSP method described in Section 2.5 demon-
strates robustness when working with incomplete and 
noisy data. It provides a compromise between random-
ness and optimality, making it applicable under uncer-
tainty conditions.

Table 1.
Algorithm comparison by key criteria
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1 Competency consideration None Lim Lim None Lim Lim Lim Lim Lim Lim

2 Adaptability Low Med High Low Med High Med High High High

3 Data requirements Min High Med Min Med VH Med Med High High

4 Robustness to imperfect data High Low Med Med High Med Med Med High Med

5 Transparency Full High Low High Med Low Med Med Low Low

6 Computational cost Low High High Low Med High Med Med High High

7 Scalability High Lim High High High Med Med High High Med

8 Implementation cost Low High Med Low Med VH Med Med High High

9 Personnel development focus None Part Yes None Part Yes Part Part Yes Yes

Legend: Limited – Lim, Minimal – Min, Medium – Med, Very High – VH, Partial – Part.
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The ANN based corrector described in Section 2.6 
shows high effectiveness in self-learning systems de-
signed to process large data volumes. This makes it 
applicable for forecasting and adaptive management, 
although its implementation requires significant re-
sources and high computational capacity.

The front based algorithm described in Section 2.7 
provides balanced results under conditions of moder-
ate task complexity. Its main advantage lies in its uni-
versality, making it applicable when there are no strict 
requirements for optimality or robustness.

The iterative algorithm described in Section 2.8 is 
recommended when the solution needs to be gradually 
refined. This approach is effective in dynamic environ-
ments, allowing step-by-step improvement and adap-
tation to changes.

The multi-agent (MA) approach described in Sec-
tion 2.9 is most appropriate for systems involving inter-
action among multiple participants or subsystems. It is 
effective under high environmental variability and for 
collective-type tasks.

The WMST based algorithm described in Section 
2.10 is applicable to long-term strategic planning in 
large-scale systems. It provides high adaptability and 
robustness but requires significant resources for imple-
mentation and maintenance.

Conclusion

The results of the analysis of ten task allocation algo-
rithms published over the past twenty years allow us to 
conclude that modern approaches, despite their consid-
erable diversity, still possess a number of significant limi-
tations that constrain their application as universal tools 
within systems for automation and optimization of busi-
ness processes. The primary reason for this lies in the 
fact that most of the examined algorithms are based on 
formal processing of quantitative characteristics, such as 

employee workload, time expenditures for task execution, 
or task priorities, while excluding from consideration the 
individual competencies of performers. Taking into ac-
count only quantitative characteristics may lead to situ-
ations in which task assignments are made without suffi-
cient regard for the correspondence between actual skills 
and possible employee preferences, which may negatively 
affect overall project performance.

At the same time, approaches characterized by great-
er flexibility and adaptability, supporting practical per-
sonnel management in complex projects, require that 
performer competencies be considered not as scalar, 
binary, or simple numerical parameters, but as multi-
dimensional characteristics, individual components of 
which influence the quality, speed, and reliability of 
task execution in different ways. However, modern task 
allocation algorithms either insufficiently incorporate 
this factor or introduce it into their models in a simpli-
fied manner, without adequate mathematical and log-
ical substantiation. This indicates an existing need for 
the development of new, more advanced task allocation 
methods that would organically combine standard for-
mally quantifiable indicators with competency analysis 
as a key element of decision-making.

Thus, despite the existence of a number of new so-
lutions in the field of automated task management, the 
creation of algorithms capable of comprehensively tak-
ing into account not only temporal and workload indi-
cators but also professional skills of employees remain 
a challenging problem. Such approaches could serve as 
innovative tools for improving efficiency in task alloca-
tion, ensuring minimization of erroneous decisions and 
increasing employee motivation. 
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Abstract

At the present stage, the achievement of the set strategic goals of ensuring Russia’s economic 
independence and technological leadership is associated with the development and implementation 
of domestic information and cognitive technologies. The country’s agro-industrial complex, which is 
undergoing a complex process of digital transformation with the expansion of the use of robotic technology 
and intelligent systems, plays a special role in solving the basic tasks of maintaining state sovereignty. The 
development of platform solutions in agricultural production faces serious limitations and constraints on 
the effective application of the “digital twin” concept, due to unresolved issues regarding the conceptual 
and institutional justification for their construction for organizational systems. In this regard, the aim 
of this study is to substantiate proposals for defining the concept of a digital model of an agricultural 
enterprise and the formation of a possible option for describing the economic system and basic business 
processes for conducting full-cycle smart agriculture. The application of content and logical analysis 
methods, and reengineering technology, allowed us to appropriately define a reference digital model of 
an enterprise in the agricultural sector and present a possible design for a digital model of the economic 
system of a smart agricultural enterprise. Definitions of the concepts of “digital model” and “digital 
twin” for organizational systems are proposed, clarifying existing definitions in terms of reflecting the 
variability of the description of the organization’s business model when displaying the entities of “business 
architecture” and “business processes” as separate structural elements and the contour of subjective 
perception of information when making decisions. The structure of a digital model of an agricultural 
enterprise’s economic system in a networked precision farming environment is substantiated, taking into 
account changes in the composition and role of production factors in a data economy. We demonstrate 
the need to reflect in this model elements and relationships that address the requirements of ensuring 
environmental neutrality and social responsibility in full-cycle agricultural production. We recommend 
using the information image of a digital twin of an agricultural enterprise to design the structure and 
fill the model of the economic system with data based on regulated forms of planning and reporting 
documentation when building a digital platform to support management decision-making. The digital 
twin ontology description scheme expands our understanding of the theoretical foundations of the 
methodology and tools for designing and developing information models of objects and processes for 
business systems.

Keywords: digital transformation, digital platform, digital standards, digital model, agriculture, smart agricultural 
enterprise, factors of production, artificial intelligence, robotic devices
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Introduction

Scholarly and public discourse consistently 
associate the current historical phase with an 
intensifying transformation of the global order. 

For Russia, with the expanding spectrum of threats to 
both scientific and everyday consciousness, the cur-
rent historical stage is firmly associated with an actively 
unfolding process of global order transformation. For 
Russia, the expansion of national security threats amid 
worsening demographic distress acutely raises the issue 
of ensuring technological independence and achieving 
technological leadership.

In addressing fundamental tasks related to strength-
ening the country’s economic sovereignty – while pri-
oritizing population preservation – the agro-industrial 
complex (AIC) plays a particularly critical role, as it 
is oriented toward fully satisfying domestic demand 
for traditional food commodities in the required vol-
ume and quality. However, as noted in [1], since 2014 
the problem of the Russian economy’s dependence on 
imported technologies – including those needed for 
the digitalization of the AIC—has intensified: accord-
ing to estimates by the Russian Ministry of Agriculture 
for 2014, approximately 95% of specialized agricultural 
information technologies (IT) were supplied by foreign 
software developers. Prime Minister Mikhail V. Mishus-
tin’s address at the plenary session of the Xth “Digital 
Industry of Industrial Russia” conference on June 3, 
2025, painted a contradictory picture of the current state 
of software import substitution. He observed that over 
the past five years, the IT sector’s average annual growth 
has been four times greater than that of the overall GDP. 
This rapid expansion has occurred alongside a 1.5-fold 
increase in corporate digitalization spending and a 3.5-
fold rise in the purchase of Russian software licenses. 
Despite these positive trends, the adoption of domes-
tic solutions in the critical area of design and simulation 
systems remains limited, with their market share barely 
exceeding 50%. This gap is highlighted by the existence 
of 412 types of foreign software that still lack Russian-
made analogs. The Prime Minister’s remarks therefore 
underscore an urgent need to strengthen the national 
centers of competence responsible for driving progress 
in software engineering and digital transformation.

Digital transformation (DT) in the AIC – already 
underway in agriculture – involves not only the deploy-
ment of robotic machinery (RM), artificial intelligence 
(AI), and information systems (IS), but also the refine-
ment of governance mechanisms for ecologically neu-
tral and socially responsible full-cycle agricultural pro-
duction. Modernizing the agribusiness model within a 
data-driven economy necessitates a management sys-
tem commensurate with the new technological para-
digm. Digitalization of technological and managerial 
processes for economic, social, and regulatory actors 
within this production system is implemented through 
the concept of the “digital twin,” which enables the 
projection of routine and situational decision-making 
scenarios into a virtual environment via an informa-
tion model (IM) to support the formulation and adop-
tion of managerial decisions regarding operational and 
strategic activities. In fact, the approach to develop-
ing digital twins has been known since the late twen-
tieth century [2], having already demonstrated signifi-
cant achievements and secured a reputable position in 
both research and engineering practice [3]. Neverthe-
less, substantial barriers impede its broad application 
in advancing national platform-based solutions within 
the digital economy. First, there are gaps in the insti-
tutional and conceptual foundations for constructing 
digital twins of organizational systems (OS); second, 
there is a lag in the development of domestic business 
modeling software – a domain directly relevant to the 
task under consideration. These identified gaps hinder 
the resolution to scientific and practical problems con-
cerning the advancement of methodologies and tool-
sets for developing and deploying enterprise digital 
twins aligned with the requirements of the data econ-
omy, as well as the creation of domestic digital plat-
forms (DP) for organizational management, including 
those for smart agricultural enterprises (SAE). This 
renders it timely to address the problem of refining 
business modeling methodology and tooling, thereby 
defining the objective of the present study: to sub-
stantiate the proposals for conceptualizing the digital 
model of an agricultural enterprise and to formulate a 
potential framework for its representation through the 
construction of schemas depicting the organization 
and execution of business processes in smart farming.
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1. Theoretical and practical aspects  
of societal digitalization based  
on information technologies

Issues concerning the refinement of the normative 
and theoretical foundations for developing methods 
and tools of information modeling are extensively 
addressed in publications by both domestic and inter-
national scholars and practitioners, drawing upon 
the evolution of approaches within computer science 
disciplines and the implications of legal regulation in 
the IT domain. Research papers [4, 5] substantiate 
the importance of scrutinizing platform-based solu-
tions in digital agriculture, emphasizing the necessity 
of an interdisciplinary approach when implementing 
projects aimed at creating and deploying intelligent 
IS in the operational and managerial activities of agri-
cultural enterprises. Typologies of digital products 
designed for production and management technolo-
gies in the agro-industrial complex (AIC) are pro-
posed in publications [6, 7]. The genesis of conceptual 
frameworks and software tools for designing informa-
tion systems and sector-specific platform solutions 
is described in articles [8, 9]. The implementation of 
artificial intelligence (AI) methods, cognitive mod-
eling, and knowledge management is discussed in 
research papers [10, 11]. The emergence, evolution, 
and future prospects of the digital twin concept are 
characterized in publications [12, 13], while issues 
related to improving the methodology and toolsets 
for their construction are addressed in works [14, 15]. 
Methodological aspects of developing digital twins 
in the context of economic activity are presented in 
articles [16, 17]. International experience regarding 
the application of digital twins in smart agriculture is 
reviewed in works [18, 19]; a comparative analysis of 
the effectiveness of digital twin deployment in agri-
business is provided in article [20]; and the design of 
a precision farming management system for protected 
cultivation based on digital twins with predictive con-
trol modeling support is detailed in publication [21].

Research paper [22] notes that the principle of 
minimizing labor expenditures required to sustain 
socio-economic systems of various types constitutes 

one of the foundational principles of civilizational 
development and represents a fundamental condition 
for the quality of societal progress – a principle that 
naturally extends to managerial activity as well. Within 
this context, three revolutionary periods in the devel-
opment of management theory and practice can be 
distinguished [23]: the first stage – the organizational 
revolution of the late 19th to early 20th century – asso-
ciated with the division and specialization of manage-
rial functions (data accumulation); the second – the 
computer revolution of the mid-20th century – linked 
to the automation of management processes (informa-
tion accumulation); and the third – the cognitive rev-
olution, which emerged in the late 20th century and 
is currently unfolding – driven by the advancement 
of intelligent management technologies (knowledge 
accumulation and utilization).

Any management system employs an informational 
representation generated by an integrated set of char-
acteristics of the managed object (MO): qualitative 
and quantitative, structured and unstructured, deter-
ministic and uncertain.

Under conditions enabled by computer technol-
ogy – based on discrete computational architectures 
and capabilities for data collection, transmission, and 
storage – the informational representations of man-
aged and managing subsystems, along with their envi-
ronment, become digital models (DM) of real-world 
entities and phenomena.

As is often the case in theoretical inquiry, the origi-
nal idea for identifying and explaining a given phe-
nomenon typically emerges significantly earlier than 
the formal adoption of the corresponding term in 
scholarly literature. This is also true of the concept 
of the “digital twin”. In substantive terms, the digi-
tal twin concept is associated with Michael Grieves, 
who in 2002 introduced his approach to creating a 
virtual space in publication [24], inspired by David 
Gelernter’s 1991 notion of describing physical objects 
within a “mirror world” of computer-generated and 
processed informational representations [25]. In the 
early 1990s, this methodological proposition—prom-
ising from the standpoint of informatics theory – 
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gained recognition among specialists but remained 
unrealized due to the absence of suitable information 
technologies and software. With advances in com-
puting and communication technologies, these ear-
lier proposals have since gained renewed momentum, 
enabling their productive implementation within dis-
tributed environments of integrated information sys-
tems and universal digital services (DS).

2. Evolution of tools and standards  
for information system design  

and modeling

The history of automation began roughly in the mid-
twentieth century, when information-based control 
systems were first actively deployed in defense-related 
domains and subsequently extended to economic and 
administrative spheres. During this period, initial 
attempts were made to develop standardized descrip-
tions of individual entities and phenomena, including 
those related to design, technological, production, and 
managerial activities (e.g., CAD/CAE, CAM/DCS, 
MES/MES, ERP/ERP). Naturally, the first regula-
tory frameworks for information modeling and design 
emerged in the leading nations of competing socio-
economic systems – the USSR and the USA: GOST 
24.104-85 “Unified System of Standards for Automated 
Control Systems. Automated Control Systems. Gen-
eral Requirements” (implemented in 1987, updating a 
generation of standards dating back to 1976); and NIST 
Special Publication 500-167, “Information Manage-
ment Directions: The Integration Challenge” (issued in 
1988). In the former, the architecture of the managed 
object (MO) was defined by the set of functions provid-
ing informational support to the management process 
[26]. In the latter, a five-level MO model was employed, 
designed to organize, plan, and construct an integrated 
set of interrelated and ordered architectures for selective 
informational descriptions of management layers [27]. 
Ultimately, both approaches converged on conceptual 
constructs later identified as belonging to the domain of 
enterprise business architecture.

The current era of automation in production and 
management is defined by distributed digital infra-

structures, which emerged around the turn of the 
millennium. Centered on data storage and processing 
facilities, these systems are fueled by the exponential 
growth of global internet traffic and data, driven by 
a proliferation of connected and autonomous intel-
ligent devices (IDs), especially mobile ones. The first 
international ISO standards for information mod-
eling of objects from a life-cycle management per-
spective were adopted somewhat later: for engineer-
ing design in 2002 (ISO/IEC 15288 “Systems and 
software engineering – System life cycle processes”) 
[28]; for architectural and construction design in 2012 
(ISO/TS 12911 “Framework for building information 
modelling (BIM) guidance”) [29]; and for industrial 
enterprise information systems design in 2017 (IEC 
PAS 63088:2017 “Smart manufacturing – Refer-
ence architecture model Industry 4.0 (RAMI4.0)”) 
[30]. A digital model is distinguished from a classical 
information model by its use of discrete data formats, 
which allow for the computer-based implementation 
of functions that describe an entity’s elements, rela-
tionships, and representations. Classical information 
models, by contrast, are confined to the documentary 
registration of these components through registries 
and procedural regulations tailored to various organi-
zational forms.

The domain of developing and applying digital mod-
els already has institutionalized requirements – based 
on synthesized conceptual approaches, instrumen-
tal capabilities, and practical experience – for digital 
descriptions of three classes of objects: designed/pro-
duced products (items), designed/constructed build-
ings (facilities), and operating/emerging production 
enterprises:

	♦ GOST R 57700.37-2021: “Digital product model – a 
system comprising mathematical and computer mod-
els, along with electronic product documentation, 
describing the structure, functionality, and behavior 
of a newly developed or operational product across 
various stages of its life cycle” [31] (based on ISO 
23247-1:2021 [32]);

	♦ GOST R 58439.1-2019: Information Model (IM) – 
“a collection of structured and unstructured infor-
mation containers serving as a single, authorita-
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tive source of project (asset) information across all 
or selected life-cycle stages” [33], i.e., the IM of a 
project during its construction phase and the IM of 
an asset during its operational phase (based on ISO 
19650-1:2018 [34]);

	♦ GOST R 59799-2021: reference or reference archi-
tecture model – an IM of a physical-world indus-
trial object defining its reference architecture, “rep-
resented as a multi-layered (multi-tiered) cube that 
maps technical objects (assets) as hierarchical levels, 
enabling their description and traceability through-
out their life cycle, accounting for their placement 
within technical and/or organizational hierarchies” 
[35] (based on IEC PAS 63088:2017 [30]).

However, as noted by researchers and developers, a 
fully consolidated and normatively stabilized termino-
logical system for information modeling of real-world 
entities and processes has not yet been established [36]. 
An overview of the scope and application of digitaliza-
tion standards based on the digital twin concept and 
IoT technologies is provided in the analytical report 
“Standardization strategy on IoT and Digital Twin – 
ISO/IEC JTC 1/SC 41” [37].

Turning to the definitions introduced in ISO 23247: 
“Digital Twin of a Product – a system consisting of a 
digital product model and bidirectional information 
links with the product (when the product exists) and/
or its components” [32]. It should be noted that this 
standard includes additional provisions elucidating 
the conceptual content of the term, leading to the fol-
lowing interpretation: a digital twin is understood as a 
digital model of “a specific physical element or pro-
cess, connected to live data streams, which ensures 
convergence between physical and virtual states at an 
appropriate synchronization rate” [32].

Considering the general characteristics of the 
aforementioned concepts and the key features of pur-
poseful activity by agents engaged in social relations, 
and applying notations and formalization practices 
established for managing commercial enterprises [38] 
and information resources [39], we may refine the 
definitions of “digital model” and “digital twin” as 
follows:

	♦ a digital model of an organization is a system com-
prising mathematical and computational models, 
analytical and heuristic algorithms, as well as elec-
tronic templates and documents, representing – 
within a computer-based data storage and process-
ing environment – a comprehensive schema of the 
organization’s structure and operations, grounded in 
descriptions of its business architecture (assets and 
resources), business processes (regulations and pro-
cedures), and IT infrastructure (software and data);

	♦ a digital twin of an organization is a system composed 
of a digital model of the organization and support-
ing software equipped with functional components 
designed to accumulate, process, visualize, analyze, 
monitor, and forecast – over a required and permis-
sible time horizon – the necessary information to 
generate a sufficient set of performance indicators for 
characterizing organizational activity and substanti-
ating managerial decisions based on data and knowl-
edge extracted from the organization’s digital envi-
ronment.

A distinctive feature of the proposed definition of 
“digital model of an organization,” compared, for 
instance, with the interpretation used in [39], is the 
explicit separation of structural components describ-
ing the entities “business architecture” and “business 
processes.” This distinction is significant, as applied 
digital modeling inherently involves natural variability 
in representing many-to-many (“m:n”) relationships 
among entities within the digital model’s construct, 
depending on the specific business configuration of 
the organizational system. Similarly, the refined defi-
nition of “digital twin,” compared with the general-
ized formulation presented in [12], shifts emphasis 
away from modeling automatic interaction and data 
exchange between physical and virtual environments 
toward describing the subjective perception of infor-
mation within the organization’s management sub-
system when justifying and making decisions to regu-
late its operations and development in terms of target 
and control performance indicators. Given their elec-
tronic form and purpose – namely, the manage-
ment of a specific business system – the concepts of 
“digital model” and “digital twin” of an organization 
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must be invariant with respect to the architecture of 
the existing ensemble of computing, communication, 
storage, power, and other infrastructure ensuring 
uninterrupted operation of information systems, and 
must also align with the catalog of supported infor-
mation resources and software products. We also note 
the critical importance of evaluating DT initiatives 
through the lens of the RAMI 4.0 enterprise reference 
architecture model [30]. Technological progress is 
continuous and dynamic; consequently, the norma-
tive provisions of IEC PAS 63088:2017 – developed 
under the “Industry 4.0” paradigm and serving as 
the basis for the Russian standard GOST R 59799-
2021 – can already be considered outdated. Herein 
lies a fundamental consideration: practical digitaliza-
tion projects launched under the “Society 4.0” and 
“Industry 4.0” paradigms are now being implemented 
amid a transition – from “Society 5.0” (human-cen-
tered automation) toward “Society 6.0” (intelligence-
driven automation) – in accordance with the logic of 
continuous innovation. The integration of vast vol-
umes of digital data and knowledge via AI models 
and methods in Industries 5.0 and 6.0 necessitates an 
expansion of the conceptual worlds of digital mod-
els (DMs). Beyond the representation of the physical 
world in the information world – alongside the status 
world, models world, and archive world – a predictive 
world (or future world) must emerge, integrating for-
ward-looking projections derived from accumulated 
data and knowledge, as anticipated (predicted by 
methods embedded within the models world) states 
of the business system.

The anticipated and empirically assessed effects of 
digitalization in the national economy – including 
the agro-industrial complex (AIC) – are linked to the 
intensification of labor substitution by capital, directed 
toward acquiring fixed assets such as robotic machinery 
(RM) and intelligent devices (IDs), as well as intan-
gible assets: databases, knowledge repositories, and 
digital solutions. Collectively, digital transformation in 
the AIC will enable timely and targeted adaptation to 
changing conditions across the full production cycle, 
effectively neutralizing operational differences between 
open-field and protected-environment cultivation by 
accounting for the heterogeneous characteristics of 

dispersed agricultural lands and facilities across lead-
ing subsectors (crop production, livestock farming, 
etc.) [40].

3. Conditions and directions  
for the formation of digital agriculture

The enhancement of agricultural systems is being 
pursued through the prioritization of digital transfor-
mation (DT) in agribusiness, based on the widespread 
deployment of technical equipment and software 
solutions aimed at robotizing and intellectualizing 
production and management technologies within the 
agro-industrial complex (AIC). The full realization of 
opportunities and potential inherent in digital inno-
vations is contingent upon the appropriate synchro-
nization of structural and functional transformations 
in the system and mechanisms governing interactions 
among economic agents of diverse types (differing 
legal organizational forms and behavioral models of 
economic actors within the business environment).

Table 1 characterizes the adaptation of business-sys-
tem, production, and management models in the AIC 
under the influence of digital technologies and artifi-
cial intelligence (AI) applied to agricultural systems 
(including both open-field and enclosed production 
facilities: farmland/fields and agricultural buildings/
structures).

The technological dimensions of transforming the 
economic system (ES) of full-cycle agricultural pro-
duction under contemporary conditions are defined 
by the role of key innovation-driven trends in AIC 
development, implemented on an integrated basis and 
shaped by advances in information technology (IT):

1) production-related (smart production);

2) organizational (smart management);

3) sector-specific:
  a) bioengineering – smart genetics;
  b) agrarian – smart farming;
  c) environmental – organic and green agriculture.
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A pivotal aspect in describing production systems 
within information modeling standards is the consid-
eration of the entire set of assets belonging to a real 
economic entity that are engaged in value creation 
processes. Figure 1 illustrates a possible scheme for 
describing the networked operational environment of 
a smart agricultural enterprise. Here, it is fundamen-
tally important to treat agricultural production within 
the AIC as an open system embedded in a complex 
web of external relationships – including regulatory 
interactions with public authorities at relevant levels – 
and to reflect the full agricultural cycle, incorporating 
closing-loop and waste-utilization technologies neces-
sary to meet requirements of ecological neutrality and 
to harmonize stakeholder relations through the fulfill-
ment of social responsibility commitments within the 
agribusiness’s operational locality, thereby supporting 
comprehensive regional development and the creation 
of high-tech, well-paid jobs (including those needed to 
retain young talent in the AIC).

Digital transformation enables the mechaniza-
tion and automation of agricultural production to 

be addressed at a qualitatively new level, signifi-
cantly expanding the scope for effective deployment 
of autonomous robotic machinery and equipment 
(in both stationary and mobile configurations) and 
trusted AI (in the development of IS and IT), most 
rationally achieved through platform-based integra-
tion [1]. Contemporary organizational-technical 
solutions are radically reshaping the model and envi-
ronment of agribusiness; however, the primary objec-
tive lies in ensuring solution flexibility for implement-
ing both universal and specialized agricultural robotic 
and intelligent devices (IDs) [41], thereby help-
ing overcome budgetary constraints in DT projects 
through rational and efficient customization aligned 
with the profile and scale of individual agricultural 
producers’ operations.

It is essential to recognize that historically, infor-
mation modeling standards were first developed pri-
marily for technical systems (TS). A distinguishing 
feature of organizational systems (OS) is the active 
role of subjective factors, which impart flexibility 
and variability to the mechanisms implementing pur-

Table 1.
Directions for the implementation of the digital transformation project  

for an agricultural enterprise and their characteristics

Areas and directions of digitalization  
of the agro-industrial complex Key substantive tasks

Transformation of the agribusiness model (business system)
Innovation focus (market positioning)
Social responsibility (political motivation)
Environmental neutrality (generational continuity)

Transformation of the agricultural production model
Specialized rationality (product range localization)
Technological sufficiency (completeness of operations)
Technical autonomy (fleet optimization)

Transformation of the agricultural management model
Dynamic proactivity (market situation assessment)
Operational adaptability (condition monitoring)
Comprehensive effectiveness (impact assessment)
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poseful activities – oriented toward an anticipated 
and necessary outcome of the system’s core func-
tionality, yet permitting both situational adjustments 
and fundamental shifts in originally planned courses 
of action. The inherent uncertainty of agricultural 
conditions necessitates built-in temporal buffers to 
respond to abrupt impacts from climatic and envi-
ronmental factors that may devalue outcomes of pre-
viously completed seasonal operations and require 
rapid rescheduling of subsequent technological tasks 

on fields that retain productive potential. Accord-
ingly, a digital model, reflecting and accounting for 
the goals and tasks of the managing subsystem – as the 
integrative and “animating” component of the OS –  
must be oriented toward decision support systems 
(DSS), whose components embody the governance 
mechanism for OS development within an uncertain 
socio-relational environment populated by numerous 
active agents, each possessing distinct motives, orien-
tations, and objectives [42].

Fig. 1. Diagram of the process of creating added value for a full-cycle agricultural enterprise in a digital environment.
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Integrating the core characteristics of the concepts 
discussed above and accounting for the distinctive fea-
tures of agricultural activity, we propose the following 
definition: the digital model of the economic system 
of a smart agricultural enterprise constitutes a uni-
fied computerized framework providing an electronic 
description of its structure and operations across organ-
izational units that jointly participate in the production 
process – transforming available resources using exist-
ing production capacity, including robotic and intel-
ligent systems integrated into economic circulation 
and data and knowledge activated within the digital 
environment – into agricultural outputs intended for 
both production and consumer markets, subsequently 
sold at quality-adjusted competitive prices sufficient 
to cover total costs (investment, production, manage-
ment, and commercial) while achieving an acceptable 
return on equity for the agribusiness owner. 

In our view, when extending the traditional inter-
pretation of the term “economic system” in agricul-
ture – as presented, for example, in publication [5] – it 
is crucial not only to consider technical and techno-
logical aspects of the transition to precision farming 
but also to explicitly emphasize the role of data and 
knowledge within the digital environment of an agri-
cultural organization as a factor enhancing the effi-
ciency of both traditional and innovative production 
inputs. Building upon the refined understanding and 
attributes of the general concept of DM, the definition 
proposed above for the DM ES of a smart agricultural 
enterprise can be regarded as relevant to the realities of 
conducting agribusiness in a digital environment. This 
definition adequately captures the role of robotic and 
intelligent systems as components of fixed assets, and 
incorporates the maintenance of digital databases and 
knowledge repositories into the enterprise’s reproduc-
tion processes as the foundation for making informed, 
timely decisions in precision agriculture.

Accordingly, the priority lies not merely in high-
lighting the absence of information modeling stand-
ards for general-purpose organizational systems, but 
rather to stress the critical need for their adaptation –  
specifically, the explicit inclusion of digital data and 
specialized knowledge as production factors integrated 

into production and management technologies based 
on robotic and intelligent systems. From a theoretical 
standpoint, and adhering to the four-level notation of 
managerial aspects outlined in GOST R IEC 62264-1-
2014 “Enterprise Control System Integration” [43], a 
holistic DM construct must encompass the next hier-
archical level of OS description detail. Beyond speci-
fying core parameters such as production schedul-
ing, material usage, transportation, delivery logistics, 
inventory levels, and operational production control, 
it is also necessary to define characteristics of tacti-
cal management mechanisms (pertaining to corpo-
rate market positioning, Level 5.1, rhythm: annual and 
shorter) and strategic management mechanisms (per-
taining to regulating the company’s investment cycle, 
Level 5.2, rhythm: annual and longer).

Within the scope of this study, the structured 
electronic description of an agricultural enterprise 
focuses specifically on DM ES – conceived as a theo-
retical representation of a real production (economic) 
entity whose objective function is to deliver market-
demanded products in a manner and volume that yield 
stakeholders an acceptable financial return. Moreo-
ver, given contemporary trends toward multifunc-
tional rural development models [44, 45], a crucial 
dimension of information modeling involves examin-
ing the full agricultural production cycle under con-
ditions of robotic and intelligent device deployment, 
while adhering to norms and regulations concerning 
ecological neutrality and social responsibility within 
the agribusiness’s operational area. We now proceed 
to elaborate on the challenge of constructing a digi-
tal model of the economic system of a smart agricul-
tural enterprise, with a specific orientation toward the 
adoption of profitable closing-loop technologies in 
agribusiness.

4. Constructing the digital model  
of the economic system  

of a smart agro-enterprise

Among the principal drivers transforming the eco-
nomic sphere of society is the activation of new ele-
ments within the composition of production factors: 
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incorporating information and knowledge as digital 
components in the description of a firm’s capital and 
resources enables a precise specification and differen-
tiation of the roles played by traditional and innovative 
production factors under conditions of digital transfor-
mation. In the data/knowledge economy, intellectual 
capital within the digital space of business interactions 
contributes to the generation of additional value by 
the enterprise’s aggregate capital, which is engaged in 
a new mechanism of information exchange with busi-
ness partners.

The generation and utilization of data and knowl-
edge in the digital environment entail substantial 
capital and operational expenditures. Moreover, 
projects integrating these assets into organizational 
and technological-administrative processes exhibit 
diverse financing models for developing the requisite 
corporate IT infrastructure. The degree of integra-
tion among the processes of creating, accumulating, 
and consuming digital informational and knowledge-
based assets may vary significantly – from full self-
provisioning to complete outsourcing. Specifically, 
an economic agent may: (1) independently develop 
and expand the digital infrastructure of smart agri-
cultural production while accumulating necessary 
data for its databases and knowledge repositories; (2) 
partially utilize only selected external services for data 
and knowledge provision, along with processing and 
integration services, embedding them into internal 
agricultural business processes based on robotic and 
intelligent technologies.

Digital standards and formats for describing data 
and knowledge define – within the category of intan-
gible assets – both general/global and specific/local 
resources supporting production activities, conceptu-
alized as labor-associated components of an organi-
zation’s intellectual capital (i.e., employees as com-
petent bearers and skilled users of digital production 
factors in the knowledge economy). Figure 2 presents 
a generalized schematic of the agricultural enter-
prise’s economic system (ES), highlighting the regen-
eration mechanism for information and knowledge as 
intellectual production factors.

Figure 2 illustrates the expansion of material, 
energy, financial, and informational flows through 
cognitive linkages along the business value-creation 
chain.

The schematic employs the following notations:

I&K denotes the agricultural enterprise’s data and 
knowledge repository;

XI&K represents consumed informational resources 
from the business environment (XI&K = P(I&K)); 

YI&K denotes produced informational outputs 
(YI&K = S(I&K)).

The traditional “black box” model of an ES – 
describing a production entity through input-output 
transformation and feedback-based regulation – has 
been extended by explicitly including data and knowl-
edge on precision farming among input resources 
and by reflecting their use in formulating managerial 
interventions (decisions) to sustain the effectiveness 
of agribusiness digital transformation.

Figure 3 presents a scheme that characterizes the 
composition and interconnections of core and sup-
porting business processes within a smart agriculture 
system. It should be noted that in the digital econ-
omy, data and knowledge as commodities possess two 
key properties:

1) non-depletability in production,

2) non-rivalry in consumption. 

Consequently, in the value-creation chain depicted 
in Fig. 3, the output of the ES – measured in terms 
of agricultural output volume and associated service 
delivery – includes an increment in the overall utility 
derived from financial investments in the reproduc-
tion of information and knowledge.

The widely accepted approach to business pro-
cess reengineering allows the value-creation process 
within an agricultural enterprise (as shown in Fig. 3) 
to be elaborated in detail, using crop production as 
an illustrative example. The interrelationships among 
all types of business processes depicted in the sche-
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matic reflect the overarching logic of executing full-
cycle agricultural operations, including waste utili-
zation across stages of agro-raw material processing 
into agricultural products. Notably, the requirement 
of ecological neutrality extends to wholesale and 
retail distribution channels, particularly within the 
enterprise’s own trading network, where traceability 
of digitally tagged packaged/batched shipments facili-
tates waste management in commerce.

The development of a digital model of the eco-
nomic system is conceptually and functionally tied 
to defining the business model of a smart agricultural 
enterprise – specifically, its business architecture and 
business processes – which serves as the foundation 

for subsequent construction of a digital platform sup-
porting production and management technologies.

The architecture of the DM ES is directly depend-
ent on the adopted management model governing the 
SAE’s operations and development. Therefore, the 
DM of any organizational system, including those in 
the AIC, is determined by the set of managerial tasks 
addressed across management functions, as well as by 
the procedures governing decision formulation and 
implementation. Unlike RAMI 4.0 – which focuses 
primarily on production – the upper-level DP man-
agement functionality supports the formation of 
ensembles and cascades of decisions for organizing 
and regulating the full spectrum of business processes: 

Fig. 2. Schematic description of the economic system of a smart agricultural enterprise:  
a cybernetic approach in the context of digital transformation.
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technological, operational, enabling, auxiliary, admin-
istrative, and others. The content and parameters of 
managerial tasks predetermine the composition of 
methods and models embedded in the DP’s knowledge 
base for designing decision-making solutions across 
strategic, tactical, and operational planning horizons 
of agribusiness activity.

Figure 4 presents a characterization of the informa-
tional-algorithmic support structure for the DM ES 
of an agricultural enterprise, implemented within the 
periodic procedure of ex post and ex ante evaluation of 
agribusiness performance, based on an electronic rep-
resentation of the ES framed in terms of key financial 
planning and reporting documents.

Fig. 3. Composition and relationships of the main business processes  
of a multi-agricultural enterprise at the stages of the full cycle of agricultural production.
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A high-level representation of the functional blocks 
of the DM ES of an SAE enables a comprehensive 
overview of the entire spectrum of full-cycle agricul-
tural management tasks but does not reveal the nature 
of entities and relationships within individual struc-
tural components. For instance, it is crucial to empha-
size that, given the distributed interaction mechanisms 
among owners of electronic data – from soil sensors to 
remote sensing systems for farmland, as well as their 
processing centers (see the “Data import” block in Fig. 
4) – the use of the DM ES as the basis for constructing 
an SAE DP necessitates adherence to a multi-domain 
organization of digital services supporting a federated 
data storage and computational governance infrastruc-
ture. Analysis of the proposed architectural concept for 
the ES and DP of an SAE demonstrates that the plat-
form solution for smart farming must be developed pri-
marily with consideration for the heterogeneous nature 
of data and algorithms employed in the agribusiness 
management system within the digital environment. 
Therefore, while adhering to traditional IS design prin-
ciples – modularity, adaptability, and scalability – it is 
essential to incorporate the requirement of multimodal 
activation regimes for the DM ES within the SAE DP, 
implying domain-oriented, decentralized ownership of 
services, data, and knowledge.

The developed DM ES and the prototype SAE DP 
can be regarded as the foundation for constructing a 
modeling complex serving as the analytical component 
of the knowledge base for a digital platform supporting 
AIC production and management technologies under 
conditions of ecological neutrality and social respon-
sibility throughout the full agricultural cycle. The pri-
mary objectives of creating a full-cycle digital model of 
agricultural production include:

	♦ formulating and evaluating alternative agricultural 
production plans based on forecasts of weather-cli-
matic and financial-economic conditions affecting 
the execution of seasonal operations and agribusiness 
activities;

	♦ analyzing, forecasting, and planning agribusiness 
operations and development in light of local and 
global market dynamics and agricultural commodity 
trends;

	♦ analyzing, optimizing, and adapting digital trans-
formation project/program designs for the agricul-
tural enterprise in alignment with target and con-
textual characteristics of agribusiness development 
during DP deployment within the regional AIC 
ecosystem.

The core tasks addressed through the DM ES of 
an SAE within the agribusiness development manage-
ment framework reflect the functional dimensions of 
leveraging the productive potential of accumulated 
data and structured knowledge regarding the prepa-
ration and execution of seasonal field operations, 
with optimization of procurement and sales activi-
ties. Knowledge extraction will be more complete and 
more accurate when based on updated and verified 
indicator values derived from successive generations 
of digital datasets capturing the full production cycle. 
A critical element here is the formulation of a coher-
ent set of requirements for information-technological 
and information-analytical support tailored to the 
diverse user base of an integrated agricultural enter-
prise information system (agroholding/agrocluster), 
including channels for external informational and 
cognitive communication. When constructing an 
effective multimodal and multi-modular upper-level 
SAE DP within a networked business environment, 
the primary requirement is the establishment of an 
integration mechanism for functions and data origi-
nating from external platforms [38]. Within the para-
digm of DT project implementation, it is imperative 
to follow the logical progression from service integra-
tion to platform integration – a shift that aligns with 
the objective of distributing responsibility for high-
quality digital resources among multiple owners, 
grounded in the federated principle of domain-based 
DP IS infrastructure design.

Conclusion

The strategic guidelines and priorities of national 
development render it timely to assess the current state 
of the conceptual and institutional foundations of busi-
ness-system information modeling in Russia.
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Analysis of existing challenges has revealed that 
high-technology sectors of the economy consistently 
outpace the prevailing frameworks of regulatory stand-
ardization, as innovative solutions frequently emerge 
outside the boundaries of established norms – includ-
ing in critically important sectors of the national 
economy such as agriculture. Modernization of the 

domestic agro-industrial complex through contem-
porary information technologies and digital platforms 
is hindered by the lag in mechanisms for unification 
and standardization of integrated information systems 
designed to support precision farming technologies, 
thereby complicating efforts to ensure national food 
security and technological sovereignty.

Fig. 4. Scheme of information and algorithmic support of the digital model  
of the economic system of a smart agricultural enterprise in the projection of the description 

of the architecture of the digital platform for supporting production and management technologies.
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Within the scope of this research, a series of interre-
lated tasks was formulated and addressed in the follow-
ing domains:

1)	 identification of distinctive features and definition 
of parameters for standardizing the development of 
digital twins for organizational-type economic sys-
tems;

2)	 determination and justification of the structure of 
the digital model of an agro-industrial complex 
enterprise;

3)	 specification of the process model for organizing 
smart agricultural operations under conditions of 
digital transformation;

4)	 formulation and substantiation of recommendations 
for utilizing the digital model of the economic sys-
tem of a smart agricultural enterprise in construct-

ing a digital platform for managing the full cycle of 
agricultural production to support core decision-
making functions.

The findings of this study may inform the develop-
ment of provisions for a national standard or regulatory 
framework governing the creation of digital twins for 
agro-industrial complex enterprises and organizations, 
thereby extending the scope of standardization beyond 
information modeling of technical systems to encom-
pass the construction of digital models of general-pur-
pose organizational systems. 
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